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Swap

Cryptocurrencies were created to make it possible for advanced, encrypted payments to be made between two
or more people digitally, without the parties involved having to trust each other for the payment be
completed. In other words, cryptocurrencies make it possible to send money reliably to other people over
the internet without the money being double spent, and without people getting scammed out of their money
when they try to make these digital payments.


Note

Hash Time Lock Contracts (HTLC’s) are a perfect example of a payment technology for cryptocurrencies which
makes all of the aforementioned things possible.



Swap is a python library for Cross-chain atomic swap between the networks of two cryptocurrencies.
Cross-chain atomic swap are the cheapest and most secure way to swap cryptocurrencies. It’s a brand new
decentralized payment environment based on Hash Time Lock Contracts (HTLC’s) protocol.




            

          

      

      

    

  

    
      
          
            
  
What is a HTLC?

A Hash Time Lock contract (HTLC) is essentially a type of payment in which two people
agree to a financial arrangement where one party will pay the other party a certain
amount of Cryptocurrency, such as Bitcoin or Bytom assets. However, because these
contracts are Time Locked, the receiving party only has a certain amount of time to
accept the payment, otherwise the money can be returned to the sender.

Hash time lock contracts can help to eliminate the need for third parties in contracts
between two parties. Third parties that are often involved in contracts are lawyers,
banks, etc. Lawyers are often required to draw up contracts, and banks are often
required to help store money and then transfer it to the receiving party in the contract.

With hash time lock contracts, two parties could hypothetically set up contracts and
transfer money without the need for third parties. This is because the sending party
could create the conditional payment, and then the receiving party could agree to it,
receive it, and help validate the transaction in the process.

This could potentially revolutionize the way that many businesses interact with one another
and dramatically speed up the time that it takes for business deals to be set up.


How do HTLC work?

The way that Hash Time Lock Contracts work is that the person who will be making the payment
sets up a specific hash, which represents the amount of money that will be paid. To receive
the payment, the recipient will have to create a cryptographic proof of payment, and he or
she will have to do this within the specified amount of time. The amount of time that the
recipient has to accept the payment can vary significantly from one Time Locked contract to
the next. If the recipient meets the deadline, then the money will be theirs, if he or she
fails to meet the deadline, it won’t. So, there is an often a lot at stake when it comes to
meeting deadlines from hash Time Locked contracts, when Cryptocurrencies are being exchanged.

[image: Hash Time Locked Contract (HTLC)]
A Hash Time Lock Contract or HTLC is a class of payments that uses Hash Locked and Time Locked
to require that the receiver of a payment either acknowledge receiving the payment prior to a
deadline by generating cryptographic proof of payment or forfeit the ability to claim the payment,
returning(refunding) it to the payer.

Hash Time Lock Contracts (HTLCs) allow payments to be securely routed across multiple payment
channels which is super important because it is not optimal for a person to open a payment channel
with everyone he/she is transacting with.


Hash Locked

A Hash Locked functions like “two-factor authentication” (2FA). It requires the intended recipient
to provide the correct secret passphrase to claim the funds.

[image: Hash Locked Contract (HLC)]


Time Locked

A Time Locked adds a “timeout” expiration date to a payment. It requires the intended recipient to
claim the funds prior to the expiry. Otherwise, the transaction defaults to enabling the original
sender of funds to claim a refund.

[image: Time Locked Contract (TLC)]



Benefits of HTLC’s

There are many benefits to these types of contracts. First, because they are time sensitive, it
prevents the person who is making the payment from having to wait indefinitely to find out whether
or not his or her payment goes through. Second, the person who makes the payment will not have to
waste his or her money if the payment is not accepted. It will simply be returned.


Time Sensitivity

The time sensitive nature of the transaction prevents the sender from having to wait forever to find
out whether their payment went through. If the time runs out, the funds will just be sent back to the
sender, so they don’t have to worry and can wait for the process to unfold.



Trustless system

As is the case with all smart contracts, trust is not needed as the rules are already coded into the
contract itself. Hash Time Lock Contracts take this one step further by implementing a time limit for
recipients to acknowledge the payment.



Validation of the Blockchain

Transactions are validated because of the cryptographic proof of payment required by the receiver.



Private Information’s

There are no complicated account setups or KYC/AML restrictions. Trade directly from your wallet
with a counterparty of your choice. Only the parties involved know the details of the trade.



Trading across multiple Cryptocurrencies

HTLC makes Cross-chain transactions easier and more secure than ever. Cross chain transactions are the
next step in the evolution of Cryptocurrency adoption. The easier it becomes to unite the hundreds of
blockchain’s that currently exist in silos, the faster the technology as a whole can begin to scale and
achieve mass adoption.






            

          

      

      

    

  

    
      
          
            
  
Installing Swap

The easiest way to install Swap is via pip:

$ pip install swap





If you want to run the latest version of the code, you can install from git:

$ pip install git+git://github.com/meherett/swap.git





For the versions available, see the tags on this repository [https://github.com/meherett/swap/tags].


Development

We welcome pull requests. To get started, just fork this github repository [https://github.com/meherett/swap], clone it locally, and run:

$ pip install -e . -r requirements.txt





Once you have installed, type swap to verify that it worked:

$ swap
Usage: swap [OPTIONS] COMMAND [ARGS]...

Options:
  -v, --version  Show Swap version and exit.
  -h, --help     Show this message and exit.

Commands:
  bitcoin  Select Bitcoin provider.
  bytom    Select Bytom provider.
  vapor    Select Vapor provider.







Dependencies

Swap has the following dependencies:


	solc v0.8.3 [https://github.com/ethereum/solidity/releases/tag/v0.8.3] - Solidity, the Smart Contract Programming Language


	bytom-wallet-desktop [https://bytom.io/en/wallet/] - version 1.1.0 [https://github.com/Bytom/bytom/releases/tag/v1.1.0]  or greater.


	vapor-wallet-desktop [https://github.com/Bytom/vapor/releases/] - version 1.1.7 [https://github.com/Bytom/vapor/releases/tag/v1.1.7]  or greater.


	pip [https://pypi.org/project/pip/] - To install packages from the Python Package Index and other indexes


	python3 [https://www.python.org/downloads/release/python-368/] version 3.6 or greater








            

          

      

      

    

  

    
      
          
            
  
Command Line Interface (CLI)

After you have installed, type swap to verify that it worked:

$ swap
Usage: swap [OPTIONS] COMMAND [ARGS]...

Options:
  -v, --version  Show Swap version and exit.
  -h, --help     Show this message and exit.

Commands:
  bitcoin   Select Bitcoin provider.
  bytom     Select Bytom provider.
  ethereum  Select Ethereum provider.
  vapor     Select Vapor provider.
  xinfin    Select XinFin provider.






swap

swap [OPTIONS] COMMAND [ARGS]...





Options


	
-v, --version

	Show Swap version and exit.






bitcoin

Select Bitcoin provider.

swap bitcoin [OPTIONS] COMMAND [ARGS]...






decode

Select Bitcoin Transaction raw decoder.

swap bitcoin decode [OPTIONS]





Options


	
-tr, --transaction-raw <transaction_raw>

	Required Set Bitcoin transaction raw.






	
-i, --indent <indent>

	Set json indent.


	Default

	4










	
-o, --offline <offline>

	Set Offline decode transaction raw.


	Default

	True











fund

Select Bitcoin Fund transaction builder.

swap bitcoin fund [OPTIONS]





Options


	
-a, --address <address>

	Required Set Bitcoin sender address.






	
-ca, --contract-address <contract_address>

	Required Set Bitcoin Hash Time Lock Contract (HTLC) address.






	
-am, --amount <amount>

	Required Set Bitcoin fund amount.






	
-u, --unit <unit>

	Set Bitcoin fund amount unit.


	Default

	Satoshi










	
-n, --network <network>

	Set Bitcoin network.


	Default

	mainnet










	
-v, --version <version>

	Set Bitcoin transaction version.


	Default

	2











htlc

Select Bitcoin Hash Time Lock Contract (HTLC) builder.

swap bitcoin htlc [OPTIONS]





Options


	
-sh, --secret-hash <secret_hash>

	Required Set secret 256 hash.






	
-ra, --recipient-address <recipient_address>

	Required Set Bitcoin recipient address.






	
-sa, --sender-address <sender_address>

	Required Set Bitcoin sender address.






	
-e, --endtime <endtime>

	Required Set Expiration block time (Seconds).






	
-n, --network <network>

	Set Bitcoin network.


	Default

	mainnet










	
-i, --indent <indent>

	Set json indent.


	Default

	4











refund

Select Bitcoin Refund transaction builder.

swap bitcoin refund [OPTIONS]





Options


	
-a, --address <address>

	Required Set Bitcoin sender address.






	
-th, --transaction-hash <transaction_hash>

	Required Set Bitcoin funded transaction hash/id.






	
-n, --network <network>

	Set Bitcoin network.


	Default

	mainnet










	
-v, --version <version>

	Set Bitcoin transaction version.


	Default

	2











sign

Select Bitcoin Transaction raw signer.

swap bitcoin sign [OPTIONS]





Options


	
-xpk, --xprivate-key <xprivate_key>

	Required Set Bitcoin root xprivate key.






	
-tr, --transaction-raw <transaction_raw>

	Required Set Bitcoin unsigned transaction raw.






	
-b, --bytecode <bytecode>

	Set Bitcoin witness HTLC bytecode.  [default: None]






	
-sk, --secret-key <secret_key>

	Set secret key.  [default: None]






	
-e, --endtime <endtime>

	Set Expiration block timestamp.  [default: None]






	
-ac, --account <account>

	Set Bitcoin derivation from account.


	Default

	1










	
-ch, --change <change>

	Set Bitcoin derivation from change.


	Default

	False










	
-ad, --address <address>

	Set Bitcoin derivation from address.


	Default

	1










	
-p, --path <path>

	Set Bitcoin derivation from path.  [default: None]






	
-v, --version <version>

	Set Bitcoin transaction version.


	Default

	2











submit

Select Bitcoin Transaction raw submitter.

swap bitcoin submit [OPTIONS]





Options


	
-tr, --transaction-raw <transaction_raw>

	Required Set signed Bitcoin transaction raw.






	
-e, --endpoint <endpoint>

	Set submission endpoint API name.







withdraw

Select Bitcoin Withdraw transaction builder.

swap bitcoin withdraw [OPTIONS]





Options


	
-a, --address <address>

	Required Set Bitcoin recipient address.






	
-th, --transaction-hash <transaction_hash>

	Required Set Bitcoin funded transaction hash/id.






	
-n, --network <network>

	Set Bitcoin network.


	Default

	mainnet










	
-v, --version <version>

	Set Bitcoin transaction version.


	Default

	2












bytom

Select Bytom provider.

swap bytom [OPTIONS] COMMAND [ARGS]...






decode

Select Bytom Transaction raw decoder.

swap bytom decode [OPTIONS]





Options


	
-tr, --transaction-raw <transaction_raw>

	Required Set Bytom transaction raw.






	
-i, --indent <indent>

	Set json indent.


	Default

	4











fund

Select Bytom Fund transaction builder.

swap bytom fund [OPTIONS]





Options


	
-a, --address <address>

	Required Set Bytom sender address.






	
-ca, --contract-address <contract_address>

	Required Set Bytom Hash Time Lock Contract (HTLC) address.






	
-am, --amount <amount>

	Required Set Bytom fund amount.






	
-u, --unit <unit>

	Set Bytom amount unit.


	Default

	NEU










	
-as, --asset <asset>

	Set Bytom asset id.


	Default

	ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff










	
-n, --network <network>

	Set Bytom network.


	Default

	mainnet











htlc

Select Bytom Hash Time Lock Contract (HTLC) builder.

swap bytom htlc [OPTIONS]





Options


	
-sh, --secret-hash <secret_hash>

	Required Set secret 256 hash.






	
-rpk, --recipient-public-key <recipient_public_key>

	Required Set Bytom recipient public key.






	
-spk, --sender-public-key <sender_public_key>

	Required Set Bytom sender public key.






	
-e, --endblock <endblock>

	Required Set Bytom expiration block height.






	
-n, --network <network>

	Set Bytom network.


	Default

	mainnet










	
-i, --indent <indent>

	Set json indent.


	Default

	4











refund

Select Bytom Refund transaction builder.

swap bytom refund [OPTIONS]





Options


	
-a, --address <address>

	Required Set Bytom sender address.






	
-th, --transaction-hash <transaction_hash>

	Required Set Bytom funded transaction id/hash.






	
-as, --asset <asset>

	Set Bytom asset id.


	Default

	ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff










	
-n, --network <network>

	Set Bytom network.


	Default

	mainnet











sign

Select Bytom Transaction raw signer.

swap bytom sign [OPTIONS]





Options


	
-xpk, --xprivate-key <xprivate_key>

	Required Set Bytom xprivate key.






	
-tr, --transaction-raw <transaction_raw>

	Required Set Bytom unsigned transaction raw.






	
-b, --bytecode <bytecode>

	Set Bytom witness HTLC bytecode.  [default: None]






	
-sk, --secret-key <secret_key>

	Set secret key.  [default: None]






	
-ac, --account <account>

	Set Bytom derivation from account.


	Default

	1










	
-ch, --change <change>

	Set Bytom derivation from change.


	Default

	False










	
-ad, --address <address>

	Set Bytom derivation from address.


	Default

	1










	
-p, --path <path>

	Set Bytom derivation from path.  [default: None]






	
-i, --indexes <indexes>

	Set Bytom derivation from indexes.  [default: None]







submit

Select Bytom Transaction raw submitter.

swap bytom submit [OPTIONS]





Options


	
-tr, --transaction-raw <transaction_raw>

	Required Set signed Bytom transaction raw.







withdraw

Select Bytom Withdraw transaction builder.

swap bytom withdraw [OPTIONS]





Options


	
-a, --address <address>

	Required Set Bytom recipient address.






	
-th, --transaction-hash <transaction_hash>

	Required Set Bytom funded transaction hash/id.






	
-as, --asset <asset>

	Set Bytom asset id.


	Default

	ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff










	
-n, --network <network>

	Set Bytom network.


	Default

	mainnet












ethereum

Select Ethereum provider.

swap ethereum [OPTIONS] COMMAND [ARGS]...






decode

Select Ethereum Transaction raw decoder.

swap ethereum decode [OPTIONS]





Options


	
-tr, --transaction-raw <transaction_raw>

	Required Set Ethereum transaction raw.






	
-i, --indent <indent>

	Set json indent.


	Default

	4











fund

Select Ethereum Fund transaction builder.

swap ethereum fund [OPTIONS]





Options


	
-sh, --secret-hash <secret_hash>

	Required Set secret 256 hash.






	
-ra, --recipient-address <recipient_address>

	Required Set Ethereum recipient address.






	
-sa, --sender-address <sender_address>

	Required Set Ethereum sender address.






	
-e, --endtime <endtime>

	Required Set Expiration block timestamp.






	
-am, --amount <amount>

	Required Set Ethereum fund amount.






	
-u, --unit <unit>

	Set Ethereum fund amount unit.


	Default

	Wei










	
-ca, --contract-address <contract_address>

	Set Ethereum HTLC contact address.  [default: None]






	
-ta, --token-address <token_address>

	Set Ethereum ERC20 token address.  [default: None]






	
-n, --network <network>

	Set Ethereum network.


	Default

	mainnet










	
-e20, --erc20 <erc20>

	Set Enable Ethereum ERC20 token contract.


	Default

	False











htlc

Select Ethereum Hash Time Lock Contract (HTLC) builder.

swap ethereum htlc [OPTIONS]





Options


	
-ca, --contract-address <contract_address>

	Set Ethereum HTLC contact address.  [default: None]






	
-n, --network <network>

	Set Ethereum network.


	Default

	mainnet










	
-e20, --erc20 <erc20>

	Set Enable Ethereum ERC20 token contract.


	Default

	False










	
-i, --indent <indent>

	Set json indent.


	Default

	4











refund

Select Ethereum Refund transaction builder.

swap ethereum refund [OPTIONS]





Options


	
-th, --transaction-hash <transaction_hash>

	Required Set Ethereum funded transaction hash/id.






	
-a, --address <address>

	Required Set Ethereum sender address.






	
-ca, --contract-address <contract_address>

	Set Ethereum HTLC contact address.  [default: None]






	
-n, --network <network>

	Set Ethereum network.


	Default

	mainnet










	
-e20, --erc20 <erc20>

	Set Enable Ethereum ERC20 token contract.


	Default

	False











sign

Select Ethereum Transaction raw signer.

swap ethereum sign [OPTIONS]





Options


	
-xpk, --xprivate-key <xprivate_key>

	Required Set Ethereum root xprivate key.






	
-tr, --transaction-raw <transaction_raw>

	Required Set Ethereum unsigned transaction raw.






	
-ac, --account <account>

	Set Ethereum derivation from account.


	Default

	0










	
-ch, --change <change>

	Set Ethereum derivation from change.


	Default

	False










	
-ad, --address <address>

	Set Ethereum derivation from address.


	Default

	0










	
-p, --path <path>

	Set Ethereum derivation from path.  [default: None]







submit

Select Ethereum Transaction raw submitter.

swap ethereum submit [OPTIONS]





Options


	
-tr, --transaction-raw <transaction_raw>

	Required Set signed Ethereum transaction raw.







withdraw

Select Ethereum Withdraw transaction builder.

swap ethereum withdraw [OPTIONS]





Options


	
-th, --transaction-hash <transaction_hash>

	Required Set Ethereum funded transaction hash/id.






	
-a, --address <address>

	Required Set Ethereum recipient address.






	
-sk, --secret-key <secret_key>

	Required Set secret password/passphrase.






	
-ca, --contract-address <contract_address>

	Set Ethereum HTLC contact address.  [default: None]






	
-n, --network <network>

	Set Ethereum network.


	Default

	mainnet










	
-e20, --erc20 <erc20>

	Set Enable Ethereum ERC20 token contract.


	Default

	False












vapor

Select Vapor provider.

swap vapor [OPTIONS] COMMAND [ARGS]...






decode

Select Vapor Transaction raw decoder.

swap vapor decode [OPTIONS]





Options


	
-tr, --transaction-raw <transaction_raw>

	Required Set Vapor transaction raw.






	
-i, --indent <indent>

	Set json indent.


	Default

	4











fund

Select Vapor Fund transaction builder.

swap vapor fund [OPTIONS]





Options


	
-a, --address <address>

	Required Set Vapor sender address.






	
-ca, --contract-address <contract_address>

	Required Set Vapor Hash Time Lock Contract (HTLC) address.






	
-am, --amount <amount>

	Required Set Vapor fund amount.






	
-u, --unit <unit>

	Set Vapor amount unit.


	Default

	NEU










	
-as, --asset <asset>

	Set Vapor asset id.


	Default

	ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff










	
-n, --network <network>

	Set Vapor network.


	Default

	mainnet











htlc

Select Vapor Hash Time Lock Contract (HTLC) builder.

swap vapor htlc [OPTIONS]





Options


	
-sh, --secret-hash <secret_hash>

	Required Set secret 256 hash.






	
-rpk, --recipient-public-key <recipient_public_key>

	Required Set Vapor recipient public key.






	
-spk, --sender-public-key <sender_public_key>

	Required Set Vapor sender public key.






	
-e, --endblock <endblock>

	Required Set Vapor expiration block height.






	
-n, --network <network>

	Set Vapor network.


	Default

	mainnet










	
-i, --indent <indent>

	Set json indent.


	Default

	4











refund

Select Vapor Refund transaction builder.

swap vapor refund [OPTIONS]





Options


	
-a, --address <address>

	Required Set Vapor sender address.






	
-th, --transaction-hash <transaction_hash>

	Required Set Vapor funded transaction id/hash.






	
-as, --asset <asset>

	Set Vapor asset id.


	Default

	ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff










	
-n, --network <network>

	Set Vapor network.


	Default

	mainnet











sign

Select Vapor Transaction raw signer.

swap vapor sign [OPTIONS]





Options


	
-xpk, --xprivate-key <xprivate_key>

	Required Set Vapor xprivate key.






	
-tr, --transaction-raw <transaction_raw>

	Required Set Vapor unsigned transaction raw.






	
-b, --bytecode <bytecode>

	Set Vapor witness HTLC bytecode.  [default: None]






	
-sk, --secret-key <secret_key>

	Set secret key.  [default: None]






	
-ac, --account <account>

	Set Vapor derivation from account.


	Default

	1










	
-ch, --change <change>

	Set Vapor derivation from change.


	Default

	False










	
-ad, --address <address>

	Set Vapor derivation from address.


	Default

	1










	
-p, --path <path>

	Set Vapor derivation from path.  [default: None]






	
-i, --indexes <indexes>

	Set Vapor derivation from indexes.  [default: None]







submit

Select Vapor Transaction raw submitter.

swap vapor submit [OPTIONS]





Options


	
-tr, --transaction-raw <transaction_raw>

	Required Set signed Vapor transaction raw.







withdraw

Select Vapor Withdraw transaction builder.

swap vapor withdraw [OPTIONS]





Options


	
-a, --address <address>

	Required Set Vapor recipient address.






	
-th, --transaction-hash <transaction_hash>

	Required Set Vapor funded transaction hash/id.






	
-as, --asset <asset>

	Set Vapor asset id.


	Default

	ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff










	
-n, --network <network>

	Set Vapor network.


	Default

	mainnet












xinfin

Select XinFin provider.

swap xinfin [OPTIONS] COMMAND [ARGS]...






decode

Select XinFin Transaction raw decoder.

swap xinfin decode [OPTIONS]





Options


	
-tr, --transaction-raw <transaction_raw>

	Required Set XinFin transaction raw.






	
-i, --indent <indent>

	Set json indent.


	Default

	4











fund

Select XinFin Fund transaction builder.

swap xinfin fund [OPTIONS]





Options


	
-sh, --secret-hash <secret_hash>

	Required Set secret 256 hash.






	
-ra, --recipient-address <recipient_address>

	Required Set XinFin recipient address.






	
-sa, --sender-address <sender_address>

	Required Set XinFin sender address.






	
-e, --endtime <endtime>

	Required Set Expiration block timestamp.






	
-am, --amount <amount>

	Required Set XinFin fund amount.






	
-u, --unit <unit>

	Set XinFin fund amount unit.


	Default

	Wei










	
-ca, --contract-address <contract_address>

	Set XinFin HTLC contact address.  [default: None]






	
-ta, --token-address <token_address>

	Set XinFin XRC20 token address.  [default: None]






	
-n, --network <network>

	Set XinFin network.


	Default

	mainnet










	
-x20, --xrc20 <xrc20>

	Set Enable XinFin XRC20 token contract.


	Default

	False











htlc

Select XinFin Hash Time Lock Contract (HTLC) builder.

swap xinfin htlc [OPTIONS]





Options


	
-ca, --contract-address <contract_address>

	Set XinFin HTLC contact address.  [default: None]






	
-n, --network <network>

	Set XinFin network.


	Default

	mainnet










	
-x20, --xrc20 <xrc20>

	Set Enable XinFin XRC20 token contract.


	Default

	False










	
-i, --indent <indent>

	Set json indent.


	Default

	4











refund

Select XinFin Refund transaction builder.

swap xinfin refund [OPTIONS]





Options


	
-th, --transaction-hash <transaction_hash>

	Required Set XinFin funded transaction hash/id.






	
-a, --address <address>

	Required Set XinFin sender address.






	
-ca, --contract-address <contract_address>

	Set XinFin HTLC contact address.  [default: None]






	
-n, --network <network>

	Set XinFin network.


	Default

	mainnet










	
-x20, --xrc20 <xrc20>

	Set Enable XinFin XRC20 token contract.


	Default

	False











sign

Select XinFin Transaction raw signer.

swap xinfin sign [OPTIONS]





Options


	
-xpk, --xprivate-key <xprivate_key>

	Required Set XinFin root xprivate key.






	
-tr, --transaction-raw <transaction_raw>

	Required Set XinFin unsigned transaction raw.






	
-ac, --account <account>

	Set XinFin derivation from account.


	Default

	0










	
-ch, --change <change>

	Set XinFin derivation from change.


	Default

	False










	
-ad, --address <address>

	Set XinFin derivation from address.


	Default

	0










	
-p, --path <path>

	Set XinFin derivation from path.  [default: None]







submit

Select XinFin Transaction raw submitter.

swap xinfin submit [OPTIONS]





Options


	
-tr, --transaction-raw <transaction_raw>

	Required Set signed XinFin transaction raw.







withdraw

Select XinFin Withdraw transaction builder.

swap xinfin withdraw [OPTIONS]





Options


	
-th, --transaction-hash <transaction_hash>

	Required Set XinFin funded transaction hash/id.






	
-a, --address <address>

	Required Set XinFin recipient address.






	
-sk, --secret-key <secret_key>

	Required Set secret password/passphrase.






	
-ca, --contract-address <contract_address>

	Set XinFin HTLC contact address.  [default: None]






	
-n, --network <network>

	Set XinFin network.


	Default

	mainnet










	
-x20, --xrc20 <xrc20>

	Set Enable XinFin XRC20 token contract.


	Default

	False















            

          

      

      

    

  

    
      
          
            
  
Utils


	
class swap.utils.NestedNamespace(dictionary, **kwargs)

	




	
swap.utils.generate_passphrase(length: int = 32) → str

	Generate entropy hex string.


	Parameters

	length (int) – Passphrase length, default to 32.



	Returns

	str – Passphrase hex string.





>>> from swap.utils import generate_passphrase
>>> generate_passphrase(length=32)
"N39rPfa3QvF2Tm2nPyoBpXNiBFXJywTz"










	
swap.utils.generate_entropy(strength: int = 128) → str

	Generate entropy hex string.


	Parameters

	strength (int) – Entropy strength, default to 128.



	Returns

	str – Entropy hex string.





>>> from swap.utils import generate_entropy
>>> generate_entropy(strength=128)
"ee535b143b0d9d1f87546f9df0d06b1a"










	
swap.utils.generate_mnemonic(language: str = 'english', strength: int = 128) → str

	Generate mnemonic words.


	Parameters

	
	language (str) – Mnemonic language, default to english.


	strength (int) – Entropy strength, default to 128.






	Returns

	str – Mnemonic words.





>>> from swap.utils import generate_mnemonic
>>> generate_mnemonic(language="french")
"sceptre capter séquence girafe absolu relatif fleur zoologie muscle sirop saboter parure"










	
swap.utils.get_current_timestamp(plus: int = 0) → int

	Get current timestamp.


	Parameters

	plus (int) – Add seconds on current time, default to 0.



	Returns

	int – Current timestamp.





>>> from swap.utils import get_current_timestamp
>>> get_current_timestamp()
1623869258










	
swap.utils.is_entropy(entropy: str) → bool

	Check entropy hex string.


	Parameters

	entropy (str) – Mnemonic words.



	Returns

	bool – Entropy valid/invalid.





>>> from swap.utils import is_entropy
>>> is_entropy(entropy="ee535b143b0d9d1f87546f9df0d06b1a")
True










	
swap.utils.is_mnemonic(mnemonic: str, language: Optional[str] = None) → bool

	Check mnemonic words.


	Parameters

	
	mnemonic (str) – Mnemonic words.


	language (str) – Mnemonic language, default to None.






	Returns

	bool – Mnemonic valid/invalid.





>>> from swap.utils import is_mnemonic
>>> is_mnemonic(mnemonic="sceptre capter séquence girafe absolu relatif fleur zoologie muscle sirop saboter parure")
True










	
swap.utils.get_entropy_strength(entropy: str) → int

	Get entropy strength.


	Parameters

	entropy (str) – Entropy hex string.



	Returns

	int – Entropy strength.





>>> from swap.utils import get_entropy_strength
>>> get_entropy_strength(entropy="ee535b143b0d9d1f87546f9df0d06b1a")
128










	
swap.utils.get_mnemonic_strength(mnemonic: str, language: Optional[str] = None) → int

	Get mnemonic strength.


	Parameters

	
	mnemonic (str) – Mnemonic words.


	language (str) – Mnemonic language, default to None.






	Returns

	int – Mnemonic strength.





>>> from swap.utils import get_mnemonic_strength
>>> get_mnemonic_strength(mnemonic="sceptre capter séquence girafe absolu relatif fleur zoologie muscle sirop saboter parure")
128










	
swap.utils.get_mnemonic_language(mnemonic: str) → str

	Get mnemonic language.


	Parameters

	mnemonic (str) – Mnemonic words.



	Returns

	str – Mnemonic language.





>>> from swap.utils import get_mnemonic_language
>>> get_mnemonic_language(mnemonic="sceptre capter séquence girafe absolu relatif fleur zoologie muscle sirop saboter parure")
"french"










	
swap.utils.entropy_to_mnemonic(entropy: str, language: str = 'english') → str

	Get mnemonic from entropy hex string.


	Parameters

	
	entropy (str) – Entropy hex string.


	language (str) – Mnemonic language, default to english.






	Returns

	str – Mnemonic words.





>>> from swap.utils import entropy_to_mnemonic
>>> entropy_to_mnemonic(entropy="ee535b143b0d9d1f87546f9df0d06b1a", language="korean")
"학력 외침 주민 스위치 출연 연습 근본 여전히 울음 액수 귀신 마누라"










	
swap.utils.mnemonic_to_entropy(mnemonic: str, language: Optional[str] = None) → str

	Get entropy from mnemonic words.


	Parameters

	
	mnemonic (str) – Mnemonic words.


	language (str) – Mnemonic language, default to english.






	Returns

	str – Enropy hex string.





>>> from swap.utils import mnemonic_to_entropy
>>> mnemonic_to_entropy(mnemonic="학력 외침 주민 스위치 출연 연습 근본 여전히 울음 액수 귀신 마누라", language="korean")
"ee535b143b0d9d1f87546f9df0d06b1a"










	
swap.utils.sha256(data: Union[str, bytes]) → str

	SHA256 hash.


	Parameters

	data (str, bytes) – Any string/bytes data.



	Returns

	str – SHA256 hash.





>>> from swap.utils import sha256
>>> sha256(data="Hello Meheret!")
"3a26da82ead15a80533a02696656b14b5dbfd84eb14790f2e1be5e9e45820eeb"










	
swap.utils.double_sha256(data: Union[str, bytes]) → str

	Double SHA256 hash.


	Parameters

	data (str, bytes) – Any string/bytes data.



	Returns

	str – Double SHA256 hash.





>>> from swap.utils import double_sha256
>>> double_sha256(data="Hello Meheret!")
"821124b554d13f247b1e5d10b84e44fb1296f18f38bbaa1bea34a12c843e0158"










	
swap.utils.clean_transaction_raw(transaction_raw: str) → str

	Clean transaction raw.


	Parameters

	transaction_raw (str) – Any transaction raw.



	Returns

	str – Cleaned transaction raw.





>>> from swap.utils import clean_transaction_raw
>>> clean_transaction_raw(transaction_raw="")
""
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