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CHAPTER
ONE

SWAP

Cryptocurrencies were created to make it possible for advanced, encrypted payments to be made between two or more
people digitally, without the parties involved having to trust each other for the payment be completed. In other words,
cryptocurrencies make it possible to send money reliably to other people over the internet without the money being
double spent, and without people getting scammed out of their money when they try to make these digital payments.

Note: Hash Time Lock Contracts (HTLC’s) are a perfect example of a payment technology for cryptocurrencies which
makes all of the aforementioned things possible.

Swap is a python library for Cross-chain atomic swap between the networks of two cryptocurrencies. Cross-chain
atomic swap are the cheapest and most secure way to swap cryptocurrencies. It’s a brand new decentralized payment
environment based on Hash Time Lock Contracts (HTLC’s) protocol.
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CHAPTER
TWO

WHAT IS A HTLC?

A Hash Time Lock contract (HTLC) is essentially a type of payment in which two people agree to a financial arrange-
ment where one party will pay the other party a certain amount of Cryptocurrency, such as Bitcoin or Bytom assets.
However, because these contracts are Time Locked, the receiving party only has a certain amount of time to accept the
payment, otherwise the money can be returned to the sender.

Hash time lock contracts can help to eliminate the need for third parties in contracts between two parties. Third parties
that are often involved in contracts are lawyers, banks, etc. Lawyers are often required to draw up contracts, and banks
are often required to help store money and then transfer it to the receiving party in the contract.

With hash time lock contracts, two parties could hypothetically set up contracts and transfer money without the need
for third parties. This is because the sending party could create the conditional payment, and then the receiving party
could agree to it, receive it, and help validate the transaction in the process.

This could potentially revolutionize the way that many businesses interact with one another and dramatically speed up
the time that it takes for business deals to be set up.

2.1 How do HTLC work?

The way that Hash Time Lock Contracts work is that the person who will be making the payment sets up a specific
hash, which represents the amount of money that will be paid. To receive the payment, the recipient will have to create
a cryptographic proof of payment, and he or she will have to do this within the specified amount of time. The amount
of time that the recipient has to accept the payment can vary significantly from one Time Locked contract to the next. If
the recipient meets the deadline, then the money will be theirs, if he or she fails to meet the deadline, it won’t. So, there
is an often a lot at stake when it comes to meeting deadlines from hash Time Locked contracts, when Cryptocurrencies
are being exchanged.

The amount of time that the recipient has to accept the payment can vary significantly from one Time Locked contract
to the next. If the recipient meets the deadline, then the money will be theirs, if he or she fails to meet the deadline, it
won’t. So, there is an often a lot at stake when it comes to meeting deadlines from hash Time Locked contracts, when
Cryptocurrencies are being exchanged.
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® 5,

Claiming from Hash Time Lock Contract
(HTLC), If alice dose not know the secret
passphrase, She can’t unlock the funds.

.-----------------) -----------)

Funding on Hash Time Lock Contract (HTLC),

BO b knowning the secret passphrase and sets an 9

expiry of 100 blocks.

Refunding from Hash Time Lock Contract
(HTLC), If alice dose not claim within 100
block, He can unlock the funds.

.-----------------) -----------) -

A Hash Time Lock Contract or HTLC is a class of payments that uses Hash Locked and Time Locked to require that
the receiver of a payment either acknowledge receiving the payment prior to a deadline by generating cryptographic
proof of payment or forfeit the ability to claim the payment, returning(refunding) it to the payer.

Hash Time Lock Contracts (HTLCs) allow payments to be securely routed across multiple payment channels which is
super important because it is not optimal for a person to open a payment channel with everyone he/she is transacting
with.

2.1.1 Hash Locked

A Hash Locked functions like “two-factor authentication” (2FA). It requires the intended recipient to provide the correct

secret passphrase to claim the funds.

Claiming from Hash Time Lock Contract

Funding on Hash Time Lock Contract (HTLC), (HTLC), If alice dose not know the secret
knowning the secret passphrase. passphrase, She can’t unlock the funds.

4 Chapter 2. What is a HTLC?
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2.1.2 Time Locked

A Time Locked adds a “timeout” expiration date to a payment. It requires the intended recipient to claim the funds
prior to the expiry. Otherwise, the transaction defaults to enabling the original sender of funds to claim a refund.

Refunding from Hash Time Lock Contract

Funding on Hash Time Lock Contract (HTLC), (HTLC), Dose not claim within 100 block, He

sets an expiry of 100 blocks. can unlock the funds.

o

2.2 Benefits of HTLC'’s

There are many benefits to these types of contracts. First, because they are time sensitive, it prevents the person who
is making the payment from having to wait indefinitely to find out whether or not his or her payment goes through.
Second, the person who makes the payment will not have to waste his or her money if the payment is not accepted. It
will simply be returned.

2.2.1 Time Sensitivity

The time sensitive nature of the transaction prevents the sender from having to wait forever to find out whether their
payment went through. If the time runs out, the funds will just be sent back to the sender, so they don’t have to worry
and can wait for the process to unfold.

2.2.2 Trustless system

As is the case with all smart contracts, trust is not needed as the rules are already coded into the contract itself. Hash
Time Lock Contracts take this one step further by implementing a time limit for recipients to acknowledge the payment.

2.2.3 Validation of the Blockchain

Transactions are validated because of the cryptographic proof of payment required by the receiver.

2.2.4 Private Information’s

There are no complicated account setups or KYC/AML restrictions. Trade directly from your wallet with a counterparty
of your choice. Only the parties involved know the details of the trade.

2.2. Benefits of HTLC’s 5



Swap, Release 0.4.0

2.2.5 Trading across multiple Cryptocurrencies

HTLC makes Cross-chain transactions easier and more secure than ever. Cross chain transactions are the next step in
the evolution of Cryptocurrency adoption. The easier it becomes to unite the hundreds of blockchain’s that currently
exist in silos, the faster the technology as a whole can begin to scale and achieve mass adoption.

6 Chapter 2. What is a HTLC?



CHAPTER
THREE

INSTALLING SWAP

The easiest way to install Swap is via pip:

$ pip install swap

If you want to run the latest version of the code, you can install from git:

$ pip install git+git://github.com/meherett/swap.git

For the versions available, see the tags on this repository.

3.1 Development

We welcome pull requests. To get started, just fork this github repository, clone it locally, and run:

$ pip install -e . -r requirements.txt

Once you have installed, type swap to verify that it worked:

$ swap
Usage: swap [OPTIONS] COMMAND [ARGS]...

Options:
-v, --version Show Swap version and exit.
-h, --help Show this message and exit.
Commands :

bitcoin Select Bitcoin provider.
bytom Select Bytom provider.
vapor Select Vapor provider.



https://github.com/meherett/swap/tags
https://github.com/meherett/swap
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3.2 Dependencies

Swap has the following dependencies:
¢ solc v0.8.3 - Solidity, the Smart Contract Programming Language
* bytom-wallet-desktop - version 1.1.0 or greater.
* vapor-wallet-desktop - version 1.1.7 or greater.
¢ pip - To install packages from the Python Package Index and other indexes

* python3 version 3.6 or greater

8 Chapter 3. Installing Swap
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https://bytom.io/en/wallet/
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CHAPTER
FOUR

COMMAND LINE INTERFACE (CLI)

After you have installed, type swap to verify that it worked:

$ swap
Usage: swap [OPTIONS] COMMAND [ARGS]...

Options:
-v, --version Show Swap version and exit.
-h, --help Show this message and exit.
Commands:
bitcoin Select Bitcoin provider.
bytom Select Bytom provider.
ethereum Select Ethereum provider.
vapor Select Vapor provider.
xinfin Select XinFin provider.
4.1 swap

swap [OPTIONS] COMMAND [ARGS]...

Options

-v, --version
Show Swap version and exit.

4.1.1 bitcoin

Select Bitcoin provider.

swap bitcoin [OPTIONS] COMMAND [ARGS]...
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decode

Select Bitcoin Transaction raw decoder.

swap bitcoin decode [OPTIONS]

Options

-tr, --transaction-raw <transaction_raw>
Required Set Bitcoin transaction raw.

-i, --indent <indent>
Set json indent.
Default 4
-0, --offline <offline>

Set Offline decode transaction raw.

Default True

fund

Select Bitcoin Fund transaction builder.

swap bitcoin fund [OPTIONS]

Options
-a, --address <address>
Required Set Bitcoin sender address.

-ca, --contract-address <contract_address>
Required Set Bitcoin Hash Time Lock Contract (HTLC) address.

-am, --amount <amount>
Required Set Bitcoin fund amount.

-u, --unit <unit>
Set Bitcoin fund amount unit.

Default Satoshi

-n, --network <network>
Set Bitcoin network.

Default mainnet

-v, --version <version>
Set Bitcoin transaction version.
Default 2
10 Chapter 4. Command Line Interface (CLI)
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htlc

Select Bitcoin Hash Time Lock Contract (HTLC) builder.

swap bitcoin htlc [OPTIONS]

Options
-sh, --secret-hash <secret_hash>
Required Set secret 256 hash.

-ra, --recipient-address <recipient_address>
Required Set Bitcoin recipient address.

-sa, --sender-address <sender_address>
Required Set Bitcoin sender address.

-e, --endtime <endtime>
Required Set Expiration block time (Seconds).

-n, --network <network>
Set Bitcoin network.

Default mainnet

-i, --indent <indent>
Set json indent.
Default 4
refund

Select Bitcoin Refund transaction builder.

swap bitcoin refund [OPTIONS]

Options
-a, --address <address>
Required Set Bitcoin sender address.

-th, --transaction-hash <transaction_hash>
Required Set Bitcoin funded transaction hash/id.

-n, --network <network>
Set Bitcoin network.

Default mainnet

-v, --version <version>
Set Bitcoin transaction version.

Default 2

4.1. swap 11
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sign

Select Bitcoin Transaction raw signer.

swap bitcoin sign [OPTIONS]

Options
-xpk, --xprivate-key <xprivate_key>
Required Set Bitcoin root xprivate key.

-tr, --transaction-raw <transaction_raw>
Required Set Bitcoin unsigned transaction raw.

-b, --bytecode <bytecode>
Set Bitcoin witness HTLC bytecode. [default: None]

-sk, --secret-key <secret_key>
Set secret key. [default: None]

-e, --endtime <endtime>
Set Expiration block timestamp. [default: None]

-ac, --account <account>
Set Bitcoin derivation from account.

Default 1

-ch, --change <change>
Set Bitcoin derivation from change.

Default False

-ad, --address <address>
Set Bitcoin derivation from address.

Default 1

-p, --path <path>
Set Bitcoin derivation from path. [default: None]

-v, --version <version>
Set Bitcoin transaction version.
Default 2
submit

Select Bitcoin Transaction raw submitter.

swap bitcoin submit [OPTIONS]

12 Chapter 4. Command Line Interface (CLI)
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Options

-tr, --transaction-raw <transaction_raw>
Required Set signed Bitcoin transaction raw.

withdraw

Select Bitcoin Withdraw transaction builder.

swap bitcoin withdraw [OPTIONS]

Options

-a, --address <address>
Required Set Bitcoin recipient address.

-th, --transaction-hash <transaction_hash>
Required Set Bitcoin funded transaction hash/id.

-n, --network <network>
Set Bitcoin network.

Default mainnet

-v, --version <version>
Set Bitcoin transaction version.
Default 2
4.1.2 bytom

Select Bytom provider.

swap bytom [OPTIONS] COMMAND [ARGS]...

decode

Select Bytom Transaction raw decoder.

swap bytom decode [OPTIONS]

Options
-tr, --transaction-raw <transaction_raw>
Required Set Bytom transaction raw.

-i, --indent <indent>
Set json indent.

Default 4

4.1. swap
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fund

Select Bytom Fund transaction builder.

swap bytom fund [OPTIONS]

Options
-a, --address <address>
Required Set Bytom sender address.

-ca, --contract-address <contract_address>
Required Set Bytom Hash Time Lock Contract (HTLC) address.

-am, --amount <amount>
Required Set Bytom fund amount.

-u, --unit <unit>
Set Bytom amount unit.

Default NEU

-as, --asset <asset>
Set Bytom asset id.

Default Tttt

-n, --network <network>
Set Bytom network.

Default mainnet

htlc

Select Bytom Hash Time Lock Contract (HTLC) builder.

swap bytom htlc [OPTIONS]

Options
-sh, --secret-hash <secret_hash>
Required Set secret 256 hash.

-rpk, --recipient-public-key <recipient_public_key>
Required Set Bytom recipient public key.

-spk, --sender-public-key <sender_public_key>
Required Set Bytom sender public key.

-e, --endblock <endblock>
Required Set Bytom expiration block height.

-n, --network <network>
Set Bytom network.

Default mainnet

14 Chapter 4.

Command Line Interface (CLI)
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-i, --indent <indent>
Set json indent.
Default 4
refund

Select Bytom Refund transaction builder.

swap bytom refund [OPTIONS]

Options
-a, --address <address>
Required Set Bytom sender address.

-th, --transaction-hash <transaction_hash>
Required Set Bytom funded transaction id/hash.

-as, --asset <asset>
Set Bytom asset id.

Default T T T Tt

-n, --network <network>
Set Bytom network.

Default mainnet

sign

Select Bytom Transaction raw signer.

swap bytom sign [OPTIONS]

Options
-xpk, --xprivate-key <xprivate_key>
Required Set Bytom xprivate key.

-tr, --transaction-raw <transaction_raw>
Required Set Bytom unsigned transaction raw.

-b, --bytecode <bytecode>
Set Bytom witness HTLC bytecode. [default: None]

-sk, --secret-key <secret_key>
Set secret key. [default: None]

-ac, --account <account>
Set Bytom derivation from account.

Default 1

-ch, --change <change>
Set Bytom derivation from change.

4.1. swap
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Default False

-ad, --address <address>
Set Bytom derivation from address.

Default 1

-p, --path <path>
Set Bytom derivation from path. [default: None]

-1, --indexes <indexes>
Set Bytom derivation from indexes. [default: None]

submit

Select Bytom Transaction raw submitter.

swap bytom submit [OPTIONS]

Options

-tr, --transaction-raw <transaction_raw>
Required Set signed Bytom transaction raw.

withdraw

Select Bytom Withdraw transaction builder.

swap bytom withdraw [OPTIONS]

Options
-a, --address <address>
Required Set Bytom recipient address.

-th, --transaction-hash <transaction_hash>
Required Set Bytom funded transaction hash/id.

-as, --asset <asset>
Set Bytom asset id.

Default Tt

-n, --network <network>
Set Bytom network.

Default mainnet

16
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4.1.3 ethereum

Select Ethereum provider.

swap ethereum [OPTIONS] COMMAND [ARGS]...

decode

Select Ethereum Transaction raw decoder.

swap ethereum decode [OPTIONS]

Options

-tr,

-i,

fund

--transaction-raw <transaction_raw>
Required Set Ethereum transaction raw.

--indent <indent>
Set json indent.

Default 4

Select Ethereum Fund transaction builder.

swap ethereum fund [OPTIONS]

Options

-sh,

-sa,

--secret-hash <secret_hash>
Required Set secret 256 hash.

--recipient-address <recipient_address>
Required Set Ethereum recipient address.

--sender-address <sender_address>
Required Set Ethereum sender address.

-e, --endtime <endtime>
Required Set Expiration block timestamp.
-am, --amount <amount>
Required Set Ethereum fund amount.
-u, --unit <unit>
Set Ethereum fund amount unit.
Default Wei
-ca, --contract-address <contract_address>
Set Ethereum HTLC contact address. [default: None]
-n, --network <network>
Set Ethereum network.
4.1. swap 17
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Default mainnet

htlc

Select Ethereum Hash Time Lock Contract (HTLC) builder.

swap ethereum htlc [OPTIONS]

Options
-ca, --contract-address <contract_address>
Set Ethereum HTLC contact address. [default: None]

-n, --network <network>
Set Ethereum network.

Default mainnet

-i, --indent <indent>
Set json indent.
Default 4
refund

Select Ethereum Refund transaction builder.

swap ethereum refund [OPTIONS]

Options
-th, --transaction-hash <transaction_hash>
Required Set Ethereum funded transaction hash/id.

-a, --address <address>
Required Set Ethereum sender address.

-ca, --contract-address <contract_address>
Set Ethereum HTLC contact address. [default: None]

-n, --network <network>
Set Ethereum network.

Default mainnet

18 Chapter 4. Command Line Interface (CLI)
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sign

Select Ethereum Transaction raw signer.

swap ethereum sign [OPTIONS]

Options
-xpk, --xprivate-key <xprivate_key>
Required Set Ethereum root xprivate key.

-tr, --transaction-raw <transaction_raw>
Required Set Ethereum unsigned transaction raw.

-ac, --account <account>
Set Ethereum derivation from account.

Default O

-ch, --change <change>
Set Ethereum derivation from change.

Default False

-ad, --address <address>
Set Ethereum derivation from address.

Default 0

-p, --path <path>
Set Ethereum derivation from path. [default: None]

submit

Select Ethereum Transaction raw submitter.

swap ethereum submit [OPTIONS]

Options

-tr, --transaction-raw <transaction_raw>
Required Set signed Ethereum transaction raw.

withdraw

Select Ethereum Withdraw transaction builder.

swap ethereum withdraw [OPTIONS]

4.1. swap
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Options
-th, --transaction-hash <transaction_hash>
Required Set Ethereum funded transaction hash/id.

-a, --address <address>
Required Set Ethereum recipient address.

-sk, --secret-key <secret_key>
Required Set secret password/passphrase.

-ca, --contract-address <contract_address>
Set Ethereum HTLC contact address. [default: None]

-n, --network <network>
Set Ethereum network.

Default mainnet

4.1.4 vapor

Select Vapor provider.

swap vapor [OPTIONS] COMMAND [ARGS]...

decode

Select Vapor Transaction raw decoder.

swap vapor decode [OPTIONS]

Options

-tr, --transaction-raw <transaction_raw>
Required Set Vapor transaction raw.

-i, --indent <indent>
Set json indent.
Default 4
fund

Select Vapor Fund transaction builder.

swap vapor fund [OPTIONS]

20
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Options

-a, --address <address>
Required Set Vapor sender address.

-ca, --contract-address <contract_address>

Required Set Vapor Hash Time Lock Contract (HTLC) address.

-am, --amount <amount>
Required Set Vapor fund amount.

-u, --unit <unit>
Set Vapor amount unit.

Default NEU

-as, --asset <asset>
Set Vapor asset id.

Default Tt

-n, --network <network>
Set Vapor network.

Default mainnet

htlc

Select Vapor Hash Time Lock Contract (HTLC) builder.

swap vapor htlc [OPTIONS]

Options
-sh, --secret-hash <secret_hash>
Required Set secret 256 hash.

-rpk, --recipient-public-key <recipient_public_key>
Required Set Vapor recipient public key.

-spk, --sender-public-key <sender_public_key>
Required Set Vapor sender public key.

-e, --endblock <endblock>
Required Set Vapor expiration block height.

-n, --network <network>
Set Vapor network.

Default mainnet

-i, --indent <indent>
Set json indent.

Default 4

4.1. swap
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refund

Select Vapor Refund transaction builder.

swap vapor refund [OPTIONS]

Options
-a, --address <address>
Required Set Vapor sender address.

-th, --transaction-hash <transaction_hash>
Required Set Vapor funded transaction id/hash.

-as, --asset <asset>
Set Vapor asset id.

el iabiiisigisigisivinigisiginiginiginiginiviniginiginiginiginivinivig

-n, --network <network>
Set Vapor network.

Default mainnet

sign

Select Vapor Transaction raw signer.

swap vapor sign [OPTIONS]

Options
-xpk, --xprivate-key <xprivate_key>
Required Set Vapor xprivate key.

-tr, --transaction-raw <transaction_raw>
Required Set Vapor unsigned transaction raw.

-b, --bytecode <bytecode>
Set Vapor witness HTLC bytecode. [default: None]

-sk, --secret-key <secret_key>
Set secret key. [default: None]

-ac, --account <account>
Set Vapor derivation from account.
Default 1
-ch, --change <change>

Set Vapor derivation from change.
Default False

-ad, --address <address>
Set Vapor derivation from address.

Default 1
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-p, --path <path>
Set Vapor derivation from path. [default: None]

-1, --indexes <indexes>
Set Vapor derivation from indexes. [default: None]

submit

Select Vapor Transaction raw submitter.

swap vapor submit [OPTIONS]

Options

-tr, --transaction-raw <transaction_raw>
Required Set signed Vapor transaction raw.

withdraw

Select Vapor Withdraw transaction builder.

swap vapor withdraw [OPTIONS]

Options
-a, --address <address>
Required Set Vapor recipient address.

-th, --transaction-hash <transaction_hash>
Required Set Vapor funded transaction hash/id.

-as, --asset <asset>
Set Vapor asset id.

el iabiiisiiiniginiiinigisiginiginiginiginiviniginiginiginiginivinivig

-n, --network <network>
Set Vapor network.

Default mainnet

4.1.5 xinfin

Select XinFin provider.

swap xinfin [OPTIONS] COMMAND [ARGS]...

4.1. swap
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decode

Select XinFin Transaction raw decoder.

swap xinfin decode [OPTIONS]

Options

-tr, --transaction-raw <transaction_raw>
Required Set XinFin transaction raw.

-i, --indent <indent>
Set json indent.
Default 4
fund

Select XinFin Fund transaction builder.

swap xinfin fund [OPTIONS]

Options
-sh, --secret-hash <secret_hash>
Required Set secret 256 hash.

-ra, --recipient-address <recipient_address>
Required Set XinFin recipient address.

-sa, --sender-address <sender_address>
Required Set XinFin sender address.

-e, --endtime <endtime>
Required Set Expiration block timestamp.

-am, --amount <amount>
Required Set XinFin fund amount.

-u, --unit <unit>
Set XinFin fund amount unit.

Default Wei

-ca, --contract-address <contract_address>
Set XinFin HTLC contact address. [default: None]

-n, --network <network>
Set XinFin network.

Default mainnet
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htlc

Select XinFin Hash Time Lock Contract (HTLC) builder.

swap xinfin htlc [OPTIONS]

Options
-ca, --contract-address <contract_address>
Set XinFin HTLC contact address. [default: None]

-n, --network <network>
Set XinFin network.

Default mainnet

-i, --indent <indent>
Set json indent.
Default 4
refund

Select XinFin Refund transaction builder.

swap xinfin refund [OPTIONS]

Options
-th, --transaction-hash <transaction_hash>
Required Set XinFin funded transaction hash/id.

-a, --address <address>
Required Set XinFin sender address.

-ca, --contract-address <contract_address>
Set XinFin HTLC contact address. [default: None]

-n, --network <network>
Set XinFin network.

Default mainnet

sign

Select XinFin Transaction raw signer.

swap xinfin sign [OPTIONS]

4.1. swap
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Options
-xpk, --xprivate-key <xprivate_key>
Required Set XinFin root xprivate key.

-tr, --transaction-raw <transaction_raw>
Required Set XinFin unsigned transaction raw.

-ac, --account <account>
Set XinFin derivation from account.

Default 0

-ch, --change <change>
Set XinFin derivation from change.

Default False

-ad, --address <address>
Set XinFin derivation from address.

Default 0

-p, --path <path>
Set XinFin derivation from path. [default: None]

submit

Select XinFin Transaction raw submitter.

swap xinfin submit [OPTIONS]

Options

-tr, --transaction-raw <transaction_raw>
Required Set signed XinFin transaction raw.

withdraw

Select XinFin Withdraw transaction builder.

swap xinfin withdraw [OPTIONS]

Options
-th, --transaction-hash <transaction_hash>
Required Set XinFin funded transaction hash/id.

-a, --address <address>
Required Set XinFin recipient address.

-sk, --secret-key <secret_key>
Required Set secret password/passphrase.

-ca, --contract-address <contract_address>
Set XinFin HTLC contact address. [default: None]
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-n, --network <network>
Set XinFin network.

Default mainnet
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UTILS

class swap.utils.NestedNamespace (dictionary, **kwargs)

swap.utils.generate_passphrase (length: int = 32) — str
Generate entropy hex string.

Parameters length (int) — Passphrase length, default to 32.

Returns str — Passphrase hex string.

>>> from swap.utils import generate_passphrase
>>> generate_passphrase(length=32)
"N39rPfa3QvF2Tm2nPyoBpXNiBFXJywTz"

swap.utils.generate_entropy (strength: int = 128) — str
Generate entropy hex string.

Parameters strength (int) — Entropy strength, default to 128.

Returns str — Entropy hex string.

>>> from swap.utils import generate_entropy
>>> generate_entropy(strength=128)
"ee535b143b0d9d1£87546£9df0d06b1a"

swap.utils.generate_mnemonic (language: str = 'english’, strength: int = 128) — str
Generate mnemonic words.

Parameters
* language (str) — Mnemonic language, default to english.
» strength (int) — Entropy strength, default to 128.

Returns str — Mnemonic words.

>>> from swap.utils import generate_mnemonic
>>> generate_mnemonic(language="french")
"sceptre capter sequence girafe absolu relatif fleur zoologie muscle sirop saboter.

—parure"

swap.utils.get_current_timestamp (plus: int =0) — int
Get current timestamp.

Parameters plus (int)— Add seconds on current time, default to 0.

Returns int — Current timestamp.
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>>> from swap.utils import get_current_timestamp
>>> get_current_timestamp()
1623869258

swap

.utils.is_entropy (entropy: str) — bool

Check entropy hex string.
Parameters entropy (str)— Mnemonic words.

Returns bool — Entropy valid/invalid.

>>> from swap.utils import is_entropy
>>> is_entropy(entropy="ee535b143b0d9d1£87546£9df0d06b1la")
True

swap

.utils.is_mnemonic (mnemonic: str, language: Optional[str] = None) — bool

Check mnemonic words.
Parameters
e mnemonic (str) — Mnemonic words.
* language (str) — Mnemonic language, default to None.

Returns bool — Mnemonic valid/invalid.

>>> from swap.utils import is_mnemonic

>>> is_mnemonic(mnemonic="sceptre capter sequence girafe absolu relatif fleur.
—»zoologie muscle sirop saboter parure")

True

swap.

utils.get_entropy_strength(entropy: str) — int
Get entropy strength.

Parameters entropy (str) — Entropy hex string.

Returns int — Entropy strength.

>>> from swap.utils import get_entropy_strength
>>> get_entropy_strength(entropy="ee535b143b0d9d1£87546£9df0d06bla")
128

swap.

utils.get_mnemonic_strength(mnemonic: str, language: Optional[str] = None) — int
Get mnemonic strength.

Parameters
e mnemonic (str) — Mnemonic words.
* language (str) — Mnemonic language, default to None.

Returns int — Mnemonic strength.

>>> from swap.utils import get_mnemonic_strength
>>> get_mnemonic_strength(mnemonic="sceptre capter sequence girafe absolu relatif.,

—fleur zoologie muscle sirop saboter parure')
128

swap.

utils.get_mnemonic_language (mnemonic: str) — str
Get mnemonic language.
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Parameters mnemonic (str)— Mnemonic words.

Returns str — Mnemonic language.

>>> from swap.utils import get_mnemonic_language

>>> get_mnemonic_language (mnemonic="sceptre capter sequence girafe absolu relatif.
—fleur zoologie muscle sirop saboter parure')

"french"

swap.

utils.entropy_to_mnemonic(entropy: str, language: str = 'english') — str
Get mnemonic from entropy hex string.

Parameters
* entropy (str) — Entropy hex string.
* language (str) — Mnemonic language, default to english.

Returns str — Mnemonic words.

>>> from swap.utils import entropy_to_mnemonic
>>> entropy_to_mnemonic(entropy="ee535b143b0d9d1£87546£9df0d06bla", language="korean
RO

n "

swap.

utils.mnemonic_to_entropy (mnemonic: str, language: Optional[str] = None) — str
Get entropy from mnemonic words.

Parameters
e mnemonic (str) — Mnemonic words.
* language (str) — Mnemonic language, default to english.

Returns str — Enropy hex string.

>>> from swap.utils import mnemonic_to_entropy
>>> mnemonic_to_entropy (mnemonic=" "
"ee535b143b0d9d1£87546£9df0d06b1a"

, language="korean")

swap.

utils.sha256(data: Union/[str, bytes]) — str
SHAZ256 hash.

Parameters data (str, bytes)— Any string/bytes data.
Returns str — SHA256 hash.

>>> from swap.utils import sha256
>>> sha256(data="Hello Meheret!")
"3a26da82ead15a80533a02696656b14b5dbfd84eb14790f2elbe5e9e45820eeb"

swap.

utils.double_sha256 (data: Union[str, bytes]) — str
Double SHA256 hash.

Parameters data (str, bytes)— Any string/bytes data.
Returns str — Double SHA256 hash.

>>> from swap.utils import double_sha256
>>> double_sha256(data="Hello Meheret!")
"821124b554d13£f247b1e5d10b84e44fb1296£18f38bbaalbea34al2c843e0158"
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swap.utils.clean_transaction_raw(transaction_raw: str) — str
Clean transaction raw.

Parameters transaction_raw (str)— Any transaction raw.

Returns str — Cleaned transaction raw.

>>> from swap.utils import clean_transaction_raw
>>> clean_transaction_raw(transaction_raw=
—"eyJmZWUi0iAXMDAWMDAWMCwgImFkZHI1c3Mi0iAiYmO®xcTluZHlseDAyc31md2Q3bnBlaGZ4e jRsZGRoenF zdmUyZnU2 dmM:

"
—

" eyImZWUiOiAXxMDAWMDAWMCwgImFkZHI1c3Mi0iAiYmOxcTluZHlseDAyc31md2Q3bnBlaGZ4e jRsZGRoenF zdmUyZnU2dml:

"
>
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BITCOIN

Bitcoin is a Cryptocurrency. It is a decentralized digital currency without a central bank or single administrator that
can be sent from user to user on the peer-to-peer bitcoin network without the need for intermediaries.

For more https://bitcoin.org

6.1 Wallet

The implementation of Hierarchical Deterministic (HD) wallets generator for Bitcoin blockchain.

class swap.providers.bitcoin.wallet.Wallet(network: str = 'mainnet’, use_default_path: bool = False)
Bitcoin hierarchical deterministic wallet.

Parameters
e network (str) — Bitcoin network, defaults to mainnet.
» use_default_path (bool) — Use default derivation path, defaults to False.

Returns Wallet — Bitcoin instance.

Note: Bitcoin has only two networks, mainnet and mainnet.

from_entropy (entropy: str, language: str = 'english', passphrase: Optional[str] = None) —
swap.providers.bitcoin.wallet. Wallet
Initialize wallet from entropy.

Parameters
* entropy (str) — Bitcoin entropy.
* language (str) — Bitcoin language, default to english.
¢ passphrase (str) — Bitcoin passphrase, default to None.

Returns Wallet — Bitcoin instance.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
<swap.providers.bitcoin.wallet.Wallet object at 0x040DA268>

from_mnemonic (mnemonic: str, language: Optional[str] = None, passphrase: Optional[str] = None) —
swap.providers.bitcoin.wallet. Wallet
Initialize wallet from mnemonic.
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Parameters
¢ mnemonic (str) — Bitcoin mnemonic.
¢ language (str) — Bitcoin language, default to english.
» passphrase (str) — Bitcoin passphrase, default to None.

Returns Wallet — Bitcoin instance.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_mnemonic(mnemonic="unfair divorce remind addict add roof park.
—clown build renew illness fault")

<swap.providers.bitcoin.wallet.Wallet object at 0x040DA268>

from_seed(seed: str) — swap.providers.bitcoin.wallet. Wallet
Initialize wallet from seed.

Parameters seed (str) — Bitcoin seed.

Returns Wallet — Bitcoin instance.

>>> from swap.providers.bitcoin.wallet import Wallet
>>> wallet: Wallet = Wallet(network="testnet™)
>>> wallet. from_seed(seed=

D
<swap.providers.bitcoin.wallet.Wallet object at 0x040DA268>

—"1cfd5df8a523d53a36cee369a93fac4e9efab5e4e138d479da2fb6df730697574409d572fe8325

ec22e8ed25dea

from_root_xprivate_key (xprivate_key: str, strict: bool = True) — swap.providers.bitcoin.wallet. Wallet
Master from Root XPrivate Key.

Parameters
» xprivate_key (str) — Bitcoin XPrivate key.
e strict (bool) — Strict for must be root xprivate key, default to True.

Returns Wallet — Bitcoin instance.

>>> from swap.providers.bitcoin.wallet import Wallet
>>> wallet: Wallet = Wallet(network="testnet")
>>> wallet.from_xprivate_key(xprivate_key=

D
<swap.providers.bitcoin.wallet.Wallet object at 0x040DA268>

" tprv8ZgxMBicQKsPeMHMIAcC6uWGYiGqi IMVM2ybmzXL2TAoDpQe85uyDpdT7mv7Nhdu5rTCBEKLZsd]

PKyP2LQZJzZTv!

from_root_xpublic_key (xpublic_key: str, strict: bool = True) — swap.providers.bitcoin.wallet. Wallet
Master from Root XPublic Key.

Parameters
¢ xpublic_key (str) — Bitcoin XPublic key.
e strict (bool) — Strict for must be root xprivate key, default to True.

Returns Wallet — Bitcoin instance.
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>>> from swap.providers.bitcoin.wallet import Wallet
>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_root_xpublic_key(xpublic_key=
—"tpubD6NzVbkrYhZ4XpK9BpGhJuvfHIMeAggFcHCZH3NKsSbcetttiInpl84yx2cp2ulyapPQLt7LGTLUZvnKWhdgKBk
;}u)

<swap.providers.bitcoin.wallet.Wallet object at 0x040DA268>

from_xprivate_key (xprivate_key: str) — swap.providers.bitcoin.wallet. Wallet
Initialize wallet from root xprivate key.

Parameters xprivate_key (str) — Bitcoin root xprivate key.

Returns Wallet — Bitcoin instance.

>>> from swap.providers.bitcoin.wallet import Wallet
>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_xprivate_key(xprivate_key=

< "tprv8kgWViMdSgo9WhUAxbmL6GNW41ivePvEZBu8QiiRfMXbVDgnHx16vndnAsv7Uds4iFvjMpd]iB6g6hhh753 fRb89:
c_)ll)

<swap.providers.bitcoin.wallet.Wallet object at 0x040DA268>

from_xpublic_key (xpublic_key: str) — swap.providers.bitcoin.wallet. Wallet
Initialize wallet from XPrivate key.

Parameters xpublic_key (str) — Bitcoin XPrivate key.

Returns Wallet — Bitcoin instance.

>>> from swap.providers.bitcoin.wallet import Wallet
>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_xprivate_key(xprivate_key=
—"tpubDHXYe5Psb4UpQAVxrFRvVg2cdkSaZFRTmCjC1ETxmoPt4B34aPvily8Q343tUsTaCQCiSIVpzgyP1INQ3mffY7oF6
D

<swap.providers.bitcoin.wallet.Wallet object at 0x040DA268>

from_wif (wif: str) — swap.providers.bitcoin.wallet. Wallet
Initialize wallet from wallet important format (WIF).

Parameters wif (str) - Bitcoin important format.

Returns Wallet — Bitcoin instance.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_wif(wif="cS6ut]JFQYTQEAY455hRQ5nardhCCoc2yf4M45P71ve5Dx44ag7qg")
<swap.providers.bitcoin.wallet.Wallet object at 0x040DA268>

from_private_key (private_key) — swap.providers.bitcoin.wallet. Wallet
Initialize wallet from private key.

Parameters private_key (str) — Bitcoin private key.

Returns Wallet — Bitcoin instance.

>>> from swap.providers.bitcoin.wallet import Wallet
>>> wallet: Wallet = Wallet(network="testnet™)

(continues on next page)
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(continued from previous page)

>>> wallet.from_private_key(private_key=
—''86€4296c4b8804b952933ddf9b786a0bad1049c1d5b372e43f9336eb4ac2fcb6™)
<swap.providers.bitcoin.wallet.Wallet object at 0x040DA268>

from_path (path: str) — swap.providers.bitcoin.wallet. Wallet
Drive Bitcoin from path.

Parameters path (str)— Bitcoin path.

Returns Wallet — Bitcoin instance.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet", use_default_path=False)
>>> wallet.from_entropy("ed0802d701a033776811601dd6c5c4a9")

>>> wallet.from_path(path="m/44'/1'/0'/0/0")
<swap.providers.bitcoin.wallet.Wallet object at 0x040DA268>

from_index (index: int, hardened: bool = False) — swap.providers.bitcoin.wallet. Wallet
Drive Bitcoin from index.

Parameters
¢ index (int) — Bitcoin index.
¢ hardened (bool) — Use harden, default to False.

Returns Wallet — Bitcoin instance.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet", use_default_path=False)
>>> wallet. from_entropy("ed0802d701a033776811601dd6c5c4a9")

>>> wallet. from_index(index=44, hardened=True)

>>> wallet.from_index(index=1, hardened=True)

>>> wallet.from_index(index=0, hardened=True)

>>> wallet.from_index (index=0)

>>> wallet.from_index (index=0)

<swap.providers.bitcoin.wallet.Wallet object at 0x040DA268>

clean_derivation() — swap.providers.bitcoin.wallet. Wallet
Clean derivation Bitcoin.

Returns Wallet — Bitcoin instance.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy("ed0802d701a033776811601dd6c5c4a9")
>>> wallet. from_path("m/44'/1'/0'/0/0")

>>> wallet.path(Q)

"m/44'/1'/0'/0/0"

>>> wallet.clean_derivation()
<swap.providers.bitcoin.wallet.Wallet object at 0x040DA268>
>>> wallet.path(Q

None

strength() — Optional[int]
Get Bitcoin strength.
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Returns int — Bitcoin strength.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_entropy("'ed0802d701a033776811601dd6c5c4a9™)
>>> wallet.strength()

128

entropy() — Optional[str]
Get Bitcoin entropy.

Returns str — Bitcoin entropy.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_mnemonic(mnemonic="unfair divorce remind addict add roof park.
—clown build renew illness fault")

>>> wallet.entropy()

"ed0802d701a033776811601dd6c5c4a9"

mnemonic() — Optional[str]
Get Bitcoin mnemonic.

Returns str — Bitcoin mnemonic.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy("ed0802d701a033776811601dd6c5c4a9")

>>> wallet.mnemonic()

"unfair divorce remind addict add roof park clown build renew illness fault"

passphrase() — Optionallstr]
Get Bitcoin passphrase.

Returns str — Bitcoin passphrase.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_entropy("ed0802d701a033776811601dd6c5c4a9", passphrase="meherett
:‘)")

>>> wallet.passphrase()

"meherett"

language () — Optionallstr]
Get Bitcoin language.

Returns str — Bitcoin language.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet™)

>>> wallet.from_entropy("ed0802d701a033776811601dd6c5c4a9")
>>> wallet.language()

"english"

seed () — Optional[str]
Get Bitcoin seed.

Returns str — Bitcoin seed.
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>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy("ed0802d701a033776811601dd6c5c4a9")
>>> wallet.seed()

—"1cfd5df8a523d53a36cee369a93fac4e9efab5e4e138d479da2fb6d£730697574409d572fe8325pc22e8ed25dea

"
—

root_xprivate_key(encoded: bool = True) — Optional[str]

Get Bitcoin root xprivate key.
Parameters encoded (bool) — Encoded root xprivate key, default to True.

Returns str — Bitcoin root xprivate key.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet™)

>>> wallet.from_entropy("ed0802d701a033776811601dd6c5c4a9")
>>> wallet.root_xprivate_key()

—"tprv8ZgxMBicQKsPeMHMJAC6uWGYiGqi 1MVM2ybmzXL2TAoDpQe85uyDpdT7mv7Nhdu5rTCBEKLZsd]

n
—

PKyP2LQZIzZTv!

root_xpublic_key(encoded: bool = True) — Optional[str]

Get Bitcoin root xpublic key.
Parameters encoded (bool) — Encoded root xpublic key, default to True.

Returns str — Bitcoin root xpublic key.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet = Wallet(network="testnet")

>>> wallet.from_entropy("ed0802d701a033776811601dd6c5c4a9")
>>> wallet.root_xpublic_key()

—"tpubD6NzVbkrYhZ4XpK9BpGhJuvfHIMeAggFcHCZH3NKsSbcetttinpl84yx2cp2ulyapPQLt7LGT

n
—

LUZvnKWbdgKBk

xprivate_key(encoded: bool = True) — Optional[str]

Get Bitcoin root xprivate key.
Parameters encoded (bool)— Encoded root xprivate key, default to True.

Returns str — Bitcoin root xprivate key.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy("ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path("'m/44'/1'/0'/0/0")

>>> wallet.xprivate_key()

<" tprv8kqWViMdSgo9WhUAXbmL6GNW4ivePvEZBu8QiiRfMXbVDgnHx 16vndnAsv7Uds4iFvjMpdJ]iB6

"
—

(16hhh753 fRb8Y;

xpublic_key (encoded: bool = True) — Optional[str]

Get Bitcoin xpublic key.

Parameters encoded (bool) — Encoded xprivate key, default to True.
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Returns str — Bitcoin xpublic key.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_entropy("ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path("m/44'/1'/0'/0/0")

>>> wallet.xpublic_key()

n
—

< "tpubDHXYe5Psb4UpQAVxrFRvVg2cdkSaZFRTmCjC1ETxmoPt4B34aPvily8Q343tUsTaCQCiSIVpzgy

P1INQ3mffY70F6

uncompressed(compressed: Optional[str] = None) — str
Get Bitcoin Uncompressed public key.

Parameters compressed (str)— Compressed public key, default to None.

Returns str — Bitcoin Uncompressed public key.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy("ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path('m/44'/1'/0'/0/0")

>>> wallet.uncompressed()

n
—

" £4206£9c6d35£50b3b05edc13118ab64d27959d0b7412638bfea5d132b3fb36c6d9515384318aa

b7fc4d15d5ales

compressed (uncompressed: Optional[str] = None) — str
Get Bitcoin Compressed public key.

Parameters uncompressed (str)— Uncompressed public key, default to None.

Returns str — Bitcoin Compressed public key.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy("ed0802d701a033776811601dd6c5c4a9"™)

>>> wallet.from_path("'m/44'/1'/0'/0/0")

>>> wallet.compressed()
"02£4206£9c6d35£50b3b05edc13118ab64d27959d0b7412638bfea5d132b3fbh36¢"

chain_code() — str
Get Bitcoin chain code.

Returns str — Bitcoin chain code.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_entropy("'ed0802d701a033776811601dd6c5c4a9™)

>>> wallet.from_path('"m/44'/1'/0'/0/0")

>>> wallet.chain_code()
"cbe®0345c4cfa83dc315e52bld5acaf2c6fcelbc8760£02696c05c3a94171304"

private_key() — str
Get Bitcoin private key.

Returns str — Bitcoin private key.
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>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy("ed0802d701a033776811601dd6c5c4a9")

>>> wallet.from_path('m/44'/1'/0'/0/0™)

>>> wallet.private_key()
"86€4296c4b8804b952933ddf9b786a0bad1049c1d5b372e43£f9336eb4ac2fchb”

public_key(compressed: bool = True, private_key: Optional[str] = None) — str
Get Bitcoin Public key.

Parameters
» compressed (bool) — Compressed public key, default to True.
» private_key (str) — Private key hex string, default to None.

Returns str — Bitcoin public key.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_entropy("'ed0802d701a033776811601dd6c5c4a9™)

>>> wallet.from_path("m/44'/1'/0'/0/0")

>>> wallet.public_key()
"02f4206£9c6d35£50b3b05edc13118ab64d27959d0b7412638bfea5d132b3fb36c"

path() — Optional[str]
Get Bitcoin path.

Returns str — Bitcoin path.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_entropy("'ed0802d701a033776811601dd6c5c4a9™)
>>> wallet. from_path("m/44'/1'/0'/0/0")

>>> wallet.path(Q)

"m/44'/1'/0'/0/0"

wif() — str
Get Bitcoin important format (WIF).

Returns str — Bitcoin important format.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy("ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path("m/44'/1'/0'/0/0")

>>> wallet.wif()
"cS6utJFQYTQEAY455hRQ5nardhCCoc2y£4M45P7 1ve5Dx44ag7qg”

hash(private_key: Optional[str] = None) — str
Get Bitcoin public key/address hash.

Returns str — Bitcoin public key/address hash.

>>> from swap.providers.bitcoin.wallet import Wallet
>>> wallet: Wallet = Wallet(network="testnet")
>>> wallet. from_entropy("ed0802d701a033776811601dd6c5c4a9")

(continues on next page)
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>>> wallet.from_path("'m/44'/1'/0'/0/0")
>>> wallet.hash()
"e00ff2a640b7ce2d336860739169487a57£84b15"

address() — str
Get Bitcoin address.

Returns str — Bitcoin address.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_entropy("'ed0802d701a033776811601dd6c5c4a9™)
>>> wallet.from_path('"'m/44'/1'/0'/0/0")

>>> wallet.address()

"nlwgmbkkzMcNfAtJmes8YhpvtDzdNhDY5a"

balance (unit: str = 'Satoshi') — Union[int, float]
Get Bitcoin balance.

Parameters unit (str) — Bitcoin unit, default to Satoshi.

Returns int, float — Bitcoin balance.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy("ed0802d701a033776811601dd6c5c4a9"™)
>>> wallet. from_path("m/44'/1'/0'/0/0")

>>> wallet.balance(unit="BTC")

0.2

utxos (limit: int = 15) — list
Get Bitcoin unspent transaction output (UTXO’s).

Parameters limit (int)— Limit of UTXO’s, default is 15.

Returns list — Bitcoin unspent transaction outputs.

>>> from swap.providers.bitcoin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy("ed0802d701a033776811601dd6c5c4a9")

>>> wallet. from_path("m/44'/1'/0'/0/0")

>>> wallet.utxos()

[{'index': ®, 'hash':

- '9d60a8b4dd16d4bf02835a21a3e9154e636ba®6ad55368f36114eb7e930b35e8', 'output_
—index': 1, 'amount': 100000, 'script':

< '76a914e00f£2a640b7ce2d336860739169487a57£84b1588ac'}, {'index': 1, 'hash':
—'77ecb5£fe®0£85454183bcab0cflel5bfc62dc86cbdeaf374224bal®3cb5cd7d29', 'output_
—index': 0, 'amount': 10000, 'script':

. "'76a914e00ff2a640b7ce2d336860739169487a57£f84b1588ac'}, {'index': 2, 'hash':
—'e3ed50900a06990c123£3e87187009cel24ch65a46cd45eba5773fb0979fce43’, 'output_
—index': 0, 'amount': 1797372, 'script':

— '76a914e00f£2a640b7ce2d336860739169487a57£84b1588ac'}]
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6.2 Hash Time Lock Contract (HTLC)

Bitcoin Hash Time Lock Contract (HTLC).

class swap.providers.bitcoin.htlc.HTLC(network: str = 'mainnet', contract_address: Optional[str] =
None)
Bitcoin Hash Time Lock Contract (HTLC).

Parameters network (str) — Bitcoin network, defaults to mainnet.

Returns HTLC - Bitcoin HTLC instance.

Note: Bitcoin has only two networks, mainnet and testnet.

build_htlc(secret_hash: str, recipient_address: str, sender_address: str, endtime: int) —
swap.providers.bitcoin.htlc. HTLC
Build Bitcoin Hash Time Lock Contract (HTLC).

Parameters
¢ secret_hash (str) - secret sha-256 hash.
» recipient_address (str) — Bitcoin recipient address.
¢ sender_address (str) — Bitcoin sender address.
e endtime (int) — Expiration block time (Seconds).

Returns HTLC - Bitcoin Hash Time Lock Contract (HTLC) instance.

>>> from swap.providers.bitcoin.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
< "'mgS3WMHpInvdUPeDJxr5iCF2P5HUFZSR3V", sender_address=

< "nlwgmbkkzMcNfAtImes8YhpvtDzdNhDY5a", endtime=1624687630)
<swap.providers.bitcoin.htlc.HTLC object at 0x0409DAFQ®>

from_opcode (opcode: str) — swap.providers.bitcoin.htlc. HTLC
Initiate Bitcoin Hash Time Lock Contract (HTLC) from opcode script.

Parameters opcode (str) — Bitcoin opcode script.

Returns HTLC - Bitcoin Hash Time Lock Contract (HTLC) instance.

>>> from swap.providers.bitcoin.htlc import HTLC

>>> htlc: HTLC = HTLC(network="testnet")

>>> opcode: str = "OP_IF OP_HASH256.
—821124b554d13£247b1e5d10b84e44£fb1296£18f38bbaalbea34al2c843e0158 OP_
—EQUALVERIFY OP_DUP OP_HASH160 0a0a6590e6ba4b48118d21b86812615219ece76b OP_
»EQUALVERIFY OP_CHECKSIG OP_ELSE 0ec4d660 OP_CHECKLOCKTIMEVERIFY OP_DROP OP_
—DUP OP_HASH160 e00ff2a640b7ce2d336860739169487a57£84b15 OP_EQUALVERIFY OP_
—»CHECKSIG OP_ENDIF"

>>> htlc. from_opcode (opcode=opcode)

<swap.providers.bitcoin.htlc.HTLC object at 0x0409DAFO>

from_bytecode (bytecode: str) — swap.providers.bitcoin.htlc. HTLC
Initialize Bitcoin Hash Time Lock Contract (HTLC) from bytecode.
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Parameters bytecode (str) — Bitcoin bytecode.

Returns HTLC - Bitcoin Hash Time Lock Contract (HTLC) instance.

>>> from swap.providers.bitcoin.htlc import HTLC
>>> htlc: HTLC = HTLC(network="testnet")

>>> bytecode: str =
—"632a20821124b554d13£247b1e5d10b84e44fb1296£18f38bbaalbea34al2c843e01588876a914Pala6590e6ba4l

n
—

>>> htlc.from_bytecode(bytecode=bytecode)
<swap.providers.bitcoin.htlc.HTLC object at 0x0409DAFQ®>

bytecode() — str
Get Bitcoin Hash Time Lock Contract (HTLC) bytecode.

Returns str — Bitcoin HTLC bytecode.

>>> from swap.providers.bitcoin.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_htlc(sha256("Hello Meheret!"™),

< "mgS3WMHp9nvdUPeDJxr5iCF2P5HUFZSR3V", "nlwgm6kkzMcNfAtImes8YhpvtDzdNhDY5a", ..
-»1624687630)

>>> htlc.bytecode()

"632a20821124b554d13£f247b1e5d10b84e44fh1296f18f38bbaalbea34al12c843e01588876a914Pa®a6590e6ba4l

n
—

opcode() —» str
Get Bitcoin Hash Time Lock Contract (HTLC) OP_Code.

Returns str — Bitcoin HTLC opcode.

>>> from swap.providers.bitcoin.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_htlc(sha256("Hello Meheret!"),

< "mgS3WMHp9InvdUPeDJxr5iCF2P5HUFZSR3V", "nlwgmbkkzMcNfAtJImes8YhpvtDzdNhDY5a",..
1624687630)

>>> htlc.opcode()

"OP_IF OP_HASH256.
—821124b554d13£f247b1e5d10b84e44fb1296£f18f38bbaalbea34al2c843e0158 OP_
—EQUALVERIFY OP_DUP OP_HASH160 0a0a6590e6ba4b48118d21b86812615219ece76b OP_
»EQUALVERIFY OP_CHECKSIG OP_ELSE 0ec4d660 OP_CHECKLOCKTIMEVERIFY OP_DROP OP_
—DUP OP_HASH160 e00ff2a640b7ce2d336860739169487a57£84b15 OP_EQUALVERIFY OP_
<~CHECKSIG OP_ENDIF"

hash() — str
Get Bitcoin HTLC hash.

Returns str — Bitcoin Hash Time Lock Contract (HTLC) hash.

>>> from swap.providers.bitcoin.htlc import HTLC
>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_htlc(sha256("Hello Meheret!"),

—1624687630)
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>>> htlc.hash(Q)
"a914c8c77a9b43ee2bdf1a07c48699833d7668b£f264c87"

contract_address() — str
Get Bitcoin Hash Time Lock Contract (HTLC) address.

Returns str — Bitcoin HTLC address.

>>> from swap.providers.bitcoin.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_htlc(sha256(""Hello Meheret!"),

< "'mgS3WMHpInvdUPeDJxr5iCF2P5HUFZSR3V", "nlwgmbkkzMcNfAtJmes8YhpvtDzdNhDY5a", ..
-1624687630)

>>> htlc.contract_address()

"2NBYr6gvh4ujsRwKK jDrrRr2vGonazzX6Z6"

balance (unit: str = 'Satoshi') — Union[int, float]
Get Bitcoin HTLC balance.

Parameters unit (str) — Bitcoin unit, default to Satoshi.

Returns int, float — Bitcoin wallet balance.

>>> from swap.providers.bitcoin.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_htlc(sha256("'Hello Meheret!"),

< "'mgS3WMHpInvdUPeDJxr5iCF2P5HUFZSR3V", "nlwgmbkkzMcNfAtJmes8YhpvtDzdNhDY5a", ..
-1624687630)

>>> htlc.balance(unit="BTC")

0.001

utxos (limit: int = 15) — list
Get Bitcoin HTLC unspent transaction output (UTXO’s).

Parameters limit (int)— Limit of UTXO’s, default is 15.

Returns list — Bitcoin unspent transaction outputs.

>>> from swap.providers.bitcoin.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_htlc(sha256("'Hello Meheret!"),

< "mgS3WMHpInvdUPeDJxr5iCF2P5HUFZSR3V", "nlwgmbkkzMcNfAtJmes8YhpvtDzdNhDY5a", ..
-1624687630)

>>> htlc.utxos()

[{'index': ®, 'hash':
-,'a211d21110756b266925fee2fbf2dc81529beef5e410311b38578dc3a076fb31', 'output_
—index': 0, 'amount': 100000, 'script':
—'a914c8c77a9b43ee2bdf1a07c48699833d7668b£264c87'}]

44 Chapter 6. Bitcoin




Swap, Release 0.4.0

6.3 Transaction

Bitcoin transaction in blockchain network.

class swap.providers.bitcoin.transaction.Transaction(network: str = 'mainnet’, version: int = 2)
Bitcoin Transaction.

Parameters
e network (str) — Bitcoin network, defaults to mainnet.
e version (int) — Bitcoin transaction version, defaults to 2.

Returns Transaction — Bitcoin transaction instance.

Note: Bitcoin has only two networks, mainnet and testnet.

fee (unit: str = 'Satoshi") — Union[int, float]
Get Bitcoin transaction fee.

Parameters unit (str) — Bitcoin unit, default to Satoshi.

Returns int, float — Bitcoin transaction fee.

>>> from swap.providers.bitcoin.transaction import WithdrawTransaction

>>> withdraw_transaction = WithdrawTransaction("testnet")

>>> withdraw_transaction.build_transaction("mgS3WMHp9nvdUPeDJxr5iCF2P5HUFZSR3V",
— "a211d21110756b266925fee2fbf2dc81529beef5e410311b38578dc3a076fb31™)

>>> withdraw_transaction. fee(unit="Satoshi')

576

hash() — str
Get Bitcoin transaction hash.

Returns str — Bitcoin transaction id/hash.

>>> from swap.providers.bitcoin.htlc import HTLC

>>> from swap.providers.bitcoin.transaction import FundTransaction

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
< "'mgS3WMHpInvdUPeDJxr5iCF2P5HUFZSR3V", sender_address=

< "nlwgmbkkzMcNfAtIJmes8YhpvtDzdNhDY5a", endtime=1624687630)

>>> fund_transaction: FundTransaction = FundTransaction(network="testnet')
>>> fund_transaction.build_transaction(address=

< '"nlwgmbkkzMcNfAtIJmes8YhpvtDzdNhDY5a", htlc=htlc, amount=0.001, unit="BTC")
>>> fund_transaction.hash()
"9cc0524fb8e7b2c5fecaeedeb91d43a3dc5ccl18e9906abcb35a5732ff52efcc7"”

json() — dict
Get Bitcoin transaction json format.

Returns dict — Bitcoin transaction json format.

>>> from swap.providers.bitcoin.transaction import RefundTransaction
>>> refund_transaction: RefundTransaction = RefundTransaction(network="testnet")
>>> refund_transaction.build_transaction(address=

< nIwgmbkkzMcNIAtJmes8YhpvtDzdNhDY5a™, transaction_hash= (continues on next page)
+»"a211d21110756b266925fee2fbf2dc81529beef5e410311b38578dc3a076fb31")
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>>> refund_transaction. json()
{"hex":
—"02000000012c392217483906£902e73c4bc132864de58153772d79268960998162266634be®100000000fffffff
<"y "txid": "9cc0524fb8e7b2c5fecaeed4eb91d43a3dc5cc18e9906abcb35a5732ff52efcc7”,
— "hash": "9cc0524fb8e7b2c5fecaeedeh91d43a3dc5ccl18e9906abcecb35a5732ff52efcc7",
~'"size": 117, "vsize": 117, "version": 2, "locktime": O, "vin": [{"txid":
—"be346626628199608926792d775381e54d8632c14b3ce702f90639481722392c", "vout": 1,
< "scriptSig": {"asm": "", "hex": ""}, "sequence": "4294967295"3}], "vout": [{
~"value": "0.00001000", "n": 0, "scriptPubKey": {"asm": "OP_HASH160.
-.971894¢c58d85981c16c2059d422bcde®b156d044 OP_EQUAL", "hex":
—"a914971894c58d85981c16c2059d422bcde®b156d04487", "type": "p2sh", "address":

< ""2N729UBGZB3xjsGFRgKivy4bSjkalGMVSpB"}}, {"value": "0.00010662", "n": 1,
—"scriptPubKey": {"asm": "OP_DUP OP_HASH160..
—,6bce65e58a50b97989930e9a4fflacla77515ef1 OP_EQUALVERIFY OP_CHECKSIG", "hex":
. "76a9146bce65e58a50b97989930e9a4fflacla77515ef188ac", "type": "p2pkh",
—"address": "mgLyrNDjpENRMZAoDpspH7kR9RtgvhWzYE"}}]}

raw() — str
Get Bitcoin main transaction raw.

Returns str — Bitcoin transaction raw.

>>> from swap.providers.bitcoin.transaction import WithdrawTransaction

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction('testnet")
>>> withdraw_transaction.build_transaction(address=

< "mgS3WMHp9nvdUPeDJxr5iCF2P5HUFZSR3V", transaction_hash=
+»"a211d21110756b266925fee2fbf2dc81529beef5e410311b38578dc3a076fb31")

>>> withdraw_transaction.raw()

~"02000000012c3922174839061902e73c4bc132864de58153772d79268960998162266634be0100000000fffffff:

n
—

type() — str
Get Bitcoin signature transaction type.

Returns str — Bitcoin signature transaction type.

>>> from swap.providers.bitcoin.transaction import WithdrawTransaction

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—"testnet")

>>> withdraw_transaction.build_transaction(address=

< "mgS3WMHp9nvdUPeDJxr5iCF2P5HUFZSR3V", transaction_hash=
+»"a211d21110756b266925fee2fbf2dc81529beef5e410311b38578dc3a076fb31")

>>> withdraw_transaction.type()

"bitcoin_withdraw_unsigned"
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6.3.1 FundTransaction

class swap.providers.bitcoin.transaction.FundTransaction(network: str = 'mainnet’, version: int = 2)
Bitcoin Fund transaction.

Parameters
e network (str) — Bitcoin network, defaults to mainnet.
e version (int) — Bitcoin transaction version, defaults to 2.

Returns FundTransaction — Bitcoin fund transaction instance.

Warning: Do not forget to build transaction after initialize fund transaction.

build_transaction(address: str, htlc: swap.providers.bitcoin.htlc. HTLC, amount: Optional[Unionfint,
float]], unit: str = 'Satoshi', locktime: int = 0) —
swap.providers.bitcoin.transaction. FundTransaction
Build Bitcoin fund transaction.

Parameters
¢ address (str) — Bitcoin sender address.
e htlc (bitcoin.htlc.HTLC) — Bitcoin HTLC instance.
e amount (int, float) - Bitcoin amount, default to None.
e unit (str) - Bitcoin unit, default to Satoshi.
¢ locktime (int) — Bitcoin transaction lock time, defaults to 0.

Returns FundTransaction — Bitcoin fund transaction instance.

>>> from swap.providers.bitcoin.htlc import HTLC

>>> from swap.providers.bitcoin.transaction import FundTransaction

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
< "mgS3WMHp9nvdUPeDJxr5iCF2P5HUFZSR3V", sender_address=
—"nlwgmbkkzMcNfAtIJmes8YhpvtDzdNhDY5a", endtime=1624687630)

>>> fund_transaction: FundTransaction = FundTransaction(network="testnet")
>>> fund_transaction.build_transaction(address=

< "nlwgmbkkzMcNfAtIJmes8YhpvtDzdNhDY5a", htlc=htlc, amount=0.001, unit="BTC")
<swap.providers.bitcoin.transaction.FundTransaction object at 0x0409DAFO®>

sign(solver: swap.providers.bitcoin.solver.FundSolver) —
swap.providers.bitcoin.transaction. FundTransaction
Sign Bitcoin fund transaction.

Parameters solver (bitcoin.solver.FundSolver) — Bitcoin fund solver.

Returns FundTransaction — Bitcoin fund transaction instance.

>>> from swap.providers.bitcoin.htlc import HTLC

>>> from swap.providers.bitcoin.transaction import FundTransaction
>>> from swap.providers.bitcoin.solver import FundSolver

>>> from swap.utils import sha256

(continues on next page)
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>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=

< "'mgS3WMHpInvdUPeDJxr5iCF2P5HUFZSR3V", sender_address=
—"nlwgmbkkzMcNfAtIJmes8YhpvtDzdNhDY5a", endtime=1624687630)

>>> fund_transaction: FundTransaction = FundTransaction(network="testnet')

>>> fund_transaction.build_transaction(address=

< "nlwgmbkkzMcNfAtIJmes8YhpvtDzdNhDY5a", htlc=htlc, amount=0.001, unit="BTC")

>>> fund_solver: FundSolver = FundSolver(xprivate_key=

<" tprv8ZgxMBicQKsPeMHMJAc6uWGYiGqi IMVM2ybmzXL2TAoDpQe85uyDpdT7mv7Nhdu5rTCBEKLZsd

"
—

>>> fund_transaction.sign(solver=fund_solver)
<swap.providers.bitcoin.transaction.FundTransaction object at 0x0409DAFO>

OKyP2LQZIzZTv:

transaction_raw() — str

Get Bitcoin fund transaction raw.

Returns str — Bitcoin fund transaction raw.

>>> from swap.providers.bitcoin.htlc import HTLC

>>> from swap.providers.bitcoin.transaction import FundTransaction

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
< "mgS3WMHp9nvdUPeDJxr5iCF2P5HUFZSR3V", sender_address=

< "nlwgmbkkzMcNfAtIJmes8YhpvtDzdNhDY5a", endtime=1624687630)

>>> fund_transaction: FundTransaction = FundTransaction(network="testnet')
>>> fund_transaction.build_transaction(address=

< "nlwgmbkkzMcNfAtImes8YhpvtDzdNhDY5a", htlc=htlc, amount=0.001, unit="BTC")
>>> fund_transaction.transaction_raw()

—"eyImZWUiO0iAXMTIyLCAicmF3IjogIjAyMDAwMDAWMDIZMWZiNzZhMGMzO0GQ1NzM4MWIZMTEWZTRmNW|

n
—

V10WI1MjgxZGN

6.3.2 WithdrawTransaction

class swap.providers.bitcoin.transaction.WithdrawTransaction(network: str = 'mainnet’, version: int

=2)

Bitcoin Withdraw transaction.

Parameters
e network (str) — Bitcoin network, defaults to mainnet.
e version (int) — Bitcoin transaction version, defaults to 2.

Returns WithdrawTransaction — Bitcoin withdraw transaction instance.

Warning: Do not forget to build transaction after initialize withdraw transaction.

build_transaction(address: str, transaction_hash: str, locktime: int = 0) —

swap.providers.bitcoin.transaction. WithdrawTransaction
Build Bitcoin withdraw transaction.
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Parameters
¢ address (str) — Bitcoin recipient address.
¢ transaction_hash (str) — Bitcoin funded transaction hash/id.
¢ locktime (int) — Bitcoin transaction lock time, defaults to 0.

Returns WithdrawTransaction — Bitcoin withdraw transaction instance.

>>> from swap.providers.bitcoin.transaction import WithdrawTransaction

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction('testnet')
>>> withdraw_transaction.build_transaction(address=

< "mgS3WMHpInvdUPeDJxr5iCF2P5HUFZSR3V", transaction_hash=
"a211d21110756b266925fee2fbf2dc81529beef5e410311b38578dc3a076fb31")
<swap.providers.bitcoin.transaction.WithdrawTransaction object at 0x0409DAFO>

sign(solver: swap.providers.bitcoin.solver.WithdrawSolver) —
swap.providers.bitcoin.transaction. WithdrawTransaction
Sign Bitcoin withdraw transaction.

Parameters solver (bitcoin.solver.WithdrawSolver) — Bitcoin withdraw solver.

Returns WithdrawTransaction — Bitcoin withdraw transaction instance.

>>> from swap.providers.bitcoin.transaction import WithdrawTransaction

>>> from swap.providers.bitcoin.solver import WithdrawSolver

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction('testnet')
>>> withdraw_transaction.build_transaction(address=

< "mgS3WMHpInvdUPeDJxr5iCF2P5HUFZSR3V", transaction_hash=
—"a211d21110756b266925fee2fbf2dc81529beef5e410311b38578dc3a076£fb31"™)

>>> bytecode: str =
-""632a20821124b554d13£f247b1e5d10b84e44fb1296f18f38bbaalbea34al12c843e01588876a914Pal®a6590e6ba4l

n
—

>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=
—"tprv8ZgxMBicQKsP{f949]cuVFLXPJ5m4VKe33gVX3FYVZYVHr2dChU8K66aEQcPdHpUgACq5GQu81ZAe3QN1vxCrV4p:
", secret_key="Hello Meheret!", bytecode=bytecode)
>>> withdraw_transaction.sign(solver=withdraw_solver)

<swap.providers.bitcoin.transaction.WithdrawTransaction object at 0x0409DAFO0>

transaction_raw() — str
Get Bitcoin withdraw transaction raw.

Returns str — Bitcoin withdraw transaction raw.

>>> from swap.providers.bitcoin.transaction import WithdrawTransaction

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction("testnet")
>>> withdraw_transaction.build_transaction(address=

< "mgS3WMHp9nvdUPeDJxr5iCF2P5HUFZSR3V", transaction_hash=
+»"a211d21110756b266925fee2fbf2dc81529beef5e410311b38578dc3a076fb31")

>>> withdraw_transaction.transaction_raw()

—"eyImZWUi0iA1NzYsICIyYXciOiAiMDIwMDAwMDAWMTMXZmI3NmEwYzM4ZDU3MzgxY jMxMTBINGY 1ZWJ5Y jUyODFkY2Y:

n
—
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6.3.3 RefundTransaction

class swap.providers.bitcoin.transaction.RefundTransaction(network: str = 'mainnet’, version: int =

2)

Bitcoin Refund transaction.

Parameters
e network (str) — Bitcoin network, defaults to mainnet.
e version (int) — Bitcoin transaction version, defaults to 2.

Returns RefundTransaction — Bitcoin refund transaction instance.

Warning: Do not forget to build transaction after initialize refund transaction.

build_transaction(address: str, transaction_hash: str, locktime: int = 0) —

swap.providers.bitcoin.transaction.RefundTransaction
Build Bitcoin refund transaction.

Parameters
¢ address (str) — Bitcoin sender address.
¢ transaction_hash (str) — Bitcoin funded transaction hash/id.
¢ locktime (int) — Bitcoin transaction lock time, defaults to 0.

Returns RefundTransaction — Bitcoin refund transaction instance.

>>> from swap.providers.bitcoin.transaction import RefundTransaction

>>> refund_transaction: RefundTransaction = RefundTransaction('testnet')
>>> refund_transaction.build_transaction(address=

< "nlwgmbkkzMcNfAtImes8YhpvtDzdNhDY5a", transaction_hash=
"a211d21110756b266925fee2fb£f2dc81529beef5e410311b38578dc3a076£fb31™)
<swap.providers.bitcoin.transaction.RefundTransaction object at 0x0409DAF®>

sign(solver: swap.providers.bitcoin.solver.RefundSolver) —

swap.providers.bitcoin.transaction.RefundTransaction
Sign Bitcoin refund transaction.

Parameters solver (bitcoin.solver.RefundSolver) — Bitcoin refund solver.

Returns RefundTransaction — Bitcoin refund transaction instance.

>>> from swap.providers.bitcoin.transaction import RefundTransaction

>>> refund_transaction: RefundTransaction = RefundTransaction('testnet')

>>> refund_transaction.build_transaction(address=

< "nlwgmbkkzMcNfAtImes8YhpvtDzdNhDY5a", transaction_hash=
"a211d21110756b266925fee2fbf2dc81529beef5e410311b38578dc3a®76£fb31")

>>> bytecode: str =
+"632a20821124b554d13£247b1e5d10b84e441fb1296£18f38bbaalbea34al2c843e01588876a914

n
—

>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=
—"tprv8ZgxMBicQKsPeMHMJAc6uWGYiGqi 1MVM2ybmzXL2TAoDpQe85uyDpdT7mv7Nhdu5rTCBEKLZsd]
", bytecode=bytecode, endtime=1624687630)

>>> refund_transaction.sign(solver=refund_solver)
<swap.providers.bitcoin.transaction.RefundTransaction object at 0x0409DAF®>

Pal®a6590e6basl

PKyP2LQZIzZTv!
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transaction_raw() — str
Get Bitcoin refund transaction raw.

Returns str — Bitcoin refund transaction raw.

>>> from swap.providers.bitcoin.transaction import RefundTransaction
>>> refund_transaction: RefundTransaction = RefundTransaction('testnet')
>>> refund_transaction.build_transaction(address=

< "nlwgmbkkzMcNfAtIJmes8YhpvtDzdNhDY5a", transaction_hash=
+»"a211d21110756b266925fee2fbf2dc81529beef5e410311b38578dc3a076fb31")
>>> refund_transaction.transaction_raw()

n
—

—"eyImZWUiO0iA1NzYsICIyYXciOiAiMDIwMDAwMDAWMTMXZmI3NmEwYzM4ZDU3MzgxY jMxMTBINGY 1ZW|

U5YjUyODFkY2Y:

6.4 Solver

Bitcoin solver.

6.4.1 FundSolver

class swap.providers.bitcoin.solver.FundSolver (xprivate_key: str, account: int = 0, change: bool =

False, address: int = 0, path: Optional[str] = None,

strict: bool = True)
Bitcoin Fund solver.

Parameters
» xprivate_key (str) — Bitcoin sender root xprivate key.
* account (int) — Bitcoin derivation account, defaults to 0.
» change (bool) — Bitcoin derivation change, defaults to False.
e address (int) — Bitcoin derivation address, defaults to ®.
» path (str) — Bitcoin derivation path, defaults to None.
» strict (bool) — Strict for must be root xprivate key, default to True.

Returns FundSolver — Bitcoin fund solver instance.

>>> from swap.providers.bitcoin.solver import FundSolver
>>> sender_xprivate_key: str =

"
—

44" /1'/0'/0/0")
<swap.providers.bitcoin.solver.FundSolver object at 0x03FCCA60>

< "tprv8ZgxMBicQKsPeMHMIAc6uWGYiGqi 1MVM2ybmzXL2TAoDpQe85uyDpdT7mv7Nhdu5rTCBEKLZsd9KyP

>>> fund_solver: FundSolver = FundSolver(xprivate_key=sender_xprivate_key, path="m/

P1.QZJzZTvgVQul

6.4. Solver
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6.4.2 WithdrawSolver

class swap.providers.bitcoin.solver.WithdrawSolver (xprivate_key: str, secret_key: str, bytecode: str,

account: int = 0, change: bool = False, address:
int = 0, path: Optional[str] = None, strict: bool =
True)

Bitcoin Withdraw solver.

Parameters
» xprivate_key (str) — Bitcoin recipient root xprivate key.
» secret_key (str) — Secret password/passphrase.
* bytecode (str) — Bitcoin witness HTLC bytecode.
* account (int) — Bitcoin derivation account, defaults to 0.
 change (bool) — Bitcoin derivation change, defaults to False.
e address (int) — Bitcoin derivation address, defaults to 0.
» path (str) — Bitcoin derivation path, defaults to None.
» strict (bool) — Strict for must be root xprivate key, default to True.

Returns WithdrawSolver — Bitcoin withdraw solver instance.

>>> from swap.providers.bitcoin.solver import WithdrawSolver
>>> recipient_xprivate_key: str =
—"tprv8ZgxMBicQKsP£f949]cuVFLXPJ]5m4VKe33gVX3FYVZYVHr2dChU8K66aEQcPdHpUgACq5GQu81Z4e3Q

"
—

>>> bytecode: str =
—"632a20821124b554d13£f247b1e5d10b84e44fb1296f18f38bbaalbea34al12c843e01588876a9140e25

"
—

>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=recipient_

. Xprivate_key, secret_key="Hello Meheret!", bytecode=bytecode, path="m/44'/1'/0'/0/
:4)®||)

<swap.providers.bitcoin.solver.WithdrawSolver object at 0xQ3FCCA60>

N1vxCrV4pxcUc)

De®8f2ec9fc99:

6.4.3 RefundSolver

class swap.providers.bitcoin.solver.RefundSolver (xprivate_key: str, bytecode: str, endtime: int,

account: int = 0, change: bool = False, address: int
= 0, path: Optional[str] = None, strict: bool = True)
Bitcoin Refund solver.

Parameters
» xprivate_key (str) — Bitcoin sender root xprivate key.
* bytecode (str) — Bitcoin witness HTLC bytecode..
* endtime (int) — Bitcoin witness expiration block timestamp.
e account (int) — Bitcoin derivation account, defaults to 0.
» change (bool) — Bitcoin derivation change, defaults to False.
e address (int) — Bitcoin derivation address, defaults to ®.

» path (str) — Bitcoin derivation path, defaults to None.
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* strict (bool) — Strict for must be root xprivate key, default to True.

Returns RefundSolver — Bitcoin refund solver instance.

>>> from swap.providers.bitcoin.solver import RefundSolver

>>> sender_xprivate_key: str =

>>> bytecode: str =

>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=sender_xprivate_key,.
—bytecode=bytecode, endtime=1000, path="m/44'/1'/0'/0/0")
<swap.providers.bitcoin.solver.RefundSolver object at OxO3FCCA60>

—"tprv8ZgxMBicQKsPeMHMJAc6uWGYiGqi1MVM2ybmzXL.2TAoDpQe85uyDpdT7mv7Nhdu5rTCBEKLZsd9KyP

—"632a20821124b554d13£247b1e5d10b84e44fb1296£18f38bbaalbea34al2c843e01588876a9140e25

PL.QZJzZTvgVQvl

De®8f2ec9fc99:

6.5 Signature

Bitcoin signature.

class swap.providers.bitcoin.signature.Signature (network: str = 'mainnet’, version: int = 2)

Bitcoin Signature.
Parameters
e network (str) — Bitcoin network, defaults to mainnet.
e version (int) — Bitcoin transaction version, defaults to 2.

Returns Signature — Bitcoin signature instance.

Note: Bitcoin has only two networks, mainnet and testnet.

fee (unit: str = 'Satoshi’") — Union[int, float]
Get Bitcoin transaction fee.

Parameters unit (str) — Bitcoin unit, default to Satoshi.

Returns int, float — Bitcoin transaction fee.

>>> from swap.providers.bitcoin.signature import Signature

>>> from swap.providers.bitcoin.solver import FundSolver

>>> unsigned_fund_transaction_raw: str =

—"eyJmZWUiOiAXMTIyLCAicmF3IjogIl jAyMDAwWMDAWMDIZMWZiNzZhMGMz0GQ1NZzM4MWIzMTEwZ TRmNW|

"
—

>>> fund_solver: FundSolver = FundSolver(xprivate_key=
" tprv8ZgxMBicQKsPeMHMJAC6uWGYiGqi IMVM2ybmzXL2TAoDpQe85uyDpdT7mv7Nhdu5rTCBEKLZsd]

n
—

>>> signature: Signature = Signature(network="testnet")

>>> signature.sign(transaction_raw=unsigned_fund_transaction_raw, solver=fund_
—solver)

>>> signature.fee(unit="Satoshi™)

678

V1OWI1MjgxZGN

PKyP2LQZJzZTv!

hash() — str
Get Bitcoin signature transaction hash.
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Returns str — Bitcoin signature transaction hash or transaction id.

>>> from swap.providers.bitcoin.signature import Signature

>>> from swap.providers.bitcoin.solver import WithdrawSolver

>>> unsigned_withdraw_transaction_raw: str =
—"eyJmZWUi0iA1INzYsICIyYXciOiAiMDIwMDAwWMDAWMTMxZmI3NmEwYzM4ZDU3MzgxY jMXxMTBINGY 1Zi]

n
—

>>> bytecode: str =

U5YjUyODFKY2Y:

—"632a20821124b554d13£247b1e5d10b84e44fb1296£18f38bbaalbea34al2c843e01588876a914Pa®a6590ebba4l

"
—

>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=

<" tprv8ZgxMBicQKsP£949]cuVFLXPJ]5m4VKe33gVX3FYVZYVHr2dChU8K66aEQcPdHpUgACq5GQu81Z
", secret_key="Hello Meheret!", bytecode=bytecode)

>>> signature: Signature = Signature(network="testnet")

>>> signature.sign(transaction_raw=unsigned_withdraw_transaction_raw,.
—solver=withdraw_solver)

>>> signature.hash()
"29c7ac0ec049687e1b952cefdaf2f1£52957e6f42f35826af2lecbbd3edf60ce"”

He3QN1vxCrV4p

json() — dict

Get Bitcoin signature transaction json format.

Returns str — Bitcoin signature transaction json format.

>>> from swap.providers.bitcoin.signature import Signature

>>> from swap.providers.bitcoin.solver import FundSolver

>>> unsigned_fund_transaction_raw: str =
—"eyJmZWUiOiAXMTIyLCAicmF3IjogIjAyMDAWMDAWMDIZMWZiNzZhMGMz0GQ1NzM4MWIZMTEWZ TRmNW|

n
—

>>> fund_solver: FundSolver = FundSolver(xprivate_key=

" tprv8ZgxMBicQKsPeMHMIAC6uWGYiGqi 1MVM2ybmzXL2TAoDpQe85uyDpdT7mv7Nhdu5rTCBEKLZsd]
)

>>> signature: Signature = Signature(network="testnet")

>>> signature.sign(transaction_raw=unsigned_fund_transaction_raw, solver=fund_
—.solver)

>>> signature.json()

{"hex":
—"02000000010825e00ba596ab11126cd89203b882bce60a7db0®19e51217056c471£510c£d850000
<", "txdid": "29c7ac0ec049687e1b952cefdaf2f1£52957e6f42£35826af21ecbbd3edf60ce",
< "hash": "29c7ac0ec049687e1b952cefdaf2f1£52957e6f42£35826af21ec6bd3edf60ce",
~'"size": 224, "vsize": 224, "version": 2, "locktime": O, "vin": [{"txid":
-"85£fd0c511f476c051712e519b07d0aeb6bc82b80392d86c1211ab96a50be®2508", "vout": 0,
« "scriptSig": {"asm":
—'"30450221009ac6afb68728eee53050ea7a301b6fb836e13b782cd52c29be2f8b0cc71£44270220
—02065e8cb5fa76699079860a450bddd0e37e0®ad3dbf2ddfd®1d7b600231e6cde8e™, "hex":
-.""4830450221009ac6afb68728eee53050ea7a301b6fb836e13b782cd52c29be2f8b0Occ71£442702
"}, "sequence": "4294967295"}], "vout": [{"value": "0.00010000", "n": O,
—"scriptPubKey": {"asm": "OP_HASH160 4695127b1d17c454f4bae9c41cbh8e3cdb5e89d24.,
—OP_EQUAL", "hex": "a9144695127b1d17c454f4bae9c41cb8e3cdb5e89d2487", "type":
—"p2sh", "address": "2MygRsRs6Enl1RCj8a88FfsK1QBeissBTswL"}}, {"value": "O.
-00089322", "n": 1, "scriptPubKey": {"asm": "OP_DUP OP_HASH160.
—33ecab3d67f0e2bde43e52f41leclecbdc73f11£f8 OP_EQUALVERIFY OP_CHECKSIG", "hex":
—"76a91433ecab3d67f0e2bde43e52f41eclechdc73£f11£888ac", "type": "p2pkh",
—'"address": "mkFWGt4hT11XS8dJKzzRFsTrqjjAwZfQAC"}}]1}

V10WI1MjgxZGN

PKyP2LQZJzZTv

POOO6b4830450

69671a0a3df14

R069671a0a3df
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raw() — str
Get Bitcoin main transaction raw.

Returns str — Bitcoin signature transaction raw.

>>> from swap.providers.bitcoin.signature import Signature
>>> from swap.providers.bitcoin.solver import RefundSolver
>>> unsigned_refund_transaction_raw: str =

—"eyJmZWUiO0iA1INzYsICJyYXciOiAiMDIwMDAwWMDAWMTMXZmI3NmEwYZzM4ZDU3MzgxY jMXxMTBINGY 1ZWUS5Y jUyODFKY2Y

"
—

>>> bytecode: str =
—"632a20821124b554d13£247b1e5d10b84e44fb1296£18f38bbaalbea34al2c843e01588876a914Pa®a6590ebba4l

n
—

>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=
" tprv8ZgxMBicQKsPeMHMIAc6uWGYiGqi IMVM2ybmzXL2TAoDpQe85uyDpdT7mv7Nhdu5rTCBEKLZsdPKyP2LQZ]zZTv
—", bytecode=bytecode, endtime=1624687630)

>>> signature: Signature = Signature(network="testnet")

>>> signature.sign(transaction_raw=unsigned_refund_transaction_raw,..
—»solver=refund_solver)

>>> signature.raw()

—"02000000011823£39a8c5f6£27845dd13a65e03fe2ef5108d235e7a36edb6eb267b0459c5a00000000ca4730440:.

n
—

type() — str
Get Bitcoin signature transaction type.

Returns str — Bitcoin signature transaction type.

>>> from swap.providers.bitcoin.signature import Signature
>>> from swap.providers.bitcoin.solver import FundSolver
>>> unsigned_fund_transaction_raw: str =
—"eyJmZWUiOiAxXMTIyLCAicmF3IjogIl jAyMDAWMDAWMDIZMWZiNzZhMGMz0GQ1NzM4MWIzZMTEWZ TRmMNWV10WI 1M j gxZGNi

n
—

>>> fund_solver: FundSolver = FundSolver(xprivate_key=
" tprv8ZgxMBicQKsPeMHMIAC6uWGYiGqi 1MVM2ybmzXL2TAoDpQe85uyDpdT7mv7Nhdu5rTCBEKLZsdPKyP2LQZIzZTv

"
—

>>> signature: Signature = Signature(network="testnet")

>>> signature.sign(transaction_raw=unsigned_fund_transaction_raw, solver=fund_
—»solver)

>>> signature.type()

"bitcoin_fund_signed"

sign(transaction_raw: str, solver: Union[swap.providers.bitcoin.solver.FundSolver,
swap.providers.bitcoin.solver. WithdrawSolver, swap.providers.bitcoin.solver.RefundSolver/) —
Union[swap.providers.bitcoin.signature. FundSignature,
swap.providers.bitcoin.signature. WithdrawSignature,
swap.providers.bitcoin.signature. RefundSignature]
Sign unsigned transaction raw.

Parameters
e transaction_raw (str) — Bitcoin unsigned transaction raw.

* solver (bitcoin.solver.FundSolver, bitcoin.solver.WithdrawSolver,
bitcoin.solver.RefundSolver) — Bitcoin solver

6.5.
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Returns FundSignature, WithdrawSignature, RefundSignature — Bitcoin signature instance.

>>> from swap.providers.bitcoin.signature import Signature
>>> from swap.providers.bitcoin.solver import FundSolver
>>> unsigned_fund_transaction_raw: str =

—"eyJmZWUiOiAXMTIyLCAicmF3IjogIl jAyMDAwWMDAWMDIZMWZiNzZhMGMz0GQ1NzM4MWIZMTEWZ TRmMNWV10WI 1M j gxZGNi

n
—

>>> fund_solver: FundSolver = FundSolver(xprivate_key=

<" tprv8ZgxMBicQKsPeMHMIAc6uWGYiGqi IMVM2ybmzXL2TAoDpQe85uyDpdT7mv7Nhdu5rTCBEKLZsdPKyP2LQZIzZTv:

n
—

>>> signature: Signature = Signature(network="testnet")

>>> signature.sign(transaction_raw=unsigned_fund_transaction_raw, solver=fund_
—solver)

<swap.providers.bitcoin.signature.FundSignature object at 0x0409DAFO>

transaction_raw() — str

Get Bitcoin transaction raw.

Returns str — Bitcoin transaction raw.

>>> from swap.providers.bitcoin.signature import Signature
>>> from swap.providers.bitcoin.solver import FundSolver
>>> unsigned_fund_transaction_raw: str =

—"eyImZWUiO0iAXMTIyLCAicmF3IjogIjAyMDAwWMDAWMDIZMWZiNzZhMGMzOGQ1NzMAMWIZMTEWZTRmMNWV10WI 1M j gxZGNi

"
—

>>> fund_solver: FundSolver = FundSolver(xprivate_key=

—"tprv8ZgxMBicQKsPeMHMJAC6uWGYiGqi IMVM2ybmzXL2TAoDpQe85uyDpdT 7mv7Nhdu5rTCBEKLZsdPKyP21L.QZIzZTv

n
—

>>> signature: Signature = Signature(network="testnet")

>>> signature.sign(transaction_raw=unsigned_fund_transaction_raw, solver=fund_
—.solver)

>>> signature.transaction_raw()

. "eylyYXciOiAiMDIwMDAWMDAWMTA4MjV1MDBiYTUSNmFiMTEXMjZjZDg5MjAzY jg4Mm] jZTYwYTdKY j

n
—

AxOWU1MTIxNzA

6.5.1 FundSignature

class swap.providers.bitcoin.signature.FundSignature (network: str = 'mainnet’, version: int = 2)

Bitcoin Fund signature.

Parameters

e network (str) — Bitcoin network, defaults to mainnet.

e version (int) — Bitcoin transaction version, defaults to 2.

Returns FundSignature — Bitcoin fund signature instance.

sign(transaction_raw: str, solver: swap.providers.bitcoin.solver.FundSolver) —

swap.providers.bitcoin.signature. FundSignature

Sign unsigned fund transaction raw.

Parameters

e transaction_raw (str) — Bitcoin unsigned fund transaction raw.
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e solver (bitcoin.solver.FundSolver) — Bitcoin fund solver.

Returns FundSignature — Bitcoin fund signature instance.

>>> from swap.providers.bitcoin.signature import FundSignature
>>> from swap.providers.bitcoin.solver import FundSolver

>>> unsigned_fund_transaction_raw: str =
—"eyJmZWUiOiAXMTIyLCAicmF3IjogIljAyMDAwWMDAWMDIZMWZiNzZhMGMz0GQ1NzM4MWIZMTEWZ TRmMNWNV1OWI 1M j gxZGNi

"
—

>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"tprv8ZgxMBicQKsPeMHMIAC6uWGYiGqi IMVM2ybmzXL2TAoDpQe85uyDpdT7mv7Nhdu5rTCBEKLZsdPKyP21L.QZIzZTv

"
—

>>> fund_signature: FundSignature = FundSignature(network="testnet")
>>> fund_signature.sign(transaction_raw=unsigned_fund_transaction_raw,.
—solver=fund_solver)

<swap.providers.bitcoin.signature.FundSignature object at 0x0409DAFO>

6.5.2 WithdrawSignature

class swap.providers.bitcoin.signature.WithdrawSignature (network: str = 'mainnet’, version: int = 2)
Bitcoin Withdraw signature.

Parameters

* network (str) — Bitcoin network, defaults to mainnet.

e version (int) — Bitcoin transaction version, defaults to 2.
Returns WithdrawSignature — Bitcoin withdraw signature instance.

sign(transaction_raw: str, solver: swap.providers.bitcoin.solver.WithdrawSolver) —
swap.providers.bitcoin.signature. WithdrawSignature
Sign unsigned withdraw transaction raw.

Parameters
e transaction_raw (str) — Bitcoin unsigned withdraw transaction raw.
¢ solver (bitcoin.solver.WithdrawSolver) — Bitcoin withdraw solver.

Returns WithdrawSignature — Bitcoin withdraw signature instance.

>>> from swap.providers.bitcoin.signature import WithdrawSignature
>>> from swap.providers.bitcoin.solver import WithdrawSolver

>>> unsigned_withdraw_transaction_raw: str =
—"eyJmZWUiOiA1INzYsICJyYXciOiAiMDIwMDAwWMDAWMTMXZmI3NmEwYzM4ZDU3MzgxY jMxMTBINGY 1ZWU5Y jUyODFKY2Y:

"
—

>>> bytecode: str =
—"632a20821124b554d13£f247b1e5d10b84e44fh1296f18f38bbaalbea34al12c843e01588876a914Pa®a6590e6ba4l

"
—

>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=
—"tprv8ZgxMBicQKsP£949]cuVFLXPJ5m4VKe33gVX3FYVZYVHr2dChU8K66aEQcPdHpUgACq5GQu81Zie3QN1vxCrV4p
", secret_key="Hello Meheret!", bytecode=bytecode)

>>> withdraw_signature: WithdrawSignature = WithdrawSignature(network="testnet")
>>> withdraw_signature.sign(transaction_raw=unsigned_withdraw_transaction_raw,.
—solver=withdraw_solver)

<swap.providers.bitcoin.signature.WithdrawSignature object at 0x0409DAF®>
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6.5.3 RefundSignature

class swap.providers.bitcoin.signature.RefundSignature (network: str = ‘mainnet’, version: int = 2)

Bitcoin Refund signature.

Parameters
e network (str) — Bitcoin network, defaults to mainnet.
e version (int) — Bitcoin transaction version, defaults to 2.

Returns RefundSignature — Bitcoin refund signature instance.

sign(transaction_raw: str, solver: swap.providers.bitcoin.solver.RefundSolver) —

swap.providers.bitcoin.signature. RefundSignature
Sign unsigned refund transaction raw.

Parameters
e transaction_raw (str) — Bitcoin unsigned refund transaction raw.
¢ solver (bitcoin.solver.RefundSolver) — Bitcoin refund solver.

Returns RefundSignature — Bitcoin refund signature instance.

>>> from swap.providers.bitcoin.signature import Signature

>>> from swap.providers.bitcoin.solver import RefundSolver

>>> unsigned_refund_transaction_raw: str =
—"eyImZWUi0iA1INzYsICIyYXciOiAiMDIwMDAwWMDAWMTMXZmI3NmEwYzM4ZDU3MzgxY jMXxMTBINGY 1ZW

n
—

>>> bytecode: str =
—"632220821124b554d13£f247b1e5d10b84e44fb1296f18f38bbaalbea34al12c843e01588876a914

"
—

>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=
—"tprv8ZgxMBicQKsPeMHMJAc6uWGYiGqi 1MVM2ybmzXL2TAoDpQe85uyDpdT7mv7Nhdu5rTCBEKLZsd]
", bytecode=bytecode, endtime=1624687630)

>>> refund_signature: RefundSignature = RefundSignature(network="testnet")

>>> refund_signature.sign(transaction_raw=unsigned_refund_transaction_raw,..
—solver=refund_solver)

<swap.providers.bitcoin.signature.RefundSignature object at 0x0409DAFO>

U5YjUyODFkY2Y:

Pal®a6590e6basl

PKyP2LQZIzZTv!

6.6 Remote Procedure Call (RPC)

Bitcoin remote procedure call.

swap.providers.bitcoin.rpc.get_balance(address: str, network: str = 'mainnet’, headers: dict = {'accept':

‘application/json’, 'content-type': 'application/json;
charset=utf-8', ‘user-agent': 'Swap User-Agent 0.4.0'}, timeout:
int = 60) — int

Get Bitcoin balance.

Parameters
e address (str) — Bitcoin address.
e network (str) — Bitcoin network, defaults to mainnet.

* headers (dict) — Request headers, default to common headers.
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* timeout (int) — Request timeout, default to 60.

Returns int — Bitcoin balance (Satoshi amount).

>>> from swap.providers.bitcoin.rpc import get_balance
>>> get_balance(address="nlwgmbkkzMcNfAtImes8YhpvtDzdNhDY5a", network="testnet")
1394238

swap.providers.bitcoin.rpc.get_utxos(address: str, network: str = 'mainnet’, include_script: bool = True,
limit: int = 15, headers: dict = {'accept’: 'application/json’,
‘content-type': ‘application/json; charset=utf-8', 'user-agent': 'Swap
User-Agent 0.4.0'}, timeout: int = 60) — list
Get Bitcoin unspent transaction outputs (UTXO’s).

Parameters
* address (str) — Bitcoin address.
e network (str) — Bitcoin network, defaults to testnet.
* include_script (bool) — Bitcoin include script, defaults to True.
e limit (int) — Bitcoin utxo’s limit, defaults to 15.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns list — Bitcoin unspent transaction outputs (UTXO’s).

>>> from swap.providers.bitcoin.rpc import get_utxos

>>> get_utxos(address="mkFWGt4hT11XS8dJKzzRFsTrqjjAwZfQAC", network="testnet")
[{"tx_hash': '98c6a3d4e136d32d0848126e08325c94da2e8217593e92236471b11b42ee7999',

< 'block_height': 1890810, 'tx_input_n': -1, '"tx_output_n': 1, 'value': 67966, 'ref_
—balance': 146610, 'spent': False, 'confirmations': 5278, 'confirmed': '2020-11-
—09T08:53:01Z', 'double_spend': False, 'script':

— '76a91433ecab3d67f0e2bde43e52f4leclechdc73£f11£888ac'}]

swap.providers.bitcoin.rpc.get_transaction(transaction_hash: str, network: str = 'mainnet’, headers:
dict = {'accept': 'application/json’, 'content-type':
‘application/json; charset=utf-8', 'user-agent': 'Swap
User-Agent 0.4.0'}, timeout: int = 60) — dict
Get Bitcoin transaction detail.

Parameters
e transaction_hash (str) — Bitcoin transaction hash/id.
e network (str) — Bitcoin network, defaults to testnet.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns dict — Bitcoin transaction detail.

>>> from swap.providers.bitcoin.rpc import get_transaction

>>> get_transaction(transaction_hash=
—"4e91bca76db112d3a356c17366df93e364a4922993414225£65390220730d0c1", network=
~"testnet")

{'block_hash': '000000000000006fb2aec57209181feb54750319e47263c48eca24369bdbee86’,
< 'block_height': 1890810, 'block _index': 37, 'hash':

_.'98c6a3d4e136d32d0848126e08325c94da2e8217593e92236471b11b42ee7999", FIURFRSLESH Page)
- "2N1NiQVBaSXmdZVATeST9sMQWVPeL50A8Ks", 'mkFWGt4hT11XS8dJKzzRFsTrqjjAwZfQAC'],

6.6. Reniéote:Procediffe CalP¢RPCY78, 'size': 224, 'preference': 'low', 'relayed by': '10459
-5197.28.151:18333"', 'confirmed': '2020-11-09T08:53:01Z', 'received': '2020-11-
—09T08:47:10.889Z', 'ver': 2, 'double_spend': False, 'vin_sz': 1, 'vout_sz': 2,
—'confirmations': 5279, 'confidence': 1, 'inputs': [{'prev_hash':

TAODICL O C7 0~ OADAD2°50rFO0TY7°01 957070 -« ~="FMM L9 57041 719C95ACY (A7 77 111" | I T A, [
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(continued from previous page)

l

|

swap.providers.bitcoin.rpc.find_p2sh_utxo(transaction: dict) — Optional[dict]

swap.

Find Bitcoin pay to script hash UTXO info’s.
Parameters transaction (dict) — Bitcoin transaction detail.

Returns dict — Pay to Secript Hash (P2SH) UTXO info’s.

>>> from swap.providers.bitcoin.rpc import find_p2sh_utxo, get_transaction

>>> find_p2sh_utxo(transaction=get_transaction(
"868£f81£fd172b8£1d24e0c195af011489c3a7948513521d4b6257b8b5fb2ef409", "testnet™))
{'value': 10050780, 'script': 'a9149418feed4647e156d6663db3e0Ocef7c050d0386787",

- 'addresses': ['2N6kHwQy6Ph5EdKNgzGrcW2WhGHKGfmP5ae'], 'script_type': 'pay-to-
—script-hash'}

providers.bitcoin.rpc.decode_raw(raw: str, network: str = 'mainnet’, offline: bool = True, headers:
dict = {'accept’: 'application/json’, 'content-type':
‘application/json; charset=utf-8', 'user-agent': 'Swap User-Agent
0.4.0'}, timeout: int = 60) — dict

Decode original Bitcoin raw.

Parameters
* raw (str) — Bitcoin transaction raw.

e network (str) — Bitcoin network, defaults to mainnet.

offline (bool) — Offline decode, defaults to True.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns dict — Bitcoin decoded transaction raw.

>>> from swap.providers.bitcoin.rpc import decode_raw
>>> decode_raw(raw=

—"02000000011823£39a8c5£f6£27845dd13a65e03fe2ef5108d235e7a36edb6eb267b0459c5a010000006a47304402207(

~", network="testnet")
{'hex":

~ '02000000011823£39a8c5f6£27845dd13a65e03fe2ef5108d235e7a36edb6eb267b0459c5a010000006a47304402207(

', "txid': '6e5c80f600f45acda3c3101128bb3075bf2cf7af4bab0d99c9d856ebfb4b®953",
—'hash': '6e5c80f600f45acda3c3101128bb3075bf2cf7af4bab0d99c9d856ebfb4b0®953', 'size
' 223, 'vsize': 223, 'version': 2, 'locktime': 0, 'vin': [{'txid':

< "'5a9c45b067b26edb6ea3e735d20851efe23fe0653ad15d84276£5£8c9af32318"', 'vout': 1,
—'scriptSig': {'asm':

. "'304402207018b7fd1ba6624fe9bb0f16cd65fa243d202e32fdff452699£56465b61ab648022009f0dc
—027£0dc0894bd690635412af782d05e4£79d3d40b£568978c650f3f1cala96cf36’', 'hex':

< '47304402207018b7fd1ba6624fe9bb0®f16cd65fa243d202e32fdff452699f56465b61ab6480220090
"'}, 'sequence': '4294967295'}], 'vout': [{'value': '0.00010000', 'n': O,
—'scriptPubKey': {'asm': 'OP_HASH160 9418feed4647e156d6663db3e0cef7c050d03867 OP_
—EQUAL', 'hex': 'a9149418feed4647e156d6663db3e0cef7c050d0386787"', 'type': 'p2sh',

- 'address': '2N6kHwQy6Ph5EdKNgzGrcW2WhGHKGfmP5ae'}}, {'value': '0.00078644', 'n':.
1, 'scriptPubKey': {'asm': 'OP_DUP OP_HASH160..
—33ecab3d67f0e2bded43e52f4leclecbdc73£f11£8 OP_EQUALVERIFY OP_CHECKSIG', 'hex':
—,'76a91433ecab3d67f0e2bded43e52f41eclecbdc73£f11£888ac', 'type': 'p2pkh', 'address':
< 'mkFWGt4hT11XS8dJKzzRFsTrqjjAwZfQAC'}}1}

1a®a63109246c¢:

flc1a0a6310924¢
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swap.providers.bitcoin.rpc.submit_raw(raw: str, network: str = 'mainnet’, headers: dict = {'accept':

‘application/json', 'content-type': 'application/json; charset=utf-8',

'user-agent': 'Swap User-Agent 0.4.0'}, timeout: int = 60) — str

Submit original Bitcoin raw into blockchain.
Parameters
* raw (str) — Bitcoin transaction raw.
* network (str) — Bitcoin network, defaults to mainnet.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns dict — Bitcoin submitted transaction id/hash.

>>> from swap.providers.bitcoin.rpc import submit_raw
>>> submit_raw(raw=

', network="testnet")
"167faa4043££622e7860ee5228d1ad6d763c5a6¢cfce79dbc3b9b5fc7bded6394"

'
—

—"02000000011823£39a8c5£6£27845dd13a65e03fe2ef5108d235e7a36edb6eb267b0459c5a01000000

pa47304402207¢

6.7 Utils

Bitcoin Utils.

swap.providers.bitcoin.utils. fee_calculator (transaction_input: int = I, transaction_output: int =1) —

int
Bitcoin fee calculator.
Parameters
* transaction_input (int) — transaction input numbers, defaults to 1.
* transaction_output (int) — transaction output numbers, defaults to 1.

Returns int — Bitcoin fee (Satoshi amount).

>>> from swap.providers.bitcoin.utils import fee_calculator
>>> fee_calculator(transaction_input=2, transaction_output=9)
1836

swap.providers.bitcoin.utils.get_address_type (address: str) — str
Get Bitcoin address type.

Parameters address (str) — Bitcoin address.

Returns str — Bitcoin address type (P2PKH, P2SH).

>>> from swap.providers.bitcoin.utils import get_address_type
>>> get_address_type(address="mrmtGg2HMmgAogSsGDjCtXUpxrb7rHThFH")
|lp2pkhll

swap.providers.bitcoin.utils.is_network(network: str) — bool
Check Bitcoin network.

Parameters network (str) — Bitcoin network.

Returns bool — Bitcoin valid/invalid network.

6.7. Utils
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>>> from swap.providers.bitcoin.utils import is_network
>>> is_network(network="testnet")
True

swap.

providers.bitcoin.utils.is_address(address: str, network: Optional[str] = None, address_type:
Optional[str] = None) — bool
Check Bitcoin address.

Parameters
e address (str) — Bitcoin address.
e network (str) — Bitcoin network, defaults to None.
* address_type (str) — Bitcoin address type, defaults to None.

Returns bool — Bitcoin valid/invalid address.

>>> from swap.providers.bitcoin.utils import is_address
>>> is_address(address="mrmtGq2HMmgAogSsGDjCtXUpxrb7rHThFH", network="testnet")
True

swap.

providers.bitcoin.utils.is_transaction_raw(transaction_raw: str) — bool
Check Bitcoin transaction raw.

Parameters transaction_raw (str)— Bitcoin transaction raw.

Returns bool — Bitcoin valid/invalid transaction raw.

>>> from swap.providers.bitcoin.utils import is_transaction_raw
>>> transaction_raw =
—"eyImZWUi0iA2NzgsICIlyYXciOiAiMDIwMDAWMDAWMTg40GJ1N2VjMDY1MDk3ZDk1NjYONzYzZ jI3NmQOMjl

"
—

>>> 1s_transaction_raw(transaction_raw=transaction_raw)
True

JINTIJkNzM1ZmI>

swap.

providers.bitcoin.utils.amount_unit_converter (amount: Union[int, float], unit_from: str =
'Satoshi2BTC") — Union[int, float]
Bitcoin amount unit converter

Parameters
e amount (Union[int, float])— Bitcoin any amount.
e unit_£from (str) — Bitcoin unit convert from symbol, default to Satoshi2BTC.

Returns int, float — BTC asset amount.

>>> from swap.providers.bitcoin.utils import amount_unit_converter
>>> amount_unit_converter (amount=10_000_000, unit_from="Satoshi2BTC")
0.1

swap.

providers.bitcoin.utils.decode_transaction_raw(transaction_raw: str, offline: bool = True,
headers: dict = {'accept’: 'application/json’,
‘content-type': ‘application/json; charset=utf-8',
'user-agent': 'Swap User-Agent 0.4.0'}, timeout:
int = 60) — dict

Decode Bitcoin transaction raw.

Parameters
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e transaction_raw (str) — Bitcoin transaction raw.

e offline (bool) — Offline decode, defaults to True.

* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns dict — Decoded Bitcoin transaction raw.

>>> from swap.providers.bitcoin.utils import decode_transaction_raw

>>> transaction_raw =
—"eyIJmZWUi0iA2NzgsICIyYXciOiAiMDIwMDAwWMDAWMTg40GI1IN2VjMDY1MDk3ZDk1INjYONZzYzZjI3NmQOMjUINTIkNZzM1ZmI:

"
—

>>> decode_transaction_raw(transaction_raw=transaction_raw)
{'fee': 678, 'type': 'bitcoin_fund_unsigned', 'tx': {'hex':
. '0200000001888be7ec0®65097d95664763£276d425552d735fb1d974ae78b£72106dca®f3910100000000ffffffff021(
', "txid': 'abc70fd3466aec9478ea3115200a84f993204ad1f614fe®8e92ecc5997a0d3ba’,

—'hash': 'abc70fd3466aec9478ea3115200a84£993204ad1f614fe®8e92ecc5997a0d3ba’', 'size
—'": 117, 'vsize': 117, 'version': 2, 'locktime': O, 'vin': [{'txid':
—'91£3a0dc0621£78be74a971dfb35d75255426d273£766456d9975006ece78b88', 'vout': 1,
—'scriptSig': {'asm': '', 'hex': "'}, 'sequence': '4294967295'}], 'vout': [{'value
~': '0.00010000', 'n': 0, 'scriptPubKey': {'asm': 'OP_HASH160.
—2bb013c3edbeb08421dedcf815chb65a5c388178b OP_EQUAL', 'hex':

< "'29142bb013c3e4beb08421dedcf815ch65a5¢c388178b87', 'type': 'p2sh', 'address':

— '2MWEDybGC34949zgzWX4MI9FHME3crDSUydP'}}, {'value': '0.00974268', 'n': 1,

< "scriptPubKey': {'asm': 'OP_DUP OP_HASH160..
-.64a8390b0b1685fchf2d4b457118dc8da92d5534 OP_EQUALVERIFY OP_CHECKSIG', 'hex':

-, "'76a91464a8390b0b1685fchf2d4b457118dc8da92d553488ac', 'type': 'p2pkh', 'address':

— "mphBPZf15cRFcL5tUg6mCbE84XobZ1vg7Q'}}]}, 'network': 'testnet'}

swap.providers.bitcoin.utils. submit_transaction_raw(transaction_raw: str, headers: dict = {'accept':
‘application/json', 'content-type':
‘application/json; charset=utf-8', 'user-agent":
'Swap User-Agent 0.4.0'}, timeout: int = 60) —
dict
Submit transaction raw to Bitcoin blockchain.
Parameters

e transaction_raw (str) — Bitcoin transaction raw.

* headers (dict) — Request headers, default to common headers.

* timeout (int) — Request timeout, default to 60.

Returns dict — Bitcoin submitted transaction id, fee, type and date.

>>> from swap.providers.bitcoin.utils import submit_transaction_raw

>>> transaction_raw =
—"eyIJmZWUi0iA2NzgsICIyYXciOiAiMDIwMDAwWMDAWMTg40GI1IN2VjMDY1MDk3ZDk1NjYONzYzZjI3NmQOMjUINTIKkNZzM1ZmI:

"
—

>>> submit_transaction_raw(transaction_raw=transaction_raw)
{'fee': "..."', "type': '...', 'transaction_id': '...', 'nmetwork': '...', 'date': '..

!
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swap.providers.bitcoin.utils.get_address_hash(address: str, script: bool = False) — Union[str,
btcpy.structs.script.P2pkhScript,
btcpy.structs.script.P2shScript]
Get Bitcoin address hash.

Parameters
* address (str) — Bitcoin address.
* script (bool) — Return script (P2pkhScript, P2shScript), default to False.

Returns str — Bitcoin address hash.

>>> from swap.providers.bitcoin.utils import get_address_hash
>>> get_address_hash(address="mrmtGg2HMmgAogSsGDjCtXUpxrb7rHThFH", script=False)
"7b7c4431a43b612a72£8229935c469£1£6903658"
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BYTOM

Bytom is a protocol of multiple byte assets. Heterogeneous byte-assets operate in different forms on the Bytom
Blockchain and atomic assets (warrants, securities, dividends, bonds, intelligence information, forecasting informa-
tion and other information that exist in the physical world) can be registered, exchanged, gambled via Bytom.

For more https://bytom.io

7.1 Wallet

The implementation of Hierarchical Deterministic (HD) wallets generator for Bytom blockchain.

class swap.providers.bytom.wallet.Wallet(network: str = 'mainnet")
Bytom Wallet class.

Parameters network (str) — Bytom network, defaults to mainnet.

Returns Wallet — Bytom wallet instance.

Note: Bytom has only two networks, mainnet, solonet and testnet.

from_entropy (entropy: str, language: str = 'english', passphrase: Optional[str] = None) —
swap.providers.bytom.wallet. Wallet
Initiate Bytom wallet from entropy.

Parameters
e entropy (str)— Bytom entropy hex string.
¢ language (str) — Bytom wallet language, default to english.
» passphrase (str) — Bytom wallet passphrase, default to None.

Returns Wallet — Bytom wallet instance.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
<swap.providers.bytom.wallet.Wallet object at 0x040DA268>

from_mnemonic (mnemonic: str, language: Optional[str] = None, passphrase: Optional[str] = None) —
swap.providers.bytom.wallet. Wallet
Initialize Bytom wallet from mnemonic.

Parameters
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e mnemonic (str)— Bytom mnemonic words.
¢ language (str) — Bytom wallet language, default to english.
¢ passphrase (str)— Bytom wallet passphrase, default to None.

Returns Wallet — Bytom wallet instance.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet.from_mnemonic(mnemonic="unfair divorce remind addict add roof park.
—sclown build renew illness fault")

<swap.providers.bytom.wallet.Wallet object at 0x040DA268>

from_seed(seed: str) — swap.providers.bytom.wallet. Wallet

Initialize Bytom wallet from seed.
Parameters seed (str)— Bytom Seed hex string.

Returns Wallet — Bytom wallet instance.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_seed(seed=
—"1cfd5df8a523d53a36cee369a93fac4e9efab5e4e138d479da2fb6df730697574409d572fe8325
-

<swap.providers.bytom.wallet.Wallet object at 0x040DA268>

kec22e8ed25dea

from_xprivate_key (xprivate_key: str) — swap.providers.bytom.wallet. Wallet

Initiate Bytom wallet from xprivate key.
Parameters xprivate_key (str)- Bytom XPrivate key.

Returns Wallet — Bytom wallet instance.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet (network="mainnet")

>>> wallet. from_xprivate_key(xprivate_key=
—"58775359b7b3588dcdclbcf373489fal272cacc®3909£78469657b0208e66e46daedfdd®fd8£8d]
RO

<swap.providers.bytom.wallet.Wallet object at 0x040DA268>

if14e2084c7e8d.

from_private_key (private_key: str) — swap.providers.bytom.wallet.Wallet

Initialize Bytom wallet from private key.
Parameters private_key (str)— Bytom Private key.

Returns Wallet — Bytom wallet instance.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet.from_private_key(private_key=
—"b0f9552e4fedac7f2e750ae984e36a97cf2b24609f7ec43£f35606ed65eec6e46db35£71c405£d5
D

<swap.providers.bytom.wallet.Wallet object at 0x040DA268>

P48ecffa2c512:

from_path (path: str) — swap.providers.bytom.wallet. Wallet

Drive Bytom wallet from path.

Parameters path (str)— Bytom derivation path.

66

Chapter 7. Bytom



Swap, Release 0.4.0

Returns Wallet — Bytom wallet instance.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44/153/1/0/1")
<swap.providers.bytom.wallet.Wallet object at 0x040DA268>

from_indexes (indexes: List[str]) — swap.providers.bytom.wallet.Wallet
Drive Bytom wallet from indexes.

Parameters indexes (1ist)— Bytom derivation indexes.

Returns Wallet — Bytom wallet instance.

>>> from swap.providers.bytom.wallet import Wallet
>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_xprivate_key(xprivate_key=
—"58775359b7b3588dcdclbcf373489fal272cacc®3909£78469657b0208e66e46daedfdd®fd8£8df14e2084c7e8d
="

>>> wallet. from_indexes(indexes=["2c000000", "99000000", "01000000", "00000000",
— "01000000"])

<swap.providers.bytom.wallet.Wallet object at 0x040DA268>

from_index (index: int, hardened: bool = False) — swap.providers.bytom.wallet. Wallet
Drive Bytom wallet from index.

Parameters
¢ index (int) — Bytom wallet index.
¢ hardened (bool) — Use hardened, default to False.

Returns Wallet — Bytom wallet instance.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_index(index=44)

>>> wallet.from_index(index=153)

>>> wallet. from_index(index=1)

>>> wallet. from_index(index=0)

>>> wallet. from_index(index=1)

<swap.providers.bytom.wallet.Wallet object at 0x040DA268>

clean_derivation() — swap.providers.bytom.wallet. Wallet
Clean derivation Bytom wallet.

Returns Wallet — Bytom wallet instance.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet. from_path(path="m/44/153/1/0/1")

>>> wallet.indexes()

["2c000000", "99000000", "01000000", "00000000", "01000000"]

>>> wallet.path(Q)

(continues on next page)
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"m/44/153/1/0/1"

>>> wallet.clean_derivation()
>>> wallet.indexes()

[]

>>> wallet.path(Q)

None

strength() — Optional[int]
Get Bytom wallet strength.

Returns int — Bytom wallet strength.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet (network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.strength()

128

entropy () — Optional[str]
Get Bytom wallet entropy.

Returns str — Bytom wallet entropy.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.entropy()

"ed0802d701a033776811601dd6c5c4a9"

mnemonic() — Optional[str]
Get Bytom wallet mnemonic.

Returns str — Bytom wallet mnemonic.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.mnemonic()

"unfair divorce remind addict add roof park clown build renew illness fault"

passphrase() — Optionallstr]
Get Bytom wallet passphrase.

Returns str — Bytom wallet passphrase.

>>> from swap.providers.bytom.wallet import Wallet
>>> wallet: Wallet = Wallet(network="mainnet")

—"meherett")
>>> wallet.passphrase()
"meherett"

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9", passphrase=

language () — Optionallstr]
Get Bytom wallet language.

Returns str — Bytom wallet language.
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>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.language()

"english"

seed () — Optional[str]
Get Bytom wallet seed.

Returns str — Bytom wallet seed.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.seed()

—"1cfd5df8a523d53a36cee369a93fac4e9efab5e4e138d479da2fb6d£f730697574409d572fe8325pc22e8ed25dea

n
—

path() — Optionalstr]
Get Bytom wallet derivation path.

Returns str — Bytom derivation path.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet = Wallet(network="mainnet", change=True, address=3)

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44/153/1/0/1")

>>> wallet.path(Q)

"m/44/153/1/0/1"

indexes() — list
Get Bytom wallet derivation indexes.

Returns list — Bytom derivation indexes.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44/153/1/0/1")

>>> wallet.indexes()

['2cO00000', '99000000', '01000000', '00000000', '01000000']

xprivate_key () — Optional[str]
Get Bytom wallet xprivate key.

Returns str — Bytom xprivate key.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.xprivate_key()

—"58775359b7b3588dcdc1bcf373489fal1272cacc03909£78469657b0208e66e46daedfdd0fd8£8df14e2084c7e8d.

n
—
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xpublic_key() — Optional[str]
Get Bytom wallet xpublic key.

Returns str — Bytom xpublic key.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet™)

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.xpublic_key()

—"f80a401807fdelee5727ae032eel44e4b757e69431e68e6cd732eda3c8cd3936daedfdd0fd8£8dif14e2084c7e8d.

n
—

expand_xprivate_key() — Optional[str]
Get Bytom wallet expand xprivate key.

Returns str — Bytom expand xprivate key.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.expand_xprivate_key()

—"58775359b7b3588dcdc1bcf373489fa1272cacc03909£78469657b0208e66e465c68d75d8a29ebBffd7e8213808

n
—

child_xprivate_key() — Optional[str]
Get Bytom child wallet xprivate key.

Returns str — Bytom child xprivate key.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet™)

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44/153/1/0/1")

>>> wallet.child_xprivate_key()

—"b0f9552e4fedac7f2e750ae984e36a97cf2b24609f7ec43£f35606ed65eec6e46db35£71c405fd5P48ecffa2c512.

n
—

child_xpublic_key() — Optional[str]
Get Bytom child wallet xpublic key.

Returns str — Bytom child xpublic key.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet. from_path(path="m/44/153/1/0/1")

>>> wallet.child_xpublic_key()

—"fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212db35£71c405£fd5P48ecffa2c512:

"
—

guid() — Optional[str]
Get Bytom wallet Blockcenter GUID.
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Returns str — Bytom Blockcenter GUID.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.guid(Q)

"9ed61a9b-e7b6-4cb7-94fb-932b738e4£66"

private_key() — str
Get Bytom wallet private key.

Returns str — Bytom private key.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet. from_path(path="m/44/153/1/0/1")

>>> wallet.private_key()

n
—

—"b0f9552ed4fedac7f2e750ae984e36a97cf2b24609f7ec43£f35606ed65eec6e46db35£71c405£d5

P48ecffa2c512:

public_key() — str
Get Bytom wallet public key.

Returns str — Bytom public key.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet (network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet. from_path(path="m/44/153/1/0/1")

>>> wallet.public_key()
"fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212"

program() — str
Get Bytom wallet control program.

Returns str — Bytom control program.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44/153/1/0/1")

>>> wallet.program()

"0014b1592acbb917£13937166c2a9b6ce973296ebb60"

address (network: Optional[str] = None) — str
Get Bytom wallet address.

Parameters network (str)— Bytom network, defaults to mainnet.

Returns str — Bytom wallet address.

>>> from swap.providers.bytom.wallet import Wallet
>>> wallet: Wallet = Wallet(network="mainnet")
>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")

>>> wallet. from_indexes(indexes=["2c000000", "99000000", "01000000", "00000000",

= 01900000 1) (continues on next page)
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>>> wallet.address(network="mainnet")
"bmlgk9vj4jaezlcnjdckds4 fkm8 fwv5Skawmg9qrufx"

balance (asset: Union[str, swap.providers.bytom.assets.AssetNamespace] =

iy s unit: str = 'NEU") — Union[int, float]

Get Bytom wallet balance.
Parameters

* asset (str, bytom.assets.AssetNamespace) — Bytom asset id, defaults to BTM
asset.

e unit (str) - Bytom unit, default to NEU.

Returns int, float — Bytom wallet balance.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44/153/1/0/1")

>>> wallet.balance(unit="BTM")

2.0

utxos (asset: Union[str, swap.providers.bytom.assets.AssetNamespace] =
s limit: int = 15) — list
Get Bytom wallet unspent transaction output (UTXO’s).

Parameters

* asset (str, bytom.assets.AssetNamespace) — Bytom asset id, defaults to BTM
asset.

e limit (int) — Limit of UTXO’s, default is 15.

Returns list — Bytom unspent transaction outputs.

>>> from swap.providers.bytom.wallet import Wallet

>>> wallet: Wallet = Wallet (network="mainnet")

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")

>>> wallet. from_path(path="m/44/153/1/0/1")

>>> wallet.utxos()

[{'hash': '9843c9b9130bd87a9683f2c4e66456326beeefb2522c3352326de870c5c1329%e’,
—'asset': "fEffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffefef’,
—"amount': 200000000} ]

7.2 Hash Time Lock Contract (HTLC)

Bytom Hash Time Lock Contract (HTLC).

class swap.providers.bytom.htlc.HTLC(network: str = 'mainnet', contract_address: Optionalstr] = None)
Bytom Hash Time Lock Contract (HTLC).

Parameters network (str) — Bytom network, defaults to mainnet.

Returns HTLC — Bytom HTLC instance.
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Note: Bytom has only three networks, mainnet, solonet and testnet.

build_htlc(secret_hash: str, recipient_public_key: str, sender_public_key: str, endblock: int, use_script:
bool = False) — swap.providers.bytom.htlc. HTLC
Build Bytom Hash Time Lock Contract (HTLC).

Parameters

¢ secret_hash (str) — secret sha-256 hash.

e recipient_public_key (str) - Bytom recipient public key.

¢ sender_public_key (str)— Bytom sender public key.

* endblock (int) — Bytom expiration block height.

e use_script (bool) — Initialize HTLC by using script, default to False.
Returns HTLC — Bytom Hash Time Lock Contract (HTLC) instance.

>>> from swap.providers.bytom.htlc import HTLC

>>> from swap.providers.bytom.rpc import get_current_block_height
>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="mainnet")

—"3e0a377ae4afa®31d4551599d9bb7d5b27£4736d77£78cac4d476f0ffbaSae3e"”, sender_

-, endblock=get_current_block_height(plus=100), use_script=False)
<swap.providers.bytom.htlc.HTLC object at 0x0409DAFO>

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_public_key=

—public_key="fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01al18226212",

from_bytecode (bytecode: str) — swap.providers.bytom.htlc. HTLC
Initialize Bytom Hash Time Lock Contract (HTLC) from bytecode.

Parameters bytecode (str)— Bytom bytecode.

Returns HTLC — Bytom Hash Time Lock Contract (HTLC) instance.

>>> from swap.providers.bytom.htlc import HTLC
>>> htlc: HTLC = HTLC(network="testnet")
>>> bytecode: str =

n
—

>>> htlc. from_bytecode (bytecode=bytecode)
<swap.providers.bytom.htlc.HTLC object at 0x0409DAFO>

—"03285d0a20fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212203e

Ma377aedafald3

bytecode() — str
Get Bytom Hash Time Lock Contract (HTLC) bytecode.

Returns str — Bytom HTLC bytecode.

>>> from swap.providers.bytom.htlc import HTLC
>>> from swap.utils import sha256
>>> htlc: HTLC = HTLC(network="mainnet")

—"3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffba5ae3e", sender_

— endblock=679208)

>>> htlc.build_htlc(secret_hash=sha256("'Hello Meheret!"), recipient_public_key=

—public_key="£fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf@®lal18226212",

(continues on next page)
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>>> htlc.bytecode()

—"03285d0a20fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212203ePa377ae4atald3

n
—

opcode () — Optionallstr]
Get Bytom Hash Time Lock Contract (HTLC) OP_Code.

Returns str — Bytom HTLC opcode.

>>> from swap.providers.bytom.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=sha256("'Hello Meheret!"), recipient_public_key=
—"3e0a377ae4afa®031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffbaSae3e"”, sender_
—public_key="fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212",
— endblock=679208)

>>> htlc.opcode()

"0x285d0a 0xfe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212.,
—0x3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476£f0ffba5ae3e.,
-.0x3a26da82ead15a80533a02696656b14b5dbfd84eb14790f2elbe5e9e45820eeb DEPTH.
—.0x547a6416000000557aa888537a7cae7cac631f000000537acd9£f6972ae7cac FALSE.,
—CHECKPREDICATE"

hash() — str
Get Bytom Hash Time Lock Contract (HTLC) hash.

Returns str — Bytom HTLC hash.

>>> from swap.providers.bytom.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=sha256("'Hello Meheret!"), recipient_public_key=
—"3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffba5ae3e", sender_
—public_key="fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212",
— endblock=679208)

>>> htlc.hash(Q)
"e7f4a9815f3a36c616c5666b97fb7fdacd3720c117d078c429494d1b617fe7d4"

contract_address() — str
Get Bytom Hash Time Lock Contract (HTLC) address.

Returns str — Bytom HTLC address.

>>> from swap.providers.bytom.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_public_key=
—"3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffba5ae3e"”, sender_
—public_key="fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212",
< endblock=679208)

>>> htlc.contract_address()

"bmlqul62ng218gmvvok9vede®7mlmtxnwgxpzlg833pffIx3kctlul2q727jyy"
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balance (asset: Union[str, swap.providers.bytom.assets.AssetNamespace] =
iy s unit: str="NEU") — Unionlint, float]
Get Bytom HTLC balance.

Parameters

* asset (str, bytom.assets.AssetNamespace, bytom.assets.AssetNamespace)
— Bytom asset id, defaults to BTM.

e unit (str)— Bytom unit, default to NEU.

Returns int, float — Bytom HTLC balance.

>>> from swap.providers.bytom.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=sha256("'Hello Meheret!"), recipient_public_key=
—"3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffba5ae3e", sender_
—public_key="fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212",
— endblock=679208)

>>> htlc.balance(asset=

B e e 5 5 e e e e e e e e e 5 5 e e e e e e e e e e e e e e e e e e e s s s AR U R = SR V|
="M

0.1

utxos (asset: Union[str, swap.providers.bytom.assets.AssetNamespace | =

T . limit: int = 15) — list
Get Bytom HTLC unspent transaction output (UTXO’s).

Parameters
* asset (str, bytom.assets.AssetNamespace)— Bytom asset id, defaults to BTM.
e limit (int) — Limit of UTXO’s, default is 15.

Returns list — Bytom unspent transaction outputs.

>>> from swap.providers.bytom.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=sha256("'Hello Meheret!"), recipient_public_key=
—"3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffba5ae3e", sender_
—public_key="fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212",
— endblock=679208)

>>> htlc.utxos(asset=

BRI e e e e e e e e e e e e e s s 0 e e e e e e e e e e e e e e e e e e e s S |

[{'hash': 'laaf7df33c1d41bc6108c93d8b6da6af1d7£68632£54516408a03££86494a1f0"',
~'asset': "fEffffffffffffffffffffffffffffffffffrffffffffffffffffffffffffffff’,
—"amount': 100000003}]
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7.3 Transaction

Bytom transaction in blockchain network.

class swap.providers.bytom.transaction.Transaction(nerwork: str = 'mainnet")
Bytom Transaction.

Parameters network (str) — Bytom network, defaults to mainnet.

Returns Transaction — Bytom transaction instance.

Note: Bytom has only three networks, mainnet. solonet and mainnet.

fee(unit: str = 'NEU'") — Union[int, float]
Get Bytom transaction fee.

Parameters unit (str)— Bytom unit, default to NEU.

Returns int, float — Bytom transaction fee.

>>> from swap.providers.bytom.transaction import WithdrawTransaction

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—'"mainnet")

>>> withdraw_transaction.build_transaction(address=

< "bmlg3plwvmvydghjmp5zffzmk50aagpujt6£f5je85p", transaction_hash=
—"59ble43b57cbalafa5834eb9886e4a9fba®31c9880ce7ae29d32¢c36£f6b47496f", asset=
B e e e s 5 e e e e e e e e e e s e e e e e e e e e e e e e e e e e s S |

>>> withdraw_transaction. fee(unit="NEU")
509000

hash() — str

Get Bytom transaction hash.

returns str — Bytom transaction id/hash.

>>> from swap.providers.bytom.htlc import HTLC

>>> from swap.providers.bytom.transaction import FundTransaction

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=
-"3a26da82ead15a80533a02696656b14b5dbfd84eb14790f2elbe5e9e45820eeb"”, recipient_
—public_key="3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffba5ae3e",

< sender_public_key=
—"fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212", ..

—endblock=679208)

>>> fund_transaction: FundTransaction = FundTransaction(network="mainnet")

>>> fund_transaction.build_transaction(address=

< "bmlgk9vjdjaezlcnjdckds4fkm8fwv5Skawmg9qrufx", htlc=htlc, amount=0.1, asset=
BEERS,  oe e e e  o oe  e oe oe oe oe oee e ARR U Y T R S |

n
—

>>> fund_transaction.hash()
"a3078af0810c68a7bb6f2f42cd67dce9dea3d77028caldc527224e4524038abc4”

json() — dict
Get Bytom transaction json format.
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Returns dict — Bytom transaction json format.

>>> from swap.providers.bytom.transaction import RefundTransaction

>>> refund_transaction: RefundTransaction = RefundTransaction(network="mainnet")
>>> refund_transaction.build_transaction(address=
—"bmlgk9vjdjaezlcnjdckds4fkm8fwvSkawmg9qrufx", transaction_hash=
—"59ble43b57cbalafa5834eb9886e4a9fba®31c9880ce7ae29d32¢c36£f6b47496f", asset=

SR, 5 5 e e e e e 0 e e e 5 e e e e e e 0 0 e e 0 e e e e e e e e e e e e e o e e e e e s A |

>>> refund_transaction. json()

{"tx_id": "1722aa930£f6f93b4c87788ea55f49055£f26£86821bcd11a64d42bcb9e3b8a96d",

—"version": 1, "size": 179, "time_range": 0, "inputs": [{"type": "spend",
~"asset_id": "ffffLff i ffffffffffffffffffffffffffffffffffffffffffffffffffff
", "asset_definition": {}, "amount": 10000000, "control_program":

- "0020e7£429815f3a36c616c5666b97fb7fdacd3720c117d078c429494d1b617fe7d4",
—"address": "bmlqul62nq218gmvv9k9vede®7mlmtxnwgxpzlg833pff9Ix3kctlul2q727jyy",
—"spent_output_id":
—"laaf7d£33c1d41bc6108c93d8b6dabafl1d7£68632£54516408a03££86494a1f0", "input_id
~": "6ccbhb3abb96d713fcaf27548ed76dadc695259fb7570b38ab9cde23f7ec261d60",
~"witness_arguments": null, "sign_data":
—"cc78c1fb648£8826e4dd4£85£885ac75866c0233b0af6581753d858304b8e0®4b"}], "outputs
<" [{"type": "control", "id":
—"6£831e2£958252a20b8d5aa9242c7bda229cb0e35bd2101978ea7df6cd7cc728", "position
<" 0, "asset_id":

SR, e e e e e e 0 e e e e e e e e e e e 0 e e e e e e e e e e e e e 0 e e e e e e e e s s s s A -1 <} ol
—definition": {}, "amount": 9491000, "control_program":
—"0014b1592achbb917£13937166c2a9b6ce973296ebb60", "address":
—"bmlgk9vjdjaezlcnjdckds4fkm8fwvSkawmg9qrufx"}], "fee": 509000}

raw() — str
Get Bytom transaction raw.

Returns str — Bytom transaction raw.

>>> from swap.providers.bytom.transaction import WithdrawTransaction

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—'"mainnet")

>>> withdraw_transaction.build_transaction(address=

< "bmlg3plwvmvy4dghjmp5zffzmk50aagpujt6£5je85p", transaction_hash=
—"59ble43b57cbalafa5834eb9886e4a9fba0®31c9880ce7ae29d32c36£6b47496f", asset=
SSERAS,  5  e e e e a  o e e ee e oe oe oe oe e e e s S |

>>> withdraw_transaction.raw()

~"07010001016b0169f7df4d06a3fe3c8ac6438£25f9c97744a10455357857775526¢c3e6c752fb6%pafffffffffff:

n
—

type() — str
Get Bytom signature transaction type.

Returns str — Bytom signature transaction type.

>>> from swap.providers.bytom.transaction import WithdrawTransaction

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=

—"mainnet")

>>> withdraw_transaction.build_transaction(address=
"bm1q3plwvmvy4qh3mp52ffzmk5®aagpu3t6f53e85p transaction_ hash—

"ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff")

. Transaction 77



Swap, Release 0.4.0

(continued from previous page)

>>> withdraw_transaction.type()
"bytom_withdraw_unsigned"

unsigned_datas (detail: bool = False) — List[dict]
Get Bytom transaction unsigned datas(messages) with instruction.

Parameters detail (bool)— Bytom unsigned datas to see detail, defaults to False.

Returns list — Bytom transaction unsigned datas.

>>> from swap.providers.bytom.htlc import HTLC

>>> from swap.providers.bytom.transaction import FundTransaction

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=
—'"3a26da82ead15a80533a02696656b14b5dbfd84eb14790f2elbe5e9e45820eeb", recipient_
—public_key="3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476£f0ffba5ae3e",
-, sender_public_key=

" fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf®1al18226212", .,
—endblock=679208)

>>> fund_transaction: FundTransaction = FundTransaction(network="mainnet")

>>> fund_transaction.build_transaction(address=

—"bmlgk9vj4jaezlcnjdckds4 fkm8fwvSkawmg9qgrufx", htlc=htlc, amount=0.1, asset=
SRR, 5 5 e e e e s e e e e e e e e e e e 0 e e e e o e e e e e e e e e e e o e e e e e s s APOR U) ¢  o
-

>>> fund_transaction.unsigned_datas()

[{"datas": ["f42a2b6e15585b88da8bh34237c7a6fd83af12ee6971813d66cf794a63ebcclb6f"],
< "public_key":

" fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf®1al118226212", "network
—": "mainnet", "path": "m/44/153/1/0/1"}]

signatures () — List[List[str]]
Get Bytom transaction signatures(signed datas).

Returns list — Bytom transaction signatures.

>>> from swap.providers.bytom.htlc import HTLC

>>> from swap.providers.bytom.transaction import FundTransaction

>>> from swap.providers.bytom.solver import FundSolver

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=
—»"3a26da82ead15a80533a02696656b14b5dbfd84eb14790f2elbe5e9e45820eeb", recipient_
—public_key="3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffba5ae3e",
- sender_public_key=
—"fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212", ..
—endblock=679208)

>>> fund_transaction: FundTransaction = FundTransaction(network="mainnet')

>>> fund_transaction.build_transaction(address=

< "bmlgk9vjdjaezlcnjdckds4fkm8fwvSkawmg9qrufx", htlc=htlc, amount=0.1, asset=
SEERS,  5  oe e e oe  o oe  oe oe oe oe oee  AAOR U G S
)

>>> fund_solver: FundSolver = FundSolver(xprivate_key=
-»""58775359b7b3588dcdc1bcf373489fa1272cacc03909f78469657b0208e66e46daedfdd®fd8£8dif14e2084c7e8d
", path="m/44/153/1/0/1™)

>>> fund_transaction.sign(solver=fund_solver)

(continues on next page)
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(continued from previous page)

>>> fund_transaction.signatures()
L[
< 'b82e97abc4b70£f7ffe7£783254c63e61436d6a7ad15da89b1fb791£91d1d6aaldbab7££86328eabd2959£5475dde:
~'1]

7.3.1 FundTransaction

class swap.providers.bytom.transaction.FundTransaction(network: str = 'mainnet")
Bytom Fund transaction.

Parameters network (str) — Bytom network, defaults to mainnet.

Returns FundTransaction — Bytom fund transaction instance.

Warning: Do not forget to build transaction after initialize fund transaction.

build_transaction(address: str, htlc: swap.providers.bytom.htlc. HTLC, amount: int, asset: Union/str,
swap.providers.bytom.assets.AssetNamespace ] =
s unit: str="NEU") —
swap.providers.bytom.transaction. FundTransaction
Build Bytom fund transaction.

Parameters
* address (str)— Bytom sender wallet address.
¢ htlc (str)— Bytom Hash Time Lock Contract (HTLC) instance.
e amount (int, float)-— Bytom amount to fund.
e asset (str, bytom.assets.AssetNamespace)— Bytom asset id, defaults to BTM.
e unit (str) - Bytom unit, default to NEU.

Returns FundTransaction — Bytom fund transaction instance.

>>> from swap.providers.bytom.htlc import HTLC

>>> from swap.providers.bytom.transaction import FundTransaction

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=
—»"3a26da82ead15a80533a02696656b14b5dbfd84eb14790f2elbe5e9e45820eeb", recipient_
—public_key="3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffba5ae3e",
-, sender_public_key=

" feb6b3£d4458291b19605d928372e1060cc0237e68022b2eb9faf®1all18226212", .
—endblock=679208)

>>> fund_transaction: FundTransaction = FundTransaction(network="mainnet'")

>>> fund_transaction.build_transaction(address=

< "bmlgk9vjdjaezlcnjdckds4fkm8fwvSkawmg9qrufx", htlc=htlc, amount=0.1, asset=
SRR, 5 e s e e e e e e e s 5 5 e e o o e e e e e o e o e e o e e e s s s s AR U G =R S

"
—

<swap.providers.bytom.transaction.FundTransaction object at 0x0409DAFO>

sign(solver: swap.providers.bytom.solver.FundSolver) — swap.providers.bytom.transaction. FundTransaction
Sign Bytom fund transaction.
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Parameters solver (bytom.solver.FundSolver)— Bytom fund solver.

Returns FundTransaction — Bytom fund transaction instance.

>>> from swap.providers.bytom.htlc import HTLC

>>> from swap.providers.bytom.transaction import FundTransaction

>>> from swap.providers.bytom.solver import FundSolver

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=
-"3a26da82ead15a80533a02696656b14b5dbfd84eb14790f2elbe5e9e45820eeb"”, recipient_
—public_key="3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffba5ae3e",
<, sender_public_key=
—"fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212", ..
—endblock=679208)

>>> fund_transaction: FundTransaction = FundTransaction(network="mainnet')

>>> fund_transaction.build_transaction(address=

< "bmlgk9vjdjaezlcnjdckds4fkm8fwvSkawmg9qrufx", htlc=htlc, amount=0.1, asset=
SER.  5 5 5 e e o e e e e e e e e e e o e o e o  APO D o I S H M
)

>>> fund_solver: FundSolver = FundSolver(xprivate_key=
-""58775359b7b3588dcdc1bcf373489fal1272cacc03909f78469657b0208e66e46daedfdd®fd8£8d
", path="m/44/153/1/0/1™)

>>> fund_transaction.sign(solver=fund_solver)
<swap.providers.bytom.transaction.FundTransaction object at 0x0409DAFO>

if14e2084c7e8d

transaction_raw() — str

Get Bytom fund transaction raw.

Returns str — Bytom fund transaction raw.

>>> from swap.providers.bytom.htlc import HTLC

>>> from swap.providers.bytom.transaction import FundTransaction

>>> htlc: HTLC = HTLC(network="mainnet'")

>>> htlc.build_htlc(secret_hash=
—"3a26da82ead15a80533a02696656b14b5dbfd84eb14790f2elbe5e9%9e45820eeb", recipient_
—public_key="3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476£f0ffba5ae3e",
- sender_public_key=

" fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf®1all18226212", .
—endblock=679208)

>>> fund_transaction: FundTransaction = FundTransaction(network="mainnet')

>>> fund_transaction.build_transaction(address=

< "bmlgk9vjdjaezlcnjdckds4fkm8fwvSkawmg9qrufx", htlc=htlc, amount=0.1, asset=

BN e 5 e e e e e e e e e e 5 e e e e e e e e e o e e e e e e e e s s s AR U R R SR |

n
—

>>> fund_transaction.transaction_raw()

<" eyJmZWUiOiAONDKwMDASICIhZGRyZXNzI jogIm]tMXFrOXZgNGphZXpsY25q9ZGNrZHMOZmtt0GZ3dj

n
—

VrYXdtcTlxcnVi
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7.3.2 WithdrawTransaction

class swap.providers.bytom.transaction.WithdrawTransaction(network: str = 'mainnet")
Bytom Withdraw transaction.

Parameters network (str) — Bytom network, defaults to mainnet.

Returns WithdrawTransaction — Bytom withdraw transaction instance.

Warning: Do not forget to build transaction after initialize withdraw transaction.

build_transaction(address: str, transaction_hash: str, asset: Union[str,

swap.providers.bytom.assets.AssetNamespace | =

T —

swap.providers.bytom.transaction. WithdrawTransaction
Build Bytom withdraw transaction.

Parameters
¢ address (str)— Bytom recipient wallet address.
e transaction_hash (str) — Bytom funded transaction hash/id.
* asset (str, bytom.assets.AssetNamespace)— Bytom asset id, defaults to BTM.

Returns WithdrawTransaction — Bytom withdraw transaction instance.

>>> from swap.providers.bytom.transaction import WithdrawTransaction

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—'"mainnet")

>>> withdraw_transaction.build_transaction(address=

< "bmlg3plwvmvydghjmp5zffzmk50aagpujt6f5je85p", transaction_hash=
—"59ble43b57cbalafa5834eb9886e4a9fba0®31c9880ce7ae29d32c36£6b47496f", asset=
SEERAS,  5  e e e o oe oe ee e e oe oe oe e e s s  |
<swap.providers.bytom.transaction.WithdrawTransaction object at 0x0409DAFQ®>

sign(solver: swap.providers.bytom.solver. WithdrawSolver) —

swap.providers.bytom.transaction. Withdraw Transaction
Sign Bytom withdraw transaction.

Parameters solver (bytom.solver.WithdrawSolver)— Bytom withdraw solver.

Returns WithdrawTransaction — Bytom withdraw transaction instance.

>>> from swap.providers.bytom.transaction import WithdrawTransaction

>>> from swap.providers.bytom.solver import WithdrawSolver

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—'"mainnet")

>>> withdraw_transaction.build_transaction(address=

< "bmlg3plwvmvydghjmp5zffzmk50aagpujt6£f5je85p", transaction_hash=
—"59ble43b57cbalafa5834eb9886e4a9fba®31c9880ce7ae29d32¢c36£f6b47496f", asset=

B e e e 5 e 0 e e e e e e e e e s e e e e e e e e e e e o e e e e e o ) |

>>> bytecode: str =
—"03285d0a20fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212203e

"
—

>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=
"58dd4094155bbeb£2868189231c47e4e®edbd9£74545£843¢c9537259e1d7a656983aef283d0cce

Ma377aedafald3

becc2d33577a9:

", secret_key="Hello Meheret!", bytecode=bytecode) (continues on next page)

7.3. Transaction 81



Swap, Release 0.4.0

(continued from previous page)

>>> withdraw_transaction.sign(solver=withdraw_solver)
<swap.providers.bytom.transaction.WithdrawTransaction object at 0x0409DAF®>

transaction_raw() — str

Get Bytom withdraw transaction raw.

Returns str — Bytom withdraw transaction raw.

>>> from swap.providers.bytom.transaction import WithdrawTransaction

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—"mainnet")

>>> withdraw_transaction.build_transaction(address=

< "bmlg3plwvmvydghjmp5zffzmk50aagpujt6£5je85p", transaction_hash=
—"59ble43b57cbalafa5834eb9886e4a9fba®31c9880ce7ae29d32¢c36£6b47496f", asset=
SRS, 5 5 5 e e s e e e e e e e e e s 0 0 e e e e e o e e e e e s e e e e e o o e e e e s A |

>>> withdraw_transaction.transaction_raw()

—"eyImZWUiOiA1MDkwMDASICIhZGRyZXNzIjogImJtMXF 1bDYybnEybDhnbXZ20Ws5dmUOZTA3bWxtdH,

"
—

hud2d4cHpsZzg:

7.3.3 RefundTransaction

class swap.providers.bytom.transaction.RefundTransaction(network: str = 'mainnet’)

Bytom Refund transaction.

Parameters network (str) — Bytom network, defaults to mainnet.

Returns RefundTransaction — Bytom refund transaction instance.

Warning: Do not forget to build transaction after initialize refund transaction.

build_transaction(address: str, transaction_hash: str, asset: Union[str,

swap.providers.bytom.assets.AssetNamespace] =
swap.providers.bytom.transaction.RefundTransaction
Build Bytom refund transaction.
Parameters
¢ address (str)— Bytom sender wallet address.
e transaction_hash (str) — Bytom funded transaction hash/id
* asset (str, bytom.assets.AssetNamespace)— Bytom asset id, defaults to BTM.

Returns RefundTransaction — Bytom refund transaction instance.

>>> from swap.providers.bytom.transaction import RefundTransaction

>>> refund_transaction: RefundTransaction = RefundTransaction(network="mainnet")
>>> refund_transaction.build_transaction(address=
—"bmlgk9vj4jaezlcnjdckdsdfkm8fwvSkawmg9grufx", transaction_hash=
—"59ble43b57cbalafa5834eb9886e4a9fba®31c9880ce7ae29d32¢c36£f6b47496f", asset=

SR 5 5 5 e i e e o e e o i 0 e e e e o e e o 0 e o 0 0 e 0 e o o e e o o o s 6 o D
<swap.providers.bytom.transaction.RefundTransaction object at 0x0409DAFO>
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sign(solver: swap.providers.bytom.solver.RefundSolver) —

swap.providers.bytom.transaction.RefundTransaction
Sign Bytom refund transaction.

Parameters solver (bytom.solver.RefundSolver)— Bytom refund solver.

Returns RefundTransaction — Bytom refund transaction instance.

>>> from swap.providers.bytom.transaction import RefundTransaction

>>> from swap.providers.bytom.solver import RefundSolver

>>> refund_transaction: RefundTransaction = RefundTransaction(network="mainnet")
>>> refund_transaction.build_transaction(address=

—"bmlgk9vjdjaezlcnjdckds4 fkm8fwvSkawmg9qrufx", transaction_hash=
—"59b1le43b57cbalafa5834eb9886e4a9fba0®31c9880ce7ae29d32c36£f6b47496f", asset=

SRS, 5 5 e e e 0 e e 0 e e e e e e 0 0 5 e 0 e e o e e e e s e e e e e o e e e e e s A |

>>> bytecode: str =

—"03285d0a20fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212203ePfa377ae4afald3

n
—

>>> refund_solver: RefundSolver = RefundSolver (xprivate_key=
—""58775359b7b3588dcdc1bcf373489fal1272cacc03909f78469657b0208e66e46daedfdd®fd8£8d
", bytecode=bytecode)

>>> refund_transaction.sign(solver=refund_solver)
<swap.providers.bytom.transaction.RefundTransaction object at 0x0409DAFO>

if14e2084c7e8d.

transaction_raw() — str

Get Bytom refund transaction raw.

Returns str — Bytom refund transaction raw.

>>> from swap.providers.bytom.transaction import RefundTransaction

>>> refund_transaction: RefundTransaction = RefundTransaction(network="mainnet")
>>> refund_transaction.build_transaction(address=

< "bmlgk9vjdjaezlcnjdckdsd fkm8fwvskawmg9qrufx", transaction_hash=
—"59ble43b57cbalafa5834eb9886e4a9fba0®31c9880ce7ae29d32c36£6b47496f", asset=

SRS, 5 5 e e e e s s 5 0 e e e e e e s s o o e e e e e e e e e e e e e s e e e s o |

>>> refund_transaction.transaction_raw()

—"eyImZWUiO1iA1MDkwMDASICIhZGRyZXNzIjogImJtMXF 1bDYybnEybDhnbXZ20Ws5dmUOZTA3bWxtdH,

n
—

hud2d4cHpsZzg:
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7.4 Solver

Bytom solver.

7.4.1 FundSolver

class swap.providers.bytom.solver.FundSolver (xprivate_key: str, account: int = 1, change: bool = False,

address: int = 1, path: Optional[str] = None, indexes:
Optional[List[str]] = None)
Bytom Fund solver.

Parameters
» xprivate_key (str)— Bytom sender xprivate key.
* account (int) — Bytom derivation account, defaults to 1.
» change (bool) — Bytom derivation change, defaults to False.
* address (int) — Bytom derivation address, defaults to 1.
* path (str)— Bytom derivation path, defaults to None.
* indexes (1ist) — Bytom derivation indexes, defaults to None.

Returns FundSolver — Bytom fund solver instance.

>>> from swap.providers.bytom.solver import FundSolver
>>> sender_xprivate_key: str =
"58775359b7b3588dcdc1bcf373489fal1272cacc03909£78469657b0208e66e46daedfdd0fd8£f8dflde

"
—

>>> fund_solver = FundSolver(xprivate_key=sender_xprivate_key)
<swap.providers.bytom.solver.FundSolver object at 0x03FCCA60>

P084c7e8df470:

7.4.2 WithdrawSolver

class swap.providers.bytom.solver.WithdrawSolver (xprivate_key: str, secret_key: str, bytecode: str,

account: int = 1, change: bool = False, address: int
= I, path: Optional[str] = None, indexes:
Optional[List[str]] = None)

Bytom Withdraw solver.

Parameters
» xprivate_key (str)— Bytom sender xprivate key.
* secret_key (str) — Secret password/passphrase.
* bytecode (str) — Bytom witness HTLC bytecode.
* account (int) — Bytom derivation account, defaults to 1.
» change (bool) — Bytom derivation change, defaults to False.
* address (int) — Bytom derivation address, defaults to 1.
» path (str) — Bytom derivation path, defaults to None.

* indexes (1ist)— Bytom derivation indexes, defaults to None.
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Returns WithdrawSolver — Bytom withdraw solver instance.

>>> from swap.providers.bytom.solver import WithdrawSolver
>>> recipient_xprivate_key: str =
- "'58dd4094155bbebf2868189231c47e4e0edbd9£74545£843c9537259e1d7a656983aef283d0ccebecc

"
—

>>> bytecode: str =
"03285d0a20fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212203e0a37

"
—

>>> withdraw_solver = WithdrawSolver(xprivate_key=recipient_xprivate_key, secret_
—key="Hello Meheret!", bytecode=bytecode)
<swap.providers.bytom.solver.WithdrawSolver object at OxO®3FCCA60>

2d33577a9£650!

Faedafa031d45!

7.4.3 RefundSolver

class swap.providers.bytom.solver.RefundSolver (xprivate_key: str, bytecode: str, account: int = 1,

change: bool = False, address: int = 1, path:
Optional[str] = None, indexes: Optional[List[str]] =
None)

Bytom Refund solver.

Parameters
» xprivate_key (str)— Bytom sender xprivate key.
* bytecode (str) — Bytom witness HTLC bytecode.
* account (int) — Bytom derivation account, defaults to 1.
» change (bool) — Bytom derivation change, defaults to False.
* address (int) — Bytom derivation address, defaults to 1.
* path (str)— Bytom derivation path, defaults to None.
* indexes (1ist) — Bytom derivation indexes, defaults to None.

Returns RefundSolver — Bytom refund solver instance.

>>> from swap.providers.bytom.solver import RefundSolver
>>> sender_xprivate_key: str =
«"58775359b7b3588dcdc1bcf373489fal272cacc®3909£78469657b0208e66e46daedfdd0fd8£8df14e

"
—

>>> bytecode: str =
- "03285d0a20fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf®1a118226212203e0a37

"
—

>>> refund_solver = RefundSolver(xprivate_key=sender_xprivate_key,..
—bytecode=bytecode)
<swap.providers.bytom.solver.RefundSolver object at 0xO3FCCA60>

P084c7e8df470:

Faedafa031d45!
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7.5 Signature

Bytom signature.

class swap.providers.bytom.signature.Signature(network: str = 'mainnet")
Bytom Signature.

Parameters network (str) — Bytom network, defaults to mainnet.

Returns Signature — Bytom signature instance.

Note: Bytom has only three networks, mainnet, solonet and testnet.

fee(unit: str = 'NEU'") — Union[int, float]
Get Bytom transaction fee.

Parameters unit (str)— Bytom unit, default to NEU.

Returns int, float — Bytom transaction fee.

>>> from swap.providers.bytom.signature import Signature
>>> from swap.providers.bytom.solver import FundSolver
>>> unsigned_fund_transaction_raw: str =

" eyJmZWUiOiAONDKkwMDASICIhZGRyZXNzIjogIm] tMXFrOXZgNGphZXpsY25qZGNrZHMOZmt t0GZ3djNrYXdtcT1lxcnVi
>>> signature: Signature = Signature(network="mainnet")
>>> fund_solver: FundSolver = FundSolver(xprivate_key=

—"58775359b7b3588dcdc1bcf373489fal1272cacc03909£78469657b0208e66e46daedfdd0fd8£8dif14e2084c7e8d.

-

>>> signature.sign(transaction_raw=unsigned_fund_transaction_raw, solver=fund_
—.solver)

>>> signature.fee(unit="NEU")

449000

hash() — str
Get Bytom signature transaction hash.

Returns str — Bytom signature transaction hash or transaction id.

>>> from swap.providers.bytom.signature import Signature
>>> from swap.providers.bytom.solver import WithdrawSolver
>>> unsigned_withdraw_transaction_raw: str =
«"eyJmZWUi0iA1MDkwMDASICIhZGRyZXNzIjogIm] tMXF 1bDYybnEybDhnbXZ20Ws5dmUOZTA3bWxtdHhud2d4cHpsZzg.

n
—

>>> bytecode: str =
"03285d0a20fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212203efa377ae4afald3

"
—

>>> signature: Signature = Signature(network="mainnet")

>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=
—"58dd4094155bbebf2868189231c47e4e0edbd9£74545£843¢c9537259e1d7a656983aef283d0ccepecc2d33577a9
", secret_key="Hello Meheret!", bytecode=bytecode)

>>> signature.sign(transaction_raw=unsigned_withdraw_transaction_raw,.
—solver=withdraw_solver)

>>> signature.hash()

"d1e84c37£f41056£4df398523£f84ecf079377£d85e4561c10ec03818cd4db7ecOd"
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json() — dict
Get Bytom signature transaction json format.

Returns dict — Bytom signature transaction json format.

>>> from swap.providers.bytom.signature import Signature
>>> from swap.providers.bytom.solver import FundSolver
>>> unsigned_fund_transaction_raw: str =
—"eyJmZWUiOiAONDKwMDASICIhZGRyZXNzIjogIm] tMXFrOXZgNGphZXpsY25q9ZGNrZHMOZmt t0GZ3djVrYXdtcT1lxcnVi

n
—

>>> signature: Signature = Signature(network="mainnet")
>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"58775359b7b3588dcdclbcf373489fal272cacc®3909£78469657b0208e66e46daedfdd®fd8£8df14e2084c7e8d
-

>>> signature.sign(transaction_raw=unsigned_fund_transaction_raw, solver=fund_
—solver)

>>> signature. json()

{"tx_id": "a3078af0810c68a7bb6f2f42cd67dce9dea3d77028cal®c527224e4524038abc4",

~"version": 1, "size": 275, "time_range": 0, "inputs": [{"type": "spend",
"asset_id": "ffffLff A ffffffffffffffffffffffffffffffffffffffffffffffffffff
", "asset_definition": {}, "amount": 189551000, "control_program":

—"0014b1592acbb917£13937166c2a9b6ce973296ebb60", "address":
—"bmlgk9vjdjaezlcnjdckds4fkm8fwv5Skawmg9qrufx", "spent_output_id":
—"dd12e69d28a3e581b8b4501£9979ad39balebb7e2163fell2a54a81fc2e8d6e3"”, "input_id
<"1 "e55412ce943b72860eal®6f7bc4c7ca4d9913b3dd736£8915279741c9a8c3bb2d",
—"witness_arguments": [

" fe6b3£d4458291b19605d928372e1060cc0237e68022b2eb9faf®1al18226212"], "sign_
—data": "f42a2b6e15585b88da8b34237c7a6fd83afl12ee6971813d66cf794a63ebccl6f"}],
~"outputs": [{"type": "control", "id":
—"ecbd05faf0c2bec7706fb1d5230768d86eddc4d65fae2e4b®f995e6aa278c278", "position
"1 0, "asset_id":

SN, 5 5 e e s 0 0 e o e e e e 0 0 0 e e o o e e 0 0 o e e e o o e s s s s s AR -1~ =Y ol
—definition": {3}, "amount": 10000000, "control_program":
-"0020e7£429815£f3a36c616c5666b97fb7fdacd3720c117d078c429494d1b617fe7d4",
—"address": "bmlqul62nq218gmvv9k9vede®7mlmtxnwgxpzlg833pffIx3kctlul2q727jyy"},
—~{"type": "control", "id":
—"9b13259cf0ddfebeb6f616el1£f5f52a7372b20bd3d7ba694cdbc5490cdc675538", "position
~": 1, "asset_id":

SRS, 5 5 e e s s s s e e e e e e e e e e 0 5 e e e e e e e e e e 0 e e e e e e e e s s s s AP -1~ =Y ol
—definition": {}, "amount": 179102000, "control_program":
—"0014b1592acbb917£13937166c2a9b6ce973296ebb60", "address":

< "bmlgk9vjdjaezlcnjdckds4fkm8fwvSkawmq9qrufx"}], "fee": 4490003

raw() — str
Get Bytom signature transaction raw.

Returns str — Bytom signature transaction raw.

>>> from swap.providers.bytom.signature import Signature
>>> from swap.providers.bytom.solver import FundSolver
>>> unsigned_fund_transaction_raw: str =
—"eyJmZWUi0iAONDkwMDASICIhZGRyZXNzI jogIm]tMXFrOXZgNGphZXpsY25qZGNrZHMOZmt t0GZ3djVrYXdtcTlxcnV:

"
—

>>> signature: Signature = Signature(network="mainnet")
>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—.""58775359b7b3588dcdc1bcf373489fal1272cacc03909£78469657b0208e66e46RNEHaEs QHOTEBHBA 1422084 c7e8d

"
—
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>>> signature.sign(transaction_raw=unsigned_fund_transaction_raw, solver=fund_
—solver)
>>> signature.raw()

~"07010001015£015df7df4d06a3fe3c8ac6438£25f9c97744a10455357857775526¢c3e6c752fb6%pafffffffffff:

n
—

type() — str
Get Bytom signature transaction type.

Returns str — Bytom signature transaction type.

>>> from swap.providers.bytom.signature import Signature
>>> from swap.providers.bytom.solver import RefundSolver
>>> unsigned_refund_transaction_raw: str =

<" eyImZWUi01iA1MDkwMDASICJhZGRYZXNzI jogImJtMXF 1bDYybnEybDhnbXZ20Ws 5dmUOZTA3bWxtdHhud2d4cHpsZzg:

"
—

>>> bytecode: str =
—"03285d0a20fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212203ePa377ae4afad3

n
—

>>> signature: Signature = Signature(network="mainnet")

>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=
—"58775359b7b3588dcdclbcf373489fal1272cacc0®3909£78469657b0208e66e46daedfdd®fd8£8df14e2084c7e8d
", bytecode=bytecode)

>>> signature.sign(transaction_raw=unsigned_refund_transaction_raw,..
—solver=refund_solver)

>>> signature.type()

"bytom_refund_signed"

sign(transaction_raw: str, solver: Union[swap.providers.bytom.solver.FundSolver,
swap.providers.bytom.solver.WithdrawSolver, swap.providers.bytom.solver.RefundSolver]) —
Union[swap.providers.bytom.signature. FundSignature,
swap.providers.bytom.signature. WithdrawSignature, swap.providers.bytom.signature.RefundSignature]
Sign unsigned transaction raw.

Parameters
e transaction_raw (str) — Bytom unsigned transaction raw.

e solver (bytom.solver.NormalSolver, bytom.solver.FundSolver, bytom.
solver.WithdrawSolver, bytom.solver.RefundSolver)— Bytom solver

Returns FundSignature, WithdrawSignature, RefundSignature — Bytom signature instance.

>>> from swap.providers.bytom.signature import Signature
>>> from swap.providers.bytom.solver import FundSolver
>>> unsigned_fund_transaction_raw: str =
—"eyJmZWUiOiAONDKwMDASICIhZGRyZXNzIjogIm] tMXFrOXZgNGphZXpsY25q9ZGNrZHMOZmt t0GZ3djVrYXdtcT1lxcnVi

n
—

>>> signature: Signature = Signature(network="mainnet")
>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"58775359b7b3588dcdclbcf373489fal272cacc®3909£78469657b0208e66e46daedfdd0fd8£8dif14e2084c7e8d.
R

>>> signature.sign(transaction_raw=unsigned_fund_transaction_raw, solver=fund_
—»solver)

(continues on next page)
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<swap.providers.bytom.signature.FundSignature object at 0x0409DAFO>

unsigned_datas() — List[dict]
Get Bytom transaction unsigned datas with instruction.

Returns list — Bytom transaction unsigned datas.

>>> from swap.providers.bytom.signature import Signature
>>> from swap.providers.bytom.solver import WithdrawSolver
>>> unsigned_withdraw_transaction_raw: str =
—"eyJmZWUi0iA1MDkwMDASICIhZGRyZXNzIjogIm]tMXF 1bDYybnEybDhnbXZ20Ws5dmUOZTA3bWxtdHhud2d4cHpsZzg.

n
—

>>> bytecode: str =
—"03285d0a20fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212203ePa377aedafad3

"
—

>>> signature: Signature = Signature(network="mainnet")

>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=
—"58dd4094155bbeb£2868189231c47e4e0edbd9£74545£843¢c9537259e1d7a656983aef283d0ccepecc2d33577a9
", secret_key="Hello Meheret!", bytecode=bytecode)

>>> signature.sign(transaction_raw=unsigned_withdraw_transaction_raw,..
—.solver=withdraw_solver)

>>> signature.unsigned_datas()

[{"datas": ["45d1746a1ec0695d3e06059c413872040d24£86499ddafab48177368e5c72883"],
< "network": "mainnet", "path": null}]

signatures () — List[List[str]]
Get Bytom transaction signatures(signed datas).

Returns list — Bytom transaction signatures.

>>> from swap.providers.bytom.signature import Signature
>>> from swap.providers.bytom.solver import FundSolver
>>> unsigned_fund_transaction_raw: str =
—"eyJmZWUiOiAONDKwMDASICIhZGRyZXNzIjogIm] tMXFrOXZgNGphZXpsY25q9ZGNrZHMOZmt t0GZ3djVrYXdtcT1lxcnV:

"
—

>>> signature: Signature = Signature(network="mainnet")
>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"58775359b7b3588dcdclbcf373489fal1272cacc®3909£78469657b0208e66e46daedfdd®fd8£8d|f14e2084c7e8d.
-

>>> signature.sign(transaction_raw=unsigned_fund_transaction_raw, solver=fund_
—»solver)

>>> signature.signatures()

L[
—"b82e97abc4b70£f7ffe7£783254c63e61436d6a7ad15da89b1£fh791f91d1d6aadbab7£f£86328eabd2959£5475dde:
~"11]

transaction_raw() — str
Get Bytom signed transaction raw.

Returns str — Bytom signed transaction raw.

>>> from swap.providers.bytom.signature import Signature
>>> from swap.providers.bytom.solver import FundSolver
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>>> signature: Signature = Signature(network="mainnet")
>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"58775359b7b3588dcdc1bcf373489fal1272¢cacc®3909f78469657b0208e66e46daedfddO®fd8£8d

"
—

>>> signature.sign(transaction_raw=unsigned_fund_transaction_raw, solver=fund_
—solver)
>>> signature.transaction_raw()

" eyImZWUi0iAONDkwMDASICIhZGRyZXNzI jogIm]tMXFrOXZqNGphZXpsY25qZGNrZHMOZmt t0GZ3d

n
—

if14e2084c7e8d.

VrYXdtcTlxcnWi

7.5.1 FundSignature

class swap.providers.bytom.signature.FundSignature (nerwork: str = 'mainnet’)

Bytom Fund signature.

Parameters network (str)— Bytom network, defaults to mainnet.

Returns FundSignature — Bytom fund signature instance.

sign(transaction_raw: str, solver: swap.providers.bytom.solver.FundSolver) —

swap.providers.bytom.signature. FundSignature
Sign unsigned fund transaction raw.

Parameters
e transaction_raw (str) — Bytom unsigned fund transaction raw.
¢ solver (bytom.solver.FundSolver) — Bytom fund solver.

Returns FundSignature — Bytom fund signature instance.

>>> from swap.providers.bytom.signature import FundSignature

>>> from swap.providers.bytom.solver import FundSolver

>>> unsigned_fund_transaction_raw: str =
—"eyJmZWUiO0iAONDKwMDASICIhZGRyZXNzIjogIm]tMXFrOXZgNGphZXpsY25q9ZGNrZHMOZmt t0GZ3dj

n
—

>>> fund_signature: FundSignature = FundSignature(network="mainnet")

>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"58775359b7b3588dcdclbcf373489fal272cacc®3909£78469657b0208e66e46daedfdd®fd8£8d]
-

>>> fund_signature.sign(transaction_raw=unsigned_fund_transaction_raw,..
—solver=fund_solver)

<swap.providers.bytom.signature.FundSignature object at 0x0409DAFO>

VrYXdtcTlxcnVi

if14e2084c7e8d:
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7.5.2 WithdrawSignature

class swap.providers.bytom.signature.WithdrawSignature (network: str = 'mainnet")
Bytom Withdraw signature.

Parameters network (str) — Bytom network, defaults to mainnet.
Returns WithdrawSignature — Bytom withdraw signature instance.

sign(transaction_raw: str, solver: swap.providers.bytom.solver.WithdrawSolver) —
swap.providers.bytom.signature. WithdrawSignature
Sign unsigned withdraw transaction raw.

Parameters
e transaction_raw (str) — Bytom unsigned withdraw transaction raw.
¢ solver (bytom.solver.WithdrawSolver)— Bytom withdraw solver.

Returns WithdrawSignature — Bytom withdraw signature instance.

>>> from swap.providers.bytom.signature import WithdrawSignature
>>> from swap.providers.bytom.solver import WithdrawSolver

>>> unsigned_withdraw_transaction_raw: str =

" eyJmZWUiOiAXMDAWMDAWMCwgIMFkZHI1c3Mi0iAiYmOxcTNwbHd2bXZ5NHF oam1wNXpmZnptazUwYWFncHVgdDZmNWp.

"
—

>>> bytecode: str =
—"03285d0a20fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212203ePa377aed4afad3

n
—

>>> withdraw_signature: WithdrawSignature = WithdrawSignature(network="mainnet")
>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=
-"'58dd4094155bbebf2868189231c47e4e0edbd9£74545f843c9537259e1d7a656983aef283d0ccebecc2d33577a9
", secret_key="Hello Meheret!", bytecode=bytecode)

>>> withdraw_signature.sign(transaction_raw=unsigned_withdraw_transaction_raw,.
—solver=withdraw_solver)

<swap.providers.bytom.signature.WithdrawSignature object at 0x0409DAFO>

7.5.3 RefundSignature

class swap.providers.bytom.signature.RefundSignature (network: str = 'mainnet")
Bytom Refund signature.

Parameters network (str) — Bytom network, defaults to mainnet.
Returns RefundSignature — Bytom withdraw signature instance.

sign(transaction_raw: str, solver: swap.providers.bytom.solver.RefundSolver) —
swap.providers.bytom.signature.RefundSignature
Sign unsigned refund transaction raw.

Parameters
e transaction_raw (str) — Bytom unsigned refund transaction raw.
¢ solver (bytom.solver.RefundSolver) — Bytom refund solver.

Returns RefundSignature — Bytom refund signature instance.
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>>> from swap.providers.bytom.signature import RefundSignature
>>> from swap.providers.bytom.solver import RefundSolver
>>> unsigned_refund_transaction_raw: str =

—"eyImZWUi0iA1MDkwMDASICIhZGRyZXNzIjogImJ tMXF 1bDYybnEybDhnbXZ20Ws5dmUOZTA3bWx tdH,

"
—

>>> bytecode: str =
—"03285d0a20fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212203e

n
—

>>> refund_signature: RefundSignature = RefundSignature(network="mainnet")
>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=

", bytecode=bytecode)

>>> refund_signature.sign(transaction_raw=unsigned_refund_transaction_raw,..
—solver=refund_solver)

hud2d4cHpsZzg:

Ma377aedafad3

—"58775359b7b3588dcdc1bcf373489fal1272cacc03909£78469657b0208eb66e46daedfdd0fd8f8dif14e2084c7e8d.

<swap.providers.bytom.signature.RefundSignature object at 0x0409DAFO>

7.6 Remote Procedure Call (RPC)

Bytom remote procedure call.

swap.providers.bytom.rpc.get_balance(address: str, asset: Union[str,

swap.providers.bytom.assets.AssetNamespace | =
T s network: str =
'mainnet', headers: dict = {'accept': 'application/json’,
‘content-type': 'application/json; charset=utf-8', 'user-agent': 'Swap
User-Agent 0.4.0'}, timeout: int = 60) — int

Get Bytom balance.

Parameters
* address (str)— Bytom address.
* asset (str, bytom.assets.AssetNamespace)— Bytom asset, default to BTM.
* network (str)— Bytom network, defaults to mainnet.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns int — Bytom asset balance (NEU amount).

>>> from swap.providers.bytom.rpc import get_balance
>>> from swap.providers.bytom.assets import BTM as ASSET

>>> get_balance(address="bmlgk9vj4jaezlcnjdckds4 fkm8fwv5Skawmg9qrufx", asset=ASSET,.
—network="mainnet")

71560900

swap.providers.bytom.rpc.get_utxos(program: str, network: str = 'mainnet’, asset: Union/str,

swap.providers.bytom.assets.AssetNamespace | =
ey limit: int = 15, by: str =
‘amount’, order: str = 'desc’, headers: dict = {'accept':
‘application/json', 'content-type': 'application/json; charset=utf-8',
'user-agent': 'Swap User-Agent 0.4.0'}, timeout: int = 60) — list

Get Bytom unspent transaction outputs (UTXO’s).
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Chapter 7. Bytom



Swap, Release 0.4.0

Parameters
* program (str)— Bytom control program.

* network (str)— Bytom network, defaults to mainnet.

asset (str, bytom.assets.AssetNamespace)— Bytom asset id, defaults to BTM.

e limit (int) - Bytom utxo’s limit, defaults to 15.

by (str) — Sort by, defaults to amount.

e order (str) — Sort order, defaults to desc.

* headers (dict) — Request headers, default to common headers.
e timeout (int) — Request timeout, default to 60.

Returns list — Bytom unspent transaction outputs (UTXO’s).

>>> from swap.providers.bytom.rpc import get_utxos

>>> get_utxos(program="00142cda4f99ea8l1l2e6fablcdd26157ed6dc408332a", network=
—'"mainnet")

[{'hash': '7cle20e6ff719176a3ed6£5332ec3£ff665ab28754d2511950e591267e0e675df', 'asset

B 5 5 e e e e e s s e e e e e e e e e e e e 0 e e e 0 e e e e e e e e e e e e e e e e e e e e s s s s A V(110101 4 B A
-,71510800}, {'hash':
—'01b07c3523085b75f1e047be3a73b263635d0b86f9b751457a51b26c5a97a110"', 'asset':

B 5 5 5 e e e e e e e s o o e e e e e e s e e e e o e e e e e e e e e e e s O ({01 U1 ¢
50000}, {'hash': 'ed46cfecclfla26413172ce81c78affb19408e613915642fa5fb04d3b0adffab5s

", 'asset': "fEfffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff’,
— "amount': 100}]

swap.providers.bytom.rpc.estimate_transaction_fee(address: str, amount: int, asset: Union[str,

swap.providers.bytom.assets.AssetNamespace | =
NILLLLELRCR AL ErErCrArR LR LA ErErErererraiRtR LA
confirmations: int = I, network: str = 'mainnet’,
headers: dict = {'accept’: 'application/json’,
‘content-type': ‘application/json; charset=utf-8',
‘user-agent': 'Swap User-Agent 0.4.0'}, timeout: int
=60) — int

Estimate Bytom transaction fee.

Parameters
* address (str)— Bytom address.
e amount (int) — Bytom amount (NEU amount).
* asset (str, bytom.assets.AssetNamespace)— Bytom asset id, default to BTM.
» confirmations (int)— Bytom confirmations, default to 1.
* network (str)— Bytom network, defaults to mainnet.
* headers (dict) — Request headers, default to common headers.

* timeout (int) - request timeout, default to 60.

Returns str — Estimated transaction fee (NEU amount).

>>> from swap.providers.bytom.rpc import estimate_transaction_fee
>>> from swap.providers.bytom.assets import BTM as ASSET

(continues on next page)
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>>> estimate_transaction_fee(address="bmlgk9vj4jaezlcnjdckds4 fkm8fwv5kawmq9qrufx",
—.asset=ASSET, amount=100_000, confirmations=100, network="mainnet")
449000

swap.providers.bytom.rpc.account_create(xpublic_key: str, label: str = 'lst address', account_index: int =

1, network: str = 'mainnet’, headers: dict = {'accept':
‘application/json', 'content-type': 'application/json;
charset=utf-8', 'user-agent': 'Swap User-Agent 0.4.0'}, timeout:
int = 60) — dict

Create account in blockcenter.

Parameters

* xpublic_key (str) — Bytom xpublic key.

label (str)— Bytom limit, defaults to 1st address.

e account_index (str)— Account index, defaults to 1.

network (str) — Bytom network, defaults to mainnet.

headers (dict) — Request headers, default to common headers.
* timeout (int) — request timeout, default to 60.

Returns dict — Bytom blockcenter guid, address and label.

>>> from swap.providers.bytom.rpc import account_create

>>> account_create(xpublic_key=

" f80a401807fdelee5727ae032eel44e4b757e69431e68e6cd732eda3c8cd3936daedfdd®fd8£f8dfl4e
~", network="mainnet")

{"guid": "9ed61a9b-e7b6-4cb7-94fb-932b738e4£66", "address":
—"bmlgk9vj4jaezlcnjdckds4fkm8fwvSkawmg9qrufx", "label": "1st address"}

2084c7e8df470:

swap.providers.bytom.rpc.build_transaction(address: str, transaction: dict, network: str = 'mainnet’,

94

headers: dict = {'accept’: 'application/json’, ‘content-type':
‘application/json; charset=utf-8', 'user-agent': 'Swap
User-Agent 0.4.0'}, timeout: int = 60) — dict

Build Bytom transaction.

Parameters
* address (str)— Bytom address.

* transaction (dict) — Bytom transaction (inputs, outputs, fee, confirmations & for-
bid_chain_tx).

» network (str) — Bytom network, defaults to mainnet.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns dict — Bytom builted transaction.

>>> from swap.providers.bytom.rpc import build_transaction
>>> build_transaction(address="bmlgk9vj4jaezlcnjdckds4fkm8fwv5kawmq9qrufx",

—transaction={"fee": "0.1", "confirmations": 1, "inputs": [{"type": "spend_wallet",
< "amount": "0.0001", "asset":
"ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff"}], "outputs": [

Wmml ,asset'T (continues on next page)

"ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff" "address":

" "
—

—'"mainnet")
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{'tx': {'hash': '5d4ae68487953863783599045f99eb8740b5745376ed8d8926d68de695e72476",
—'status': True, 'size': 404, 'submission_timestamp': 0, 'memo': '', 'inputs': [{
~'script': '00142cda4f99ea8112e6fa6lcdd26157ed6dc408332a', 'address':

— 'bmlgk9vjdjaezlcnjdckds4fkm8fwvSkawmg9qrufx', 'asset': {'asset_id':

B 5 5 5 e e e e e e e 0 e e e e e e e e e e 0 e e e e e e e e e e s e e e e e e e o e e A o (<Y o B (1= W =S \ 8
<~ 'unit': 'BTM'}, 'amount': '0.0005', 'type': 'spend'}, {'script':
—'00142cdadf99ea8112e6fablcdd26157ed6dc408332a', 'address':

— 'bmlgk9vjdjaezlcnjdckds4 fkm8fwvSkawmg9qrufx', 'asset': {'asset_id':
AL ffffffff', '"decimals': O,
< 'unit': 'BTM'}, 'amount': '0.715108', 'type': 'spend'}], 'outputs': [{'utxo_id':
. '0d5c097b8e75f711765££63017fe8a4a987d8b50f7ca3a5d1873120af5f46116"', 'script':

. '00204f8f0e88d0a44b3d884b07b6dd4536518ffcbb596a91ca®ebb2£37e96463bbfc', 'address
—"': "bmlqf78sazxs539nmzztq7md63fk2x8lewbed2guSrnt9um7 jerrh®7q3yf5q8', 'asset': {
~'asset_id': "ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff’,
—'decimals': O, 'unit': 'BTM'}, 'amount': '0.0001', 'type': 'control'}, {'utxo_id
"1 'c49dad44e£f15d227ca978191e91d5d8915a3£f92baf6b5778b7377deb2bddca554"', 'script':
—'00142cda4f99ea8112e6fablcdd26157ed6dc408332a', 'address':

< 'bmlgk9vjdjaezlcnjdckds4 fkm8fwvSkawmg9qrufx', 'asset': {'asset_id':

BRI 5 5 5 e e e e e e e i 0 0 0 o e e e o s 5 0 e o o o e e e s e e e e o o o s AR o (<Y o B (7= W =S \ 8
< 'unit': 'BTM'}, 'amount': '0.615908', 'type': 'control'}], 'fee': '0.0996',
—'balances': [{'asset': {'asset_id':

B 5 5 5 e e e e e s e s 0 A e e 0 0 e e e e e e e 0 0 0 e 0 e e e e e e e e e s s s e e e e e s s s A o (<Y o B (1= W =S \ 8
— 'unit': 'BTM'}, 'amount': '-0.0001'}], 'types': ['ordinary'], 'min_veto_height':.
—0}, 'raw_transaction':
—'07010002015e015c88650475abf87eb364£93c608db879ad71643fbc7725ded246e8883e79c75a78ff
"', 'signing_instructions': [{'derivation_path': ['2c000000', '99000000', '01000000
~"', '00000000', '01000000'], 'sign_data': [

- "'a5da2ae®6bfaea9854423fe9cc544d775854c£57827c8c2ab606418452d30209'], 'pubkey':

. '91££7£525£f40874c4f47f0cab42ed46e3bf53adad59adef9558ad1lb6448f22e2'}, {'derivation_
—path': ['2cO00000', '99000000', '01000000', '00000000', '01000000'], 'sign_data':.
—["'3e44203712c4e981783810875fa67f2efe®afda38afe229£d09da®d113c3d885"'], 'pubkey':

ffffffffffffe:

—"91££7£525££40874c4f47f0cab42e46e3bf53adad59adef9558ad1lb6448£22e2"}]}

swap.providers.bytom.rpc.get_transaction(transaction_hash: str, network: str = 'mainnet’, headers: dict

= {'accept'’: ‘application/json’, 'content-type':
‘application/json; charset=utf-8', 'user-agent': 'Swap
User-Agent 0.4.0'}, timeout: int = 60) — dict

Get Bytom transaction detail.

Parameters
* transaction_hash (str)— Bytom transaction hash/id.
* network (str)— Bytom network, defaults to mainnet.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns dict — Bytom transaction detail.

>>> from swap.providers.bytom.rpc import get_transaction

>>> get_transaction(transaction_hash=
—"bc935995ch3408b51aa3d05e7e77226840eb68340b229f9c561edae31ebc8b95", network=
< '"mainnet")

(continues on next page)
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{'id"': '"bc935995cb3408b51aa3d05e7e77226840eb68340b229f9c561edae31ebc8b95",
—'timestamp': 1524765978, 'block_height': 3487, 'trx_amount': 41249562600, 'trx_fee
"1 437400, 'status_fail': False, 'coinbase': False, 'size': 332, 'chain_status':

<~ 'mainnet', 'time_range': 0, 'index_id': 3489, 'mux_id':
. "'305a28d8d34b40c65936810f9e9c1£8bc9c793ec2e72c70£9203fbbeb®a56db9’', 'inputs': [{
—'txtype': 'spend', 'asset_id':

BN 5 5 5 5 e e e e e e 5 0 0 e o o e e e e e e s e e e o o e e e e o e e e o e e s s > ({01 U ¢
41250000000, 'control_program': '0014151df3db084d909cch55d45d4e59db2el17e5£237",
—'address': 'bmlqz5wl8kcgfkgfej6463w5Sukwm9ct7tudht8p7te', 'spent_output_id':

- '6def8e6a7c29ccff4c5596a37a6698b71£392b£f713bc67bb3fa®af54b£f50£815', 'input_id':
- "'fb226e3ad39e38341f0d232c910065b76ef7c267faa3eade49a31836405b6747"', 'witness_
—arguments': [
—"'1848cb550620b971fd244eb625ccf4507ccd9944da65b47674550397c983247e1bd3££880782becad6
', '268402537b02d91fafdcdebbeda3daas542548d77cdbcccbhb38ecd7ea7ce8a22cf7'], 'asset_
—name': 'BTM', 'asset_definition': '{}', 'cross_chain_asset': False, 'asset_
—.decimals': 83}], 'outputs': [{'txtype': 'control', 'id':
—'a8a7b5363379dee8ff77da7c4acf63dc3469a79ebaade®079fc1842543964c6e9', 'asset_id':
B 5 5 5 e e e e e s 5 0 0 o o o e e s 5 5 0 e e e o o 0 0 o e e o o e e s s Y ({01 U1 ¢
41239562600, 'control_program': '0014fc22634a713acl1e6£f831c56184f847b7546fbdad’,
—'address': 'bmlgls3xxjn38tq7d7p3c4scf7z8ka2x10dyppj52k', 'asset_name': 'BTM',
—'asset_definition': '{}', 'cross_chain_asset': False, 'position': 0, 'asset_
—.decimals': 8}, {'txtype': 'control', 'id':

-~ '84287£fb5b2b461dbd3b937a9013d89c0d54a21768e31fb8345b02d57a7992533"', 'asset_id':
BRI 5 5 5 e e e e e e 5 0 0 e o o e e e 5 5 0 e e e o o e e e 5 e e e o e e e s s O ({01 U1 ¢ -
— 10000000, 'control_program': '00140e43a92a9e8aca788ebl1551c316448c2e3£78215",
—'address': 'bmlqpep6j2573t983r4325wrzezgct310gs4qO4pem', 'asset_name': 'BTM',

- 'asset_definition': '{}', 'cross_chain_asset': False, 'position': 1, 'asset_
—decimals': 8}], 'confirmations': 558509}

Ba81c34cl7c8es

swap.providers.bytom.rpc.get_current_block_height (plus: int = 0, network: str = 'mainnet’, headers:

dict = {'accept’: 'application/json', ‘content-type':

‘application/json; charset=utf-8', 'user-agent':

‘Swap User-Agent 0.4.0'}, timeout: int = 60) — int
Get Bytom transaction detail.

Parameters
* plus (int) — Add block number on current block height, default to 0.
* network (str) — Bytom network, defaults to mainnet.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns int — Bytom current block height.

>>> from swap.providers.bytom.rpc import get_current_block_height
>>> get_current_block_height (plus=0)
678722

swap.providers.bytom.rpc. find_p2wsh_utxo (transaction: dict) — Optional[dict]

Find Bytom pay to witness script hash UTXO info’s.
Parameters transaction (dict)— Bytom transaction detail.

Returns dict — Pay to Witness Secript Hash (P2WSH) UTXO info’s.
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>>> from swap.providers.bytom.rpc import find_p2wsh_utxo, get_transaction

>>> find_p2wsh_utxo(transaction=get_transaction(transaction_hash=
—"b6d12407bbd238938941246fd0dd3e5234f1e3c370bef3fcbhclf60ebee®22e76", network=
—'"mainnet"))

{'txtype': 'control', 'id':
—'alc5cce9df9343al10dafa582dea®d4e61c402ee8398b5268ba5c9c3aefd58017a', 'asset_id':
PSR 5 5 5 e e e e e e e e s 5 0 5 e 0 0 e e e e e e e 0 e e e 0 e e e e e e e e e e e e e e e e e e s s A= (0101 ¢
10499000, 'control_program':
—'00204£8f0e88d0a44b3d884b07b6dd4536518ffcbb596a91calebb2£37e96463bbfc', 'address

"'t "bmlqf78sazxs539nmzztq7md63fk2x8lewbed2guSrntIum7 jerrh®7q3y£5q8', 'asset_name

~"': '"BTM', 'asset_definition': '{}', 'cross_chain_asset': False, 'position': 0,
—'asset_decimals': 8}

swap.providers.bytom.rpc.decode_raw(raw: str, network: str = 'mainnet’, headers: dict = {'accept':
‘application/json', 'content-type': 'application/json; charset=utf-8',
'user-agent': 'Swap User-Agent 0.4.0'}, timeout: int = 60) — dict
Decode original Bytom raw.
Parameters

* raw (str)— Bytom transaction raw.

* network (str)— Bytom network, defaults to mainnet.

* headers (dict) — Request headers, default to common headers.

e timeout (int) — Request timeout, default to 60.

Returns dict — Bytom decoded transaction raw.

>>> from swap.providers.bytom.rpc import decode_raw
>>> decode_raw(raw=

—"07010002015e015c88650475ab£f87eb364£93c608db879ad71643fbc7725ded246e8883e79c75a78ffffffffffffffe:

<", network="testnet")

{'tx_id': '5d4ae68487953863783599045199eb8740b5745376ed8d8926d68de695e72476",

—'version': 1, 'size': 404, 'time_range': 0, 'inputs': [{'type': 'spend', 'asset_id

B 5 5 e e s s s e e e e e e e e e e e e s e e e e e e e e e e e e e e e s s s s s AP Y=Y =Y ol

—definition': {}, 'amount': 50000, 'control_program':

—'00142cda4f99ea8112e6fablcdd26157ed6dc408332a', 'address':

< 'bmlgk9vj4jaezlcnjdckds4 fkm8fwvSkawmg9qrufx', 'spent_output_id':

—'01b07c3523085b75f1e047be3a73b263635d0b86f9b751457a51b26c5a97a110"', 'input_id':

< "'de193c78772c93356£81a5061a90d8dcfba84d03ae4d78b2a57a9201£88c38af', 'witness_

—arguments': ['91£f7£525ff40874c4f471f0cab42e46e3bf53adad59adef9558adlb6448£22e2"'],

—.'sign_data': 'a5da2ae®6bfaea9854423fe9cc544d775854cf57827c8c2ab606418452d30209'},

~{'"type': 'spend', 'asset_id':

BN 5 5 5 e e e e e e s 0 0 e o o e o e e s 0 e e o o o o e e i o o e e o o o s s =11 <% ol

—definition': {}, 'amount': 71510800, 'control_program':

—'00142cdadf99ea8112e6fablcdd26157ed6dc408332a', 'address':

< 'bmlgk9vj4jaezlcnjdckds4fkm8fwvSkawmg9qrufx', 'spent_output_id':

. '7cle20e6£f£f719176a3ed6£5332ec3f£f665ab28754d2511950e591267e0e675df', 'input_id':

< "'de2c7bcf9caf00f78ca8e316cf37cf88c86b0457e47cf58e2465d783151abd0e', 'witness_

—arguments': ['91ff7£525£f40874c4f47f0cab42e46e3bf53adad59adef9558ad1b6448£22e2'],

. 'sign_data': '3e44203712c4e981783810875fa67f2efe®afda38afe229fd09da®d113c3d885'}],

— 'outputs': [{'type': 'control', 'id':

. '0d5c097b8e75£711765££63017fe8a4a987d8b50f7ca3a5d1873120af5f46116"', 'position': O,

— 'asset_id': "fffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffst’,

— 'asset_definition': {F, 'amount': 10000, 'control_program' : (continues on next page)
'®®2®4f8f®e88d®a44b3d884b®7b6dd4536518ffcbb596a91ca®e6b2f37e96463bbfc 'address

7.6. Renzef&?afcedw Ca'U@ﬁ’ ci)4ef1 54227¢297819169 1d5d8915a3f92baf6b5778b7377deb2bddca5 %7
', 'position': 1, 'asset_id':
o EEEEFEEEEEfFEEEEEffEeEEffffrrfffeerrfffeerffffreffffEfefffffeef', "asset

—definition': {}, 'amount': 61590800, 'control_program':
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l

|

swap.

providers.bytom.rpc.submit_raw(address: str, raw: str, signatures: list, network: str = 'mainnet’,
headers: dict = {'accept’: 'application/json’, ‘content-type'":
‘application/json; charset=utf-8', 'user-agent': 'Swap User-Agent
0.4.0'}, timeout: int = 60) — str

Submit original Bytom raw into blockchain.

Parameters
* address (str)— Bytom address.
* raw (str)— Bytom transaction raw.
* signatures (1ist) — Bytom signed massage datas.
* network (str)— Bytom network, defaults to mainnet.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns str — Bytom submitted transaction id/hash.

>>> from swap.providers.bytom.rpc import submit_raw

>>> submit_raw(address="bmlgk9vj4jaezlcnjdckds4 fkm8fwv5kawmg9qrufx", raw=
—"07010002015e015c88650475ab£87eb364£93c608db879ad71643fbc7725ded246e8883e79c75a78ff
", signatures=[[
—"£8466336a79d166e47fb5d64f1le7ec®1b203b59b3ee86686492bd1led4dObdd642dfe4a575049071a052
<"1, [
—"ebf33fbda5c2£f3d144e90c3b763ble7e42d501e595216£fcd2b310b089918bae2ef4c7b8a2elf650ee?
—"]1], network="mainnet")
"2993414225£65390220730d0c1a356c14e91bca76db112d37366df93e364a492"

ffffffffffffe:

n441635c33670¢

11578aba79607(

7.7

Utils

Bytom Utils.

swap.

providers.bytom.utils.get_address_type(address: str) — Optional[str]
Get Bytom address type.

Parameters address (str)— Bytom address.

Returns str — Bytom address type (P2WPKH, P2WSH).

>>> from swap.providers.bytom.utils import get_address_type
>>> get_address_type(address="bmlgk9vj4jaezlcnjdckds4fkm8fwv5kawmq9qrufx")
"p2wpkh"

swap.providers.bytom.utils.is_network (network: str) — bool
Check Bytom network.
Parameters network (str) — Bytom network.
Returns bool — Bytom valid/invalid network.
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>>> from swap.providers.bytom.utils import is_network
>>> is_network(network="solonet")

True

swap.

providers.bytom.utils.is_address(address: str, network: Optional[str] = None, address_type:
Optional[str] = None) — bool
Check Bytom address.

Parameters
* address (str) — Bytom address.
» network (str)— Bytom network, defaults to None.
* address_type (str) — Bytom address type, defaults to None.

Returns bool — Bytom valid/invalid address.

>>> from swap.providers.bytom.utils import is_address

>>> is_address(address="bmlgk9vj4jaezlcnjdckds4 fkm8fwv5Skawmg9qrufx", network=
< '"mainnet")

True

swap.

providers.bytom.utils.is_transaction_raw(transaction_raw: str) — bool
Check Bytom transaction raw.

Parameters transaction_raw (str)- Bytom transaction raw.

Returns bool — Bytom valid/invalid transaction raw.

>>> from swap.providers.bytom.utils import is_transaction_raw
>>> transaction_raw =
—"eyJmZWUi0iAXMDAWMDAWMCwgImFkZHI1c3Mi0iAiYmOxcWUSMHFqdD13NGO4cnQzdG51dTBwenAyNGRrZm

n
—

>>> 1s_transaction_raw(transaction_raw=transaction_raw)
True

71bH1ZzOHpjd31]

swap

.providers.bytom.utils.amount_unit_converter (amount: Union[int, float], unit_from: str =

'NEU2BTM") — Union[int, float]
Bytom amount unit converter

Parameters
e amount (int, float)-— Bytom any amount.
* unit_from (str)— Bytom unit convert from symbol, default to NEU2BTNM.

Returns int, float — BTM asset amount.

>>> from swap.providers.bytom.utils import amount_unit_converter
>>> amount_unit_converter (amount=10_000_000, unit_from="NEU2BTM")
0.1

swap.

providers.bytom.utils.estimate_endblock (endtime: int, network: str = ‘mainnet’, headers: dict =
{'accept': 'application/json’, 'content-type':
‘application/json; charset=utf-8', 'user-agent': 'Swap
User-Agent 0.4.0'}, timeout: int = 60) — int

Estimate Bytom expiration block height.

Parameters

7.7.
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» endtime (int) — Expiration block timestamp.

* network (str)— Bytom network, defaults to mainnet.

* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns str — Estimated Vapor endblock.

>>> from swap.providers.bytom.utils import estimate_endblock
>>> from swap.utils import get_current_timestamp

>>> estimate_endblock(endtime=get_current_timestamp(plus=3600))
680854

swap.providers.bytom.utils.decode_transaction_raw(transaction_raw: str, headers: dict = {'accept’:

swap

‘application/json', 'content-type': 'application/json;
charset=utf-8', 'user-agent': 'Swap User-Agent
0.4.0'}, timeout: int = 60) — dict

Decode Bytom transaction raw.

Parameters
* transaction_raw (str)— Bytom transaction raw.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns dict — Decoded Bytom transaction raw.

>>> from swap.providers.bytom.utils import decode_transaction_raw

>>> transaction_raw =

o

>>> decode_transaction_raw(transaction_raw=transaction_raw)

{'fee': ..., "type': '...', 'address': '...', '"transaction': {...}, 'unsigned_datas

—~': [...], 'signatures': [...], 'network': '...'}

" eyImZWUiOi AxMDAWMDAWMCwgImFkZHI1c3Mi0iAiYmOxcWUSMHFgdD13NGO4cnQzdG51dTBwenAyNGRrZmZ1bH1zOHp jd31:

.providers.bytom.utils.submit_transaction_raw(transaction_raw: str, headers: dict = {'accept’:
‘application/json', 'content-type': 'application/json;
charset=utf-8', 'user-agent': 'Swap User-Agent
0.4.0'}, timeout: int = 60) — dict

Submit Bytom transaction raw.

Parameters
* transaction_raw (str)— Bytom transaction raw.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns dict — Bytom submitted transaction id, fee, type and date.

>>> from swap.providers.bytom.utils import submit_transaction_raw
>>> transaction_raw =

—"eyJmZWUiO0iAXMDAWMDAWMCwgImFkZHI1c3Mi0iAiYmOxcWUSMHFqdD13NGO4cnQzdG51dTBwenAyNGRrZm
>>> submit_transaction_raw(transaction_raw=transaction_raw)
{'fee': ..., 'type': '...', "transaction_id': '...', 'network': '...', 'date': '...

=¥

¥1bH1zOHpjd31]

(continues on next page)
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CHAPTER
EIGHT

ETHEREUM

Ethereum is a decentralized, open-source blockchain with smart contract functionality. Ether is the native cryptocur-
rency of the platform. After Bitcoin, it is the second-largest cryptocurrency by market capitalization. Ethereum is the
most actively used blockchain.

For more https://ethereum.org

8.1 Wallet

The implementation of Hierarchical Deterministic (HD) wallets generator for Ethereum blockchain.

class swap.providers.ethereum.wallet.Wallet(network: str = 'mainnet’, provider: str = 'hitp’, token:
Optional[str] = None)
Ethereum Wallet class.

Parameters
e network (str) — Ethereum network, defaults to mainnet.
» provider (str) — Ethereum network provider, defaults to http.

* token (str) - Infura API endpoint token, defaults to
4414fea5f7454211956b1627621450b4.

Returns Wallet — Ethereum wallet instance.

Note: Ethereum has only five networks, mainnet, ropsten, kovan, rinkeby and testnet.

from_entropy (entropy: str, language: str = 'english', passphrase: Optional[str] = None) —
swap.providers.ethereum.wallet. Wallet
Initialize wallet from entropy.

Parameters
* entropy (str) — Ethereum wallet entropy.
* language (str) — Ethereum wallet language, default to english.
¢ passphrase (str) — Ethereum wallet passphrase, default to None.

Returns Wallet — Ethereum wallet instance.

>>> from swap.providers.ethereum.wallet import Wallet
>>> wallet: Wallet = Wallet(network="testnet™)

(continues on next page)
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>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
<swap.providers.ethereum.wallet.Wallet object at 0x040DA268>

from_mnemonic (mnemonic: str, language: Optional[str] = None, passphrase: Optional[str] = None) —

swap.providers.ethereum.wallet. Wallet
Initialize wallet from mnemonic.

Parameters
¢ mnemonic (str) — Ethereum wallet mnemonic.
* language (str) — Ethereum wallet language, default to english.
» passphrase (str) — Ethereum wallet passphrase, default to None.

Returns Wallet — Ethereum wallet instance.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_mnemonic(mnemonic="unfair divorce remind addict add roof park.
—clown build renew illness fault")

<swap.providers.ethereum.wallet.Wallet object at 0x040DA268>

from_seed(seed: str) — swap.providers.ethereum.wallet. Wallet

Initialize wallet from seed.
Parameters seed (str) — Ethereum wallet seed.

Returns Wallet — Ethereum wallet instance.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_seed(seed=
—"1cfd5df8a523d53a36cee369a93fac4e9efab5e4e138d479da2fb6df730697574409d572fe8325
D

<swap.providers.ethereum.wallet.Wallet object at 0x040DA268>

ec22e8ed25dea

from_root_xprivate_key(xprivate_key: str, strict: bool = True) — swap.providers.ethereum.wallet. Wallet

Initialize wallet from root xprivate key.
Parameters
« xprivate_key (str) — Ethereum wallet root xprivate key.
» strict (bool) — Strict for must be root xprivate key, default to True.

Returns Wallet — Ethereum wallet instance.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_root_xprivate_key(xprivate_key=

< "xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5fr jwihGWmV1£fQEDioiG
SO

<swap.providers.ethereum.wallet.Wallet object at 0x040DA268>

ZXWXUbHLy3kQf

from_xprivate_key (xprivate_key: str) — swap.providers.ethereum.wallet. Wallet

Initialize wallet from xprivate key.

Parameters xprivate_key (str) — Ethereum wallet xprivate key.
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Returns Wallet — Ethereum wallet instance.

>>> from swap.providers.ethereum.wallet import Wallet
>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_xprivate_key(xprivate_key=

< "xprvA3xrxQQVw6Kvc786WAccK4H7dLHhnb9XRsMUMqU3bJoZ £5bWxtd5VePTNnn854tEbvV57ggjgkGHXc2u4JIx2ve].
(Hll)

<swap.providers.ethereum.wallet.Wallet object at 0x040DA268>

from_wif (wif: str) — swap.providers.ethereum.wallet. Wallet
Initialize wallet from wallet important format (WIF).

Parameters wif (str)— Ethereum wallet important format.

Returns Wallet — Ethereum wallet instance.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from wif(wif="L4AfgFc8aoBWYNTKU6PkiFbPOkbXRfVHXZWde6SpAdTewwIMc5VZ")
<swap.providers.ethereum.wallet.Wallet object at 0x040DA268>

from_private_key (private_key) — swap.providers.ethereum.wallet. Wallet
Initialize wallet from private key.

Parameters private_key (str) — Ethereum wallet private key.

Returns Wallet — Ethereum wallet instance.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_private_key(private_key=
—"cf4c2fb2b88a556c211d5fe79335dcee6dd11403bbbc5b47a530e9cf56ee3aee™)
<swap.providers.ethereum.wallet.Wallet object at 0x040DA268>

from_path(path: str) — swap.providers.ethereum.wallet. Wallet
Drive Ethereum wallet from path.

Parameters path (str)— Ethereum wallet path.

Returns Wallet — Ethereum wallet instance.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44'/60'/0'/0/0")
<swap.providers.ethereum.wallet.Wallet object at 0x040DA268>

from_index (index: int, hardened: bool = False) — swap.providers.ethereum.wallet. Wallet
Drive Ethereum wallet from index.

Parameters
¢ index (int) — Ethereum wallet index.
¢ hardened (bool) — Use hardened index, default to False.

Returns Wallet — Ethereum wallet instance.
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>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_index(44, harden=True)

>>> wallet.from_index (60, harden=True)

>>> wallet. from_index (0, harden=True)

>>> wallet. from_index(0)

>>> wallet.from_index(0)

<swap.providers.ethereum.wallet.Wallet object at 0x040DA268>

clean_derivation() — swap.providers.ethereum.wallet.Wallet
Clean derivation Ethereum wallet.

Returns Wallet — Ethereum wallet instance.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path("m/44'/60'/0'/0/0™")

>>> wallet.path(Q)

"m/44'/60'/0'/0/0"

>>> wallet.clean_derivation()
<swap.providers.ethereum.wallet.Wallet object at 0x040DA268>

>>> wallet.path(Q)

None

strength() — Optional[int]
Get Ethereum wallet strength.

Returns int — Ethereum wallet strength.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.strength(Q)

128

entropy() — Optional[str]
Get Ethereum wallet entropy.

Returns str — Ethereum wallet entropy.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.entropy()

"ed0802d701a033776811601dd6c5c4a9"

mnemonic () — Optional[str]
Get Ethereum wallet mnemonic.

Returns str — Ethereum wallet mnemonic.

>>> from swap.providers.ethereum.wallet import Wallet
>>> wallet: Wallet = Wallet(network="testnet")

(continues on next page)
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>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.mnemonic()
"unfair divorce remind addict add roof park clown build renew illness fault"

passphrase() — Optionallstr]
Get Ethereum wallet passphrase.

Returns str — Ethereum wallet passphrase.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9", passphrase=
< "meherett")

>>> wallet.passphrase()

"meherett"

language () — Optional[str]
Get Ethereum wallet language.

Returns str — Ethereum wallet language.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet™)

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.language()

"english"

seed () — Optional[str]
Get Ethereum wallet seed.

Returns str — Ethereum wallet seed.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.seed()

—"1cfd5df8a523d53a36cee369a93fac4e9efab5e4e138d479da2fb6d£f730697574409d572fe8325pc22e8ed25dea

n
—

root_xprivate_key(encoded: bool = True) — Optional[str]
Get Ethereum wallet root xprivate key.

Parameters encoded (bool) — Encoded root xprivate key, default to True.

Returns str — Ethereum wallet root xprivate key.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.root_xprivate_key()

< "xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5fr jwihGWmV1£fQEDioiGZXWXUbHLy3kQf

"
—
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root_xpublic_key(encoded: bool = True) — Optional[str]
Get Ethereum wallet root xpublic key.

Parameters encoded (bool) — Encoded root xprivate key, default to True.

Returns str — Ethereum wallet root xpublic key.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.root_xpublic_key()

" xpub66 1MyMwAqRbcG28HjdHc6zbHxBFzBIBC4ecFvVKBXXqiucEBe5wirgQ9hzY2WQMjnurVjIbT jMiRskHi7 jnSRkJ

"
—

xprivate_key (encoded=True) — Optional[str]
Get Ethereum wallet xprivate key.

Parameters encoded (bool) — Encoded xprivate key, default to True.

Returns str — Ethereum wallet xprivate key.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44'/60'/0'/0/0")

>>> wallet.xprivate_key()

< "xprvA3xrxQQVw6Kvc786WAccK4H7dLHhnb9XRsMUMqU3bJoZ £5bWxtd5VePTNnn854tEbvV57ggjgkiGHXc2u4 Ix2ve].

n
—

xpublic_key (encoded: bool = True) — Optional[str]
Get Ethereum wallet xpublic key.

Parameters encoded (bool) — Encoded xprivate key, default to True.

Returns str — Ethereum wallet xpublic key.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44'/60'/0'/0/0")

>>> wallet.xpublic_key()

< "xpub6GxDMuwPmT tDpbCZcC9cgCDrBN8CC3sNo6H5ADs f9eLYXsvEWRwL3ShwE5u4gxbPPcZjlyjSDryvLxsHEPdjtFH]

—

uncompressed() — str
Get Ethereum wallet uncompressed public key.

Returns str — Ethereum wallet uncompressed public key.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44'/60'/0'/0/0")

>>> wallet.uncompressed()

—,"e270£9d51cad2977c0a28182b9320bb5edc3c70e6d84££5837£8d407ed9d67 GEeninect 95 add PaS194d1a0c8dc310

"
—
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compressed() — str
Get Ethereum wallet compressed public key.

Returns str — Ethereum wallet compressed public key.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet. from_path(path="m/44'/60'/0'/0/0")

>>> wallet.compressed()
"03e270f9d51cad2977c0a28182b9320bb5edc3c70e6d84££5837£8d407ed9d676d"

chain_code() — str
Get Ethereum wallet chain code.

Returns str — Ethereum wallet chain code.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44'/60'/0'/0/0")

>>> wallet.chain_code()
"9e5c492fa®a5c5cc649922c34ac3468a08473£3b61£59bbab1lb52cce364d6bOc”

private_key() — str
Get Ethereum wallet private key.

Returns str — Ethereum wallet private key.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet. from_path(path="m/44'/60'/0"'/0/0")

>>> wallet.private_key()
"cf4c2fb2b88a556c211d5fe79335dcee6dd11403bbbc5b47a530e9cf56ee3aee”

public_key() — str
Get Ethereum wallet public key.

Returns str — Ethereum wallet public key.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet™)

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path("m/44'/60'/0'/0/0")

>>> wallet.public_key()
"03e270f9d51cad2977c0a28182b9320bb5edc3c70e6d84££5837£8d407ed9d676d"

path() — Optionalstr]
Get Ethereum wallet path.

Returns str — Ethereum wallet path.

8.1.
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>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44'/60'/0'/0/0")

>>> wallet.path(Q)

"m/44'/60'/0'/0/0"

address() — str
Get Ethereum wallet address.

Returns str — Ethereum wallet address.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet. from_path(path="m/44'/60'/0'/0/0")

>>> wallet.address()

"0x69e04fel16Cc9A6A83076B3c2dc4b4Bc21b5d9A20C"

wif() — str
Get Ethereum wallet important format (WIF).

Returns str — Ethereum wallet important format.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44'/60'/0'/0/0")

>>> wallet.wif()
"L4AfqFc8aoBWYNTKU6PkiFbP9kbXRfVHXZWde6SpAdTewwIMc5VZ"

hash (private_key: Optional[str] = None) — str
Get Ethereum wallet public key/address hash.

Returns str — Ethereum wallet public key/address hash.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44'/60'/0'/0/0")

>>> wallet.hash()

"184847379abdde6617e8438fd4£f0d8fdf512cc2”

balance (unit: str = 'Wei') — Union[Wei, int, float]
Get Ethereum wallet balance.

Parameters unit (str) — Ethereum unit, default to Wei.

Returns Wei, int, float — Ethereum wallet balance.

>>> from swap.providers.ethereum.wallet import Wallet

>>> wallet: Wallet = Wallet (network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet. from_path(path="m/44'/60'/0'/0/0")

>>> wallet.balance(unit="Ether")

96.96263982
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8.2 Hash Time Lock Contract (HTLC)

Ethereum Hash Time Lock Contract (HTLC).

class swap.providers.ethereum.htlc.HTLC(contract_address: Optional[str] = None, network: str =
'mainnet’, provider: str = 'http’, token: Optional[str] = None,
use_script: bool = False)
Ethereum Hash Time Lock Contract (HTLC).

Parameters
e contract_address (str) — Ethereum HTLC contract address, defaults to None.
e network (str) — Ethereum network, defaults to mainnet.
» provider (str) — Ethereum network provider, defaults to http.

e token (str) - Infura API endpoint token, defaults to
4414fea5£7454211956b1627621450b4.

» use_script (bool) — Initialize HTLC by using script, default to False.
Returns HTLC — Ethereum HTLC instance.

Note: Ethereum has only five networks, mainnet, ropsten, kovan, rinkeby and testnet.

build_transaction(address: str) — swap.providers.ethereum.htlc. HTLC
Build Ethereum HTLC transaction.

Parameters address (str) — Ethereum address.

Returns HTLC — Ethereum HTLC instance.

>>> from swap.providers.ethereum.htlc import HTLC

>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_transaction(address="0x69e04fel16c9A6A83076B3c2dc4bh4Bc21b5d9A20C")
<swap.providers.ethereum.htlc.HTLC object at 0x0409DAFQ®>

sign_transaction(private_key: str) — swap.providers.ethereum.htlc. HTLC
Sign Ethereum HTLC transaction.

Parameters private_key (str)— Ethereum private key.

Returns HTLC — Ethereum HTLC instance.

>>> from swap.providers.ethereum.htlc import HTLC

>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_transaction(address="0x69e04fel16c9A6A83076B3c2dc4b4Bc21b5d9A20C")
>>> htlc.sign_transaction(private_key=
—"cf4c2fb2b88a556c211d5fe79335dcee6dd11403bbbc5b47a530e9cf56ee3aee™)
<swap.providers.ethereum.htlc.HTLC object at 0x0409DAFO®>

fee (unit: str = 'Wei') — Union[WEei, int, float]
Get Ethereum HTLC transaction fee.

Parameters unit (str) — Ethereum unit, default to Wie.

Returns Wei, int, float — Ethereum transaction fee.
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>>> from swap.providers.ethereum.htlc import HTLC

>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_transaction(address="0x69e04fe16c9A6A83076B3c2dc4b4Bc21b5d9A20C™")
>>> htlc.fee(unit="Wei")

1532774

hash() — Optional[str]

Get Ethereum HTLC transaction hash.

Returns str — Ethereum transaction hash.

>>> from swap.providers.ethereum.htlc import HTLC

>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_transaction(address="0x69e04fel16c9A6A83076B3c2dc4b4Bc21b5d9A20C™)
>>> htlc.sign_transaction(private_key=
«"cf4c2fb2b88a556c211d5fe79335dcee6dd11403bbbc5b47a530e9cf56ee3aee™)

>>> htlc.hash(Q
"0x500953d43££95604f5ffeb8f6c0e565d9080aa6aa31d8924a8d9df78c1£27879"

json() — dict

Get Ethereum HTLC transaction json.

Returns dict — Ethereum transaction json.

>>> from swap.providers.ethereum.htlc import HTLC

>>> htlc: HTLC = HTLC(network="testnet')

>>> htlc.build_transaction(address="0x69e04fel16c9A6A83076B3c2dc4b4Bc21b5d9A20C™)
>>> htlc. json()

{'chainId': 1337, 'from': '0x69e04fel6c9A6A83076B3c2dc4b4Bc21b5d9A20C', 'value
—~': 0, 'nonce': 6, 'gas': 1532774, 'gasPrice': 20000000000, 'data':

~'0x608060405234801561001057600080£d5b50611ae9806100206000396000£3£fe60806040526004361061003£5!

~', 'to': b''}

raw() — Optional[str]

Get Ethereum HTLC transaction raw.

Returns str — Ethereum transaction raw.

>>> from swap.providers.ethereum.htlc import HTLC

>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_transaction(address="0x69e04fel16c9A6A83076B3c2dc4b4Bc21b5d9A20C™")
>>> htlc.sign_transaction(private_key=
—"cf4c2fb2b88a556c211d5fe79335dcee6dd11403bbbc5b47a530e9cf56ee3aece™)

>>> htlc.raw()

—"0xf91b5e058504a817c800831763668080b91b09608060405234801561001057600080£fd5b5061

n
—

12e9806100206!

contract_address() — ChecksumAddress

Get Ethereum HTLC contract address.
Returns ChecksumAddress — Ethereum HTLC contract address.

>>> from swap.providers.ethereum.htlc import HTLC
>>> htlc: HTLC = HTLC(contract_address=
—"0xeaEaC81da5E386E8Ca4Dele64d40al10E468A5b40", network="testnet")

(continues on next page)
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>>> htlc.contract_address()
"OxeaEaC81da5E386E8Ca4Dele64d40a10E468A5b40"

build_htlc(secret_hash: str, recipient_address: str, sender_address: str, endtime: int) —
swap.providers.ethereum.htlc. HTLC
Build Ethereum Hash Time Lock Contract (HTLC).

Parameters
¢ secret_hash (str) — Secret sha-256 hash.
* recipient_address (str) — Ethereum recipient address.
¢ sender_address (str) — Ethereum sender address.
¢ endtime (int) — Expiration block timestamp.

Returns HTLC - Ethereum HTLC instance.

>>> from swap.providers.ethereum.htlc import HTLC

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(contract_address=
—"0xeaEaC81da5E386E8Ca4Dele64d40al10E468A5b40", network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
~"0xd77E0d2Eef905cfB39c3C4h952Ed278d58f96E1f", sender_address=
—"0x69e04fel16c9A6A83076B3c2dcdb4Bc21b5d9A20C", endtime=get_current_
—timestamp (plus=3600))

<swap.providers.ethereum.htlc.HTLC object at 0x0409DAFO>

abi() — list
Get Ethereum HTLC ABI.

Returns list — Ethereum HTLC ABI.

>>> from swap.providers.ethereum.htlc import HTLC

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(contract_address=
—"0OxeaEaC81da5E386E8Ca4Dele64d40al10E468A5b40", network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
" 0xd77EQd2Eef905cfB39c3C4h952Ed278d58f96E1f", sender_address=
—"0x69e04fel16c9A6A83076B3c2dcdb4Bc21b5d9A20C", endtime=get_current_
—timestamp(plus=3600))

>>> htlc.abi()

[{'anonymous': False, 'inputs': [{'indexed': True, 'internalType': 'bytes32',
—'name': 'locked_contract_id', 'type': 'bytes32'}, {'indexed': False,
—'internalType': 'bytes32', 'name': 'secret_hash', 'type': 'bytes32'}, {

< 'indexed': True, 'internalType': 'address', 'name': 'recipient', 'type':
—'address'}, {'indexed': True, 'internalType': 'address', 'name': 'sender',
—'type': 'address'}, {'indexed': False, 'internalType': 'uint256', 'name':
—'endtime', 'type': 'uint256'}, {'indexed': False, 'internalType': 'uint256',
—'name': 'amount', 'type': 'uint256'}], 'name': 'log_fund', 'type': 'event'}, {
< "anonymous': False, 'inputs': [{'indexed': True, 'internalType': 'bytes32',

< 'name': 'locked_contract_id', 'type': 'bytes32'}], 'name': 'log_refund', 'type
—'": 'event'}, {'anonymous': False, 'inputs': [{'indexed': True, 'internalType

—"': 'bytes32', 'name': 'locked_contract_id', 'type': 'bytes32'}], 'name': 'log_
—withdraw', 'type': 'event'}, {'inputs': [{'internalType':

Do bhvte

; aiType addre

—"': '"_recipient', 'type': 'address'}, {'internalType': 'address payable', 'name

8.2. Hash Iié'ﬂﬁéiﬂﬁk,cof'}[ﬁo. HILIE)ZSG'}] , 'mame': 'fund', 'outputs': [{'internalType': 113
— 'bytes32', 'name': 'locked_contract_id', 'type': 'bytes32'}], 'stateMutability

—': 'payable', 'type': 'function'}, {'inputs': [{'internalType': 'bytes32',
< 'name': '_locked_contract_id', 'type': 'bytes32'}], 'name': 'get_locked_
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bytecode() — str

Get Ethereum HTLC bytecode.
Returns str — Ethereum HTLC bytecode.

>>> from swap.providers.ethereum.htlc import HTLC

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(contract_address=
—"0OxeaEaC81da5E386E8Ca4Dele64d40a10E468A5b40", network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
~"0xd77E0d2Eef905cfB39c3C4h952Ed278d58f96E1f", sender_address=
—"0x69e04fel16c9A6A83076B3c2dcdb4Bc21b5d9A20C", endtime=get_current_
—timestamp (plus=3600))

>>> htlc.bytecode()

—"608060405234801561001057600080£d5b50611ae9806100206000396000£3fe60806040526004

n
—

361061003£576!

bytecode_runtime() — str

Get Ethereum HTLC bytecode runtime.

Returns str — Ethereum HTLC bytecode runtime.

>>> from swap.providers.ethereum.htlc import HTLC

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(contract_address=
—"0OxeaEaC81da5E386E8Ca4Dele64d40al10E468A5b40", network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
—"0xd77E0d2Eef905cfB39c3C4b952Ed278d58f96E1f", sender_address=
—"0x69e04fel16c9A6A83076B3c2dcdb4Bc21b5d9A20C", endtime=get_current_
—timestamp (plus=3600))

>>> htlc.bytecode_runtime()

—"60806040526004361061003£5760003560e01c806306a53665146100445780637249fbb6146100

n
—

81578063 cfd4b!

opcode() — str

Get Ethereum HTLC opcode.
Returns str — Ethereum HTLC opcode.

>>> from swap.providers.ethereum.htlc import HTLC

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(contract_address=
—"0OxeaEaC81da5E386E8Ca4Dele64d40al10E468A5b40", network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
~"0xd77E0d2Eef905cfB39c3C4h952Ed278d58f96E1f", sender_address=
—"0x69e04fe16c9A6A83076B3c2dcdb4Bc21b5d9A20C", endtime=get_current_
—timestamp (plus=3600))

>>> htlc.bytecode_runtime()

"PUSH1 0x80 PUSH1 0x40 MSTORE CALLVALUE DUP1 ISZERO PUSH2 0x10 JUMPI PUSH1 0x0.
—.DUP1 REVERT JUMPDEST POP PUSH2 0x1AE9 DUP1 PUSH2 0x20 PUSH1 0x0 CODECOPY.
—PUSH1 0x0® RETURN INVALID PUSH1 0x80 PUSH1 0x40 MSTORE PUSH1 0x4 CALLDATASIZE.

LT PUSH2 Ox3F JUMPI PUSH1 Ox® CALLDATALOAD PUSH1 OxEQ® SHR DUP1 HESHiues on next page)
—0x6A53665 EQ PUSH2 0x44 JUMPI DUP1 PUSH4 0x7249FBB6 EQ PUSH2 0x81 JUMPI DUP1.,
—PUSH4 0xCFD4B66E EQ PUSH2 OxBE JUMPI DUP1 PUSH4 0xF4FD3062 ]Eﬂ,lggﬁgzspxéme.reum
—JUMPI JUMPDEST PUSH1 0x0 DUP1 REVERT JUMPDEST CALLVALUE DUP1 ISZERO PUSHZ.
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[ |

balance (unit: str = 'Wei') — Union[Wei, int, float]
Get Ethereum HTLC balance.

Parameters unit (str) — Ethereum unit, default to Ether.

Returns int, float — Ethereum HTLC balance.

>>> from swap.providers.bitcoin.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(contract_address=
—"0OxeaEaC81da5E386E8Ca4Dele64d40a10E468A5b40", network="testnet")
>>> htlc.balance(unit="Ether")

1.56

8.3 Transaction

Ethereum transaction in blockchain network.

class swap.providers.ethereum.transaction.Transaction(network: str = 'mainnet', provider: str = "http’,
token: Optional[str] = None)
Ethereum Transaction.

Parameters
e network (str) — Ethereum network, defaults to mainnet.
» provider (str) — Ethereum network provider, defaults to http.

e token (str) - Infura API endpoint token, defaults to
4414fea5f7454211956b1627621450b4.

Returns Transaction — Ethereum transaction instance.

Note: Ethereum has only five networks, mainnet, ropsten, kovan, rinkeby and testnet.

fee (unit: str = 'Wei') — Union[WEeli, int, float]
Get Ethereum transaction fee.

Parameters unit (str) — Ethereum unit, default to Wei.

Returns Wei, int, float — Ethereum transaction fee.

>>> from swap.providers.ethereum.htlc import HTLC

>>> from swap.providers.ethereum.transaction import FundTransaction

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
" 0xd77E0d2Eef905cfB39c3C4h952Ed278d58f96E1f", sender_address=
—"0x69e04fel16c9A6A83076B3c2dcdb4Bc21b5d9A20C", endtime=get_current_
—timestamp (plus=3600))

>>> fund_transaction: FundTransaction = FundTransaction(network="mainnet")
>>> fund_transaction.build_transaction(address=
~"0x69e04fe16c9A6A83076B3c2dc4b4Bc21b5d9A20C", htlc=htlc, amount=100_000_000)

(continues on next page)
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>>> fund_transaction.fee(unit="Wei")
1532774

hash() — Optionalstr]
Get Ethereum transaction hash.

Returns str — Ethereum transaction hash.

>>> from swap.providers.ethereum.transaction import WithdrawTransaction

>>> from swap.providers.ethereum.solver import WithdrawSolver

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—"mainnet")

>>> withdraw_transaction.build_transaction(transaction_hash=
—"0xe49ff507739£8d916ae2c9fd51dd63764658ffa42a5288a49d93bc70a933edc4", secret_
—key="Hello Meheret!", address="0x69e04fel6c9A6A83076B3c2dc4b4Bc21b5d9A20C",.
—~contract_address="0x67324d402ffc103d061dAfA9096ff639f0676378")

>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=
—"xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5fr jwihGWmV1{fQEDioi GZXWXUbHLy 3kQf
", address=1)

>>> withdraw_transaction.sign(solver=withdraw_solver)

>>> withdraw_transaction.hash()
"0x9bbf83e56feadcd9d23e000e8273551ba28317e4d3c311a49be919b305feb711"

json() — dict
Get Ethereum transaction fee.

Returns Wei, int, float — Ethereum transaction fee.

>>> from swap.providers.ethereum.htlc import HTLC

>>> from swap.providers.ethereum.transaction import FundTransaction

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
~"0xd77E0d2Eef905cfB39c3C4h952Ed278d58f96E1f", sender_address=
—"0x69e04fel16c9A6A83076B3c2dcdb4Bc21b5d9A20C", endtime=get_current_

—timestamp (plus=3600))

>>> fund_transaction: FundTransaction = FundTransaction(network="mainnet')

>>> fund_transaction.build_transaction(address=
—"0x69e04fel16c9A6A83076B3c2dcdb4Bc21b5d9A20C", htlc=htlc, amount=100_000_000)
>>> fund_transaction. json()

{'chainId': 1337, "from': '0x69e04fel16c9A6A83076B3c2dc4b4Bc21b5d9A20C', 'value
—"': 3000000000000000000, 'nonce': O, 'gas': 22488, 'gasPrice': 20000000000, 'to
—': '"OxeaEaC81da5E386E8Ca4Dele64d40al10E468A5b40', 'data':

— '0xf4£d30623a26da82ead15a80533a02696656b14b5dbfd84eb14790f2e1be5e9e45820eeb0000NO00000000000

Rt

raw() — Optional[str]
Get Ethereum transaction hash.

Returns str — Ethereum transaction hash.

>>> from swap.providers.ethereum.transaction import RefundTransaction
>>> from swap.providers.ethereum.solver import RefundSolver
>>> refund_transaction: RefundTransaction = RefundTransaction(network="mainnet")

(continues on next page)
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>>> refund_transaction.build_transaction(transaction_hash=
"0xe49££507739£8d916ae2c9£fd51dd63764658ffa42a5288a49d93bc70a933edc4", address=
—"0x69e04fel16c9A6A83076B3c2dc4b4Bc21b5d9A20C", contract_address=
—"0x67324d402ffc103d061dAfA9096££639f0676378™)

>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=
—"xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5frjwihGWmV1{fQEDioi GZXWXUbHLy3kQf
~", address=0)

>>> refund_transaction.sign(solver=refund_solver)

>>> refund_transaction.hash()
"0x9bb£f83e56feadcd9d23e000e8273551ba28317e4d3c311a49be919b305feb711"

type() — str
Get Ethereum transaction hash.

Returns str — Ethereum transaction hash.

>>> from swap.providers.ethereum.transaction import WithdrawTransaction

>>> from swap.providers.ethereum.solver import WithdrawSolver

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—"mainnet")

>>> withdraw_transaction.build_transaction(transaction_hash=
—"0xe49f£507739f8d916ae2c9fd51dd63764658ffa42a5288a49d93bc70a933edc4", secret_
—key="Hello Meheret!", address="0x69e04fel6c9A6A83076B3c2dc4b4Bc21b5d9A20C",
—contract_address="0x67324d402ffc103d061dAfA9096ff639f0676378")

>>> withdraw_transaction.type()

"ethereum_withdraw_unsigned"

signature() — dict
Get Ethereum transaction hash.

Returns str — Ethereum transaction hash.

>>> from swap.providers.ethereum.transaction import RefundTransaction

>>> from swap.providers.ethereum.solver import RefundSolver

>>> refund_transaction: RefundTransaction = RefundTransaction(network="mainnet")
>>> refund_transaction.build_transaction(transaction_hash=
—"0xe49ff507739£f8d916ae2c9fd51dd63764658ffa42a5288a49d93bc70a933edc4", address=
~"0x69e04fe16c9A6A83076B3c2dc4bh4Bc21b5d9A20C", contract_address=
—"0x67324d402ffc103d061dAfA9096f£639f0676378")

>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=

" xprv9s21ZrQH143K3Y3pdbkb jreZQIRVmgTLhRgf86uZyCIlk20u36YdUJt5fr jwihGWmV1£QEDioiGZXWXUbHLy3kQf
~'", address=0)

>>> refund_transaction.sign(solver=refund_solver)

>>> refund_transaction.signature()

{'hash': '0x120241e6e89b54d90dc3a3£73d6353£83818c3d404c991d3b74691f000583396",
< 'rawTransaction':

— '0x£f8£f4018504a817c80083021cd0®94eaecac8lda5e386e8caddele64d40a10e468a5b408829a224[1af62c0000b88.

I IO R
R

—42223337416619984402386667584480976881779168344975798352755076934920973937908,

o 's':i,

<+45155461792159514883067068644058913853180508583163102385805265017506142956847,
-~ 'v': 2709}
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transaction_raw() — str
Get Ethereum fund transaction raw.

Returns str — Ethereum fund transaction raw.

>>> from swap.providers.ethereum.htlc import HTLC

>>> from swap.providers.ethereum.transaction import FundTransaction

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
~"0xd77E0d2Eef905cfB39c3C4h952Ed278d58f96E1f", sender_address=
—"0x69e04fel16c9A6A83076B3c2dcdb4Bc21b5d9A20C", endtime=get_current_
—timestamp (plus=3600))

>>> fund_transaction: FundTransaction = FundTransaction(network="mainnet'")
>>> fund_transaction.build_transaction(address=
~"0x69e04fe16c9A6A83076B3c2dc4b4Bc21b5d9A20C", htlc=htlc, amount=100_000_000)
>>> fund_transaction.transaction_raw()

—"eyJmZWUi0iAxMzgONDgsICIOcmFuc2F jdGlvbiI6IHsiY2hhaW5JZCI6IDEZzMzcsICImem9tIjogl j

"
—

B4Nj11MDRmZTE.

8.3.1 FundTransaction

class swap.providers.ethereum.transaction.FundTransaction(network: str = 'mainnet’, provider: str =
'hitp’, token: Optional[str] = None)
Ethereum Fund transaction.

Parameters
e network (str) — Ethereum network, defaults to mainnet.
» provider (str) — Ethereum network provider, defaults to http.

e token (str) - Infura API endpoint token, defaults to
4414fea5£7454211956b1627621450b4.

Returns FundTransaction — Ethereum fund transaction instance.

Warning: Do not forget to build transaction after initialize fund transaction.

build_transaction(address: str, htlc: swap.providers.ethereum.htlc. HTLC, amount: Union|[Wei, int], unit:
str = 'Wei') — swap.providers.ethereum.transaction.FundTransaction
Build Ethereum fund transaction.

Parameters
e htlc (ethereum.htlc.HTLC) — Ethereum HTLC instance.
¢ address (str) — Ethereum sender address.
e amount (Wei, int)-— Ethereum amount.
e unit (str) — Ethereum unit, default to Wei.

Returns FundTransaction — Ethereum fund transaction instance.
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>>> from swap.providers.ethereum.htlc import HTLC

>>> from swap.providers.ethereum.transaction import FundTransaction

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
<~ "0xd77E0d2Eef905cfB39c3C4b952Ed278d58f96E1f", sender_address=

- "0x69e04fe16c9A6A83076B3c2dcdb4Bc21b5d9A20C", endtime=get_current_
—timestamp (plus=3600))

>>> fund_transaction: FundTransaction = FundTransaction(network="mainnet")
>>> fund_transaction.build_transaction(address=

. "0x69e04fe16c9A6A83076B3c2dc4db4Bc21b5d9A20C", htlc=htlc, amount=100_000_000)
<swap.providers.ethereum.transaction.FundTransaction object at 0x0409DAFO0>

sign(solver: swap.providers.ecthereum.solver.FundSolver) —
swap.providers.ethereum.transaction. FundTransaction
Sign Ethereum fund transaction.

Parameters solver (ethereum.solver.FundSolver) — Ethereum fund solver.

Returns FundTransaction — Ethereum fund transaction instance.

>>> from swap.providers.ethereum.htlc import HTLC

>>> from swap.providers.ethereum.transaction import FundTransaction

>>> from swap.providers.ethereum.solver import FundSolver

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
< "0xd77E0d2Eef905cfB39¢c3C4b952Ed278d58f96E1f", sender_address=
—"0x69e04fe16c9A6A83076B3c2dcdb4Bc21b5d9A20C", endtime=get_current_

< timestamp (plus=3600))

>>> fund_transaction: FundTransaction = FundTransaction(network="mainnet")

>>> fund_transaction.build_transaction(address=
~"0x69e04fel16c9A6A83076B3c2dcdb4Bc21b5d9A20C", htlc=htlc, amount=100_000_000)
>>> fund_solver: FundSolver = FundSolver(xprivate_key=

" xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5fr jwihGWmV1{fQEDioi GZXWXUbHLy3kQf
~", address=0)

>>> fund_transaction.sign(solver=fund_solver)
<swap.providers.ethereum.transaction.FundTransaction object at 0x0409DAFO0>

8.3.2 WithdrawTransaction

class swap.providers.ethereum.transaction.WithdrawTransaction(network: str = 'mainnet’, provider:
str = "http’, token: Optional[str] =
None)
Ethereum Withdraw transaction.

Parameters
e network (str) — Ethereum network, defaults to mainnet.
» provider (str) — Ethereum network provider, defaults to http.

e token (str) - Infura API endpoint token, defaults to
4414fea5£7454211956b1627621450b4.

Returns WithdrawTransaction — Ethereum withdraw transaction instance.
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Warning: Do not forget to build transaction after initialize withdraw transaction.

build_transaction(transaction_hash: str, address: str, secret_key: str, contract_address: Optionalstr] =

None) — swap.providers.ethereum.transaction. WithdrawTransaction
Build Ethereum withdraw transaction.

Parameters
¢ transaction_hash (str) — Ethereum HTLC funded transaction hash.
¢ address (str) — Ethereum recipient address.
» secret_key (str)— Secret password/passphrase.
e contract_address (str) — Ethereum HTLC contract address, defaults to None.

Returns WithdrawTransaction — Ethereum withdraw transaction instance.

>>> from swap.providers.ethereum.transaction import WithdrawTransaction

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—"mainnet")

>>> withdraw_transaction.build_transaction(transaction_hash=
—"0xe49ff507739£8d916ae2c9£fd51dd63764658ffa42a5288a49d93bc70a933edc4", secret_
—key="Hello Meheret!", address="0x69e04fel6c9A6A83076B3c2dc4b4Bc21b5d9A20C",.
—~contract_address="0x67324d402ffc103d061dAfA9096ff639f0676378")
<swap.providers.ethereum.transaction.WithdrawTransaction object at 0x0409DAF0O>

sign(solver: swap.providers.ethereum.solver.WithdrawSolver) —

swap.providers.ethereum.transaction. WithdrawTransaction
Sign Ethereum withdraw transaction.

Parameters solver (ethereum.solver.WithdrawSolver) — Ethereum withdraw solver.

Returns WithdrawTransaction — Ethereum withdraw transaction instance.

>>> from swap.providers.ethereum.transaction import WithdrawTransaction

>>> from swap.providers.ethereum.solver import WithdrawSolver

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—"mainnet")

>>> withdraw_transaction.build_transaction(transaction_hash=
—"0xe49££507739£8d916ae2c91d51dd63764658ffa42a5288a49d93bc70a933edc4", secret_
—key="Hello Meheret!", address="0x69e04fel6c9A6A83076B3c2dc4b4Bc21b5d9A20C",
—contract_address="0x67324d402ffc103d061dAfA9096ff639f0676378")

>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=

" xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRg£f86uZyCIlk20u36YdUJt5fr jwihGWmV1£fQEDioiG
~'", address=1)

>>> withdraw_transaction.sign(solver=withdraw_solver)
<swap.providers.ethereum.transaction.WithdrawTransaction object at 0x0409DAF0O>

ZXWXUbHLy3kQf
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8.3.3 RefundTransaction

class swap.providers.ethereum.transaction.RefundTransaction(network: str = 'mainnet', provider: str

= 'http’, token: Optional[str] = None)

Ethereum Refund transaction.

Parameters
e network (str) — Ethereum network, defaults to mainnet.
» provider (str) — Ethereum network provider, defaults to http.

e token (str) - Infura API endpoint token, defaults to
4414fea5£f7454211956b1627621450b4.

Returns RefundTransaction — Ethereum refund transaction instance.

Warning: Do not forget to build transaction after initialize refund transaction.

build_transaction(transaction_hash: str, address: str, contract_address: Optional[str] = None) —

swap.providers.ethereum.transaction.RefundTransaction
Build Ethereum refund transaction.

Parameters
¢ transaction_hash (str)— Ethereum HTLC funded transaction hash.
¢ address (str) — Ethereum sender address.
e contract_address (str) — Ethereum HTLC contract address, defaults to None.

Returns RefundTransaction — Ethereum refund transaction instance.

>>> from swap.providers.ethereum.transaction import RefundTransaction

>>> refund_transaction: RefundTransaction = RefundTransaction(network="mainnet")
>>> refund_transaction.build_transaction(transaction_hash=
—"0xe49f£507739f8d916ae2c9fd51dd63764658ffa42a5288a49d93bc70a933edc4", address=
—"0x69e04fel16c9A6A83076B3c2dc4b4Bc21b5d9A20C", contract_address=
—"0x67324d402ffc103d061dAfA9096f£639f0676378")

<swap.providers.ethereum. transaction.RefundTransaction object at 0x0409DAF®>

sign(solver: swap.providers.ethereum.solver.RefundSolver) —

swap.providers.ethereum.transaction.RefundTransaction
Sign Ethereum refund transaction.

Parameters solver (ethereum.solver.RefundSolver) — Ethereum refund solver.

Returns RefundTransaction — Ethereum refund transaction instance.

>>> from swap.providers.ethereum.transaction import RefundTransaction

>>> from swap.providers.ethereum.solver import RefundSolver

>>> refund_transaction: RefundTransaction = RefundTransaction(network="mainnet")

>>> refund_transaction.build_transaction(transaction_hash=

—"0xe49ff507739£f8d916ae2c9fd51dd63764658ffa42a5288a49d93bc70a933edc4", address=

—"0x69e04fel16c9A6A83076B3c2dcdb4Bc21b5d9A20C", contract_address=

—"0x67324d402ffc103d061dAfA9096f£639f0676378")

>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=

—"xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5fr jwihGWmV1{fQEDioiG
" address=0)

ZXWXUbHLy3kQf
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>>> refund_transaction.sign(solver=refund_solver)
<swap.providers.ethereum.transaction.RefundTransaction object at 0x0409DAF®>

8.4 Solver

Ethereum solver.

8.4.1 FundSolver

class swap.providers.ethereum.solver.FundSolver (xprivate_key: str, account: int = 0, change: bool =

False, address: int = 0, path: Optional[str] = None)
Ethereum Fund solver.

Parameters
» xprivate_key (str) — Ethereum sender xprivate key.
e account (int) — Ethereum derivation account, defaults to 0.
» change (bool) — Ethereum derivation change, defaults to False.
e address (int) — Ethereum derivation address, defaults to 0.
* path (str) — Ethereum derivation path, defaults to None.

Returns FundSolver — Ethereum fund solver instance.

>>> from swap.providers.ethereum.solver import FundSolver

>>> sender_root_xprivate_key: str =

< "xprv9s21ZrQH143K3XihXQBN8Uar2WBtr jSzK20RDEGQ25pA2kKAAD0QXaiiVXht 163ZTrdt TXfM4GgNRE
>>> fund_solver: FundSolver = FundSolver(xprivate_key=sender_root_xprivate_key)
<swap.providers.ethereum.solver.FundSolver object at 0x03FCCA60>

DgWQHky 2 5BpvB(

8.4.2 WithdrawSolver

class swap.providers.ethereum.solver.WithdrawSolver (xprivate_key: str, account: int = 0, change: bool

= False, address: int = 0, path: Optional[str] =
None)
Ethereum Withdraw solver.

Parameters
» xprivate_key (str) — Ethereum sender xprivate key.
* account (int) — Ethereum derivation account, defaults to 0.
» change (bool) — Ethereum derivation change, defaults to False.
e address (int) — Ethereum derivation address, defaults to 0.
* path (str) — Ethereum derivation path, defaults to None.

Returns WithdrawSolver — Ethereum withdraw solver instance.
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>>> from swap.providers.ethereum.solver import WithdrawSolver

>>> recipient_root_xprivate_key: str =

>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=recipient_root_
< Xprivate_key)

<swap.providers.ethereum.solver.WithdrawSolver object at 0x03FCCA60>

—"xprv9s21ZrQH143K3XihXQBN8Uar2WBtrjSzK20RDEGQ25pA2kKAAD0QXaiiVXht 163ZTrdt TXfM4GgNRE

DgWQHky 2 5BpvB(

8.4.3 RefundSolver

class swap.providers.ethereum.solver.RefundSolver (xprivate_key: str, account: int = 0, change: bool =

False, address: int = 0, path: Optional[str] =
None)
Ethereum Refund solver.

Parameters
» xprivate_key (str) — Ethereum sender xprivate key.
e account (int) — Ethereum derivation account, defaults to 0.
» change (bool) — Ethereum derivation change, defaults to False.
e address (int) — Ethereum derivation address, defaults to 0.
* path (str) — Ethereum derivation path, defaults to None.

Returns RefundSolver — Ethereum refund solver instance.

>>> from swap.providers.ethereum.solver import RefundSolver

>>> sender_root_xprivate_key: str =

>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=sender_root_xprivate_
—key)

<swap.providers.ethereum.solver.RefundSolver object at 0x03FCCA60>

—"xprv9s21ZrQH143K3XihXQBN8Uar2WBtrjSzK20RDEGQ25pA2kKAAD0QXaiiVXht 163ZTrdt TXfM4GqNRE

DgWQHky 2 5BpvB(

8.5 Signature

Ethereum signature.

class swap.providers.ethereum.signature.Signature (network: str = 'mainnet’, provider: str = 'http’,

token: Optional[str] = None)
Ethereum Signature.

Parameters
e network (str) — Ethereum network, defaults to mainnet.
» provider (str) — Ethereum network provider, defaults to http.

e token (str) - Infura API endpoint token, defaults to
4414fea5£7454211956b1627621450b4.

Returns Signature — Ethereum signature instance.

8.5. Signature
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Note: Ethereum has only five networks, mainnet, ropsten, kovan, rinkeby and testnet.

fee(unit: str = 'Wei') — Union[Wei, int, float]
Get Ethereum signature fee.

Parameters unit (str) — Ethereum unit, default to Wie.

Returns Wei, int, float — Ethereum signature fee.

>>> from swap.providers.ethereum.signature import Signature
>>> from swap.providers.ethereum.solver import FundSolver
>>> signature: Signature = Signature(network="mainnet")

>>> fund_solver: FundSolver = FundSolver(xprivate_key=

< "xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5fr jwihGWmV1£fQEDioi GZXWXUbHLYy3kQf
="

>>> signature.sign(transaction_raw=
" eyJmZWUi0iAxMzgONDgsICIOcmFuc2FjdGlvbiI6IHsiY2hhaW5JZCI6IDEzMzcsICImem9tIjogIl jB4Nj11MDRMZTE
', solver=fund_solver)

>>> signature.fee(unit="Wei")
1532774

[
—

hash() — Optional[str]
Get Ethereum signature has.

Returns str — Ethereum signature hash.

>>> from swap.providers.ethereum.signature import Signature
>>> from swap.providers.ethereum.solver import FundSolver
>>> signature: Signature = Signature(network="mainnet")

>>> fund_solver: FundSolver = FundSolver(xprivate_key=

" xprv9s21ZrQH143K3Y3pdbkb jreZQIRVmgTLhRgf86uZyClk20u36YdUJt5fr jwihGWmV1£QEDioiGZXWXUbHLy3kQf
-

>>> signature.sign(transaction_raw=
—"eyImZWUi0iAxMzgONDgsICIOcmFuc2FjdGlvbiI6TIHsiY2hhaW5]ZCI6IDEzMzcsICImecm9tIjogI jB4Nj11MDRmZTE
', solver=fund_solver)

>>> signature.hash()
"0xe87blaefec9fecbb7699e16d101e757e4825db157eb94d2e71lecfafl7£d3d75d"

1
—

json() — dict
Get Ethereum signature json.

Returns dict — Ethereum signature json.

>>> from swap.providers.ethereum.signature import Signature
>>> from swap.providers.ethereum.solver import FundSolver
>>> signature: Signature = Signature(network="mainnet")

>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5fr jwihGWmV1£fQEDioiGZXWXUbHLy3kQf

n
—

>>> signature.sign(transaction_raw=
" eyJmZWUi0iAxMzgONDgsICIOcmFuc2FjdGlvbiI6IHsiY2hhaW5JZCI6IDEzMzcsICImem9tIjogIl jB4Nj11MDRMZTE.
~", solver=fund_solver)

>>> signature.json()

{'chainId': 1337, 'from': '0x69e04fel6c9A6A83076B3c2dc4b4Bc21b5d9A20C', 'value
—': 3000000000000000000, 'nonce': 1, 'gas': 138448, 'gasPrice': 20000000000,
_.'to': '0xeaEaC81daSE386E8CadDele64d40a10E468A5b40', 'data’: (continues on next page)
< '0xf4£d30623a26da82ead15a80533a02696656b14b5dbfd84eb14790f2e1be5e9e45820eeb0O0OOOO00OO000OO00
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(continued from previous page)

raw() — Optional[str]
Get Ethereum signature raw.

Returns str — Ethereum signature raw.

>>> from swap.providers.ethereum.signature import Signature

>>> from swap.providers.ethereum.solver import FundSolver

>>> signature: Signature = Signature(network="mainnet")

>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5fr jwihGWmV1£fQEDioiG
-

>>> signature.sign(transaction_raw=

< "eyJmZWUi0iAxMzgONDgsICIOcmFuc2FjdGlvbiI6IHsiY2hhaW5JZCI6IDEzMzcsICImem9tIjoglj
', solver=fund_solver)

>>> signature.raw()

[
—

~"0xf8£4018504a817c80083021cd094eaecac8lda5e386e8caddele64d40al0e468a5b408829a224

n
—

ZXWXUbHLy3kQf

B4Nj11MDRmZTE.

1af62c0000b88.

type() — str
Get Ethereum signature type.

Returns str — Ethereum signature type.

>>> from swap.providers.ethereum.signature import Signature

>>> from swap.providers.ethereum.solver import FundSolver

>>> signature: Signature = Signature(network="mainnet")

>>> fund_solver: FundSolver = FundSolver(xprivate_key=

" xprv9s21ZrQH143K3Y3pdbkbjreZQIRVmgTLhRgf86uzZyCIlk20u36YdUJt5fr jwihGWmV1£fQEDioiG]
")

>>> signature.sign(transaction_raw=
—"eyJmZWUi0iAxMzgONDgsICIOcmFuc2FjdGlvbiI6IHsiY2hhaW5JZCI6IDEZzMzcsICImem9tIjoglj
", solver=fund_solver)

>>> signature.type()

"ethereum_fund_signed"

ZXWXUbHLy3kQf

B4Nj11MDRmZTE!

sign(transaction_raw: str, solver: Union[swap.providers.ethereum.solver.FundSolver,
swap.providers.ethereum.solver. WithdrawSolver, swap.providers.ethereum.solver.RefundSolver/) —
Union[swap.providers.ethereum.signature. FundSignature,
swap.providers.ethereum.signature. WithdrawSignature,
swap.providers.ethereum.signature.RefundSignature]
Sign Ethereum unsigned transaction raw.

Parameters
e transaction_raw (str) — Ethereum unsigned transaction raw.

* solver (ethereum.solver.FundSolver, ethereum.solver.WithdrawSolver,
ethereum.solver.RefundSolver) — Ethereum solver.

Returns FundSignature, WithdrawSignature, RefundSignature — Ethereum signature instance.

>>> from swap.providers.ethereum.signature import Signature
>>> from swap.providers.ethereum.solver import FundSolver

(continues on next page)
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(continued from previous page)

>>> signature: Signature = Signature(network="mainnet")
>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5fr jwihGWmV1{fQEDioi GZXWXUbHLy 3kQf
)

>>> signature.sign(transaction_raw=
—"eyImZWUi0iAxMzgONDgsICIOcmFuc2F jdGlvbiI6IHsiY2hhaW5JZCI6IDEZzMzcsICImem9tIjogI jB4Nj11MDRmZTE
", solver=fund_solver)
<swap.providers.ethereum.signature.FundSignature object at 0x0409DAFO>

signature() — dict
Get Ethereum signature.

Returns dict — Ethereum signature.

>>> from swap.providers.ethereum.signature import Signature
>>> from swap.providers.ethereum.solver import FundSolver
>>> signature: Signature = Signature(network="mainnet")

>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"xprv9s21ZrQH143K3Y3pdbkbjreZQIRVmgTLhRgf86uZyCIk20u36YdUJt5fr jwihGWmV1{fQEDioi GZXWXUbHLy 3kQf
)

>>> signature.sign(transaction_raw=
< "eyImZWUi0iAxMzgONDgsICIOcmFuc2F jdGlvbiI6IHsiY2hhaW5JZCI6IDEZzMzcsICImem9tIjogI jB4Nj11MDRmZTE
~", solver=fund_solver)

>>> signature.signature()

{'hash': '0Oxe87blaefec9fecbb7699e16d101e757e4825db157eb94d2e71lecfaf17£d3d75d",
— 'rawTransaction':

— '0xf8f4018504a817c80083021cd094eaecac8lda5e386e8caddele64d40a10e468a5b408829a224{1af62c0000b8S:

:_,', Ir':n_n

—49669210517760089961057755545670916457545361634072315135726343721882166945149,

Talt.
— S-I_l

—39373327445767756604614462296774202164268870502915897592346222361951457550066,

-~ 'v': 2709}

transaction_raw() — str
Get Ethereum signed transaction raw.

Returns str — Ethereum signed transaction raw.

>>> from swap.providers.ethereum.signature import Signature
>>> from swap.providers.ethereum.solver import FundSolver
>>> signature: Signature = Signature(network="mainnet")

>>> fund_solver: FundSolver = FundSolver(xprivate_key=
«"xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5frjwihGWmV1£fQEDioiGZXWXUbHLy3kQf

n
—

>>> signature.sign(transaction_raw=
<" eyImZWUi0iAxMzgONDgsICIOcmFuc2FjdGlvbiI6IHsiY2hhaW5JZCI6IDEZzMzcsICImem9tI jogI jB4Nj11MDRMZTE.

~", solver=fund_solver)
>>> signature.transaction_raw()

—"eyImZWUi0iAxMzgONDgsICIOcmFuc2FjdGlvbiI6IHsiY2hhaW5]ZCI6IDEZzMzcsICImecm9tIjogI jB4Nj11MDRmZTE.

n
—
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8.5.1 FundSignature

class swap.providers.ethereum.signature.FundSignature(network: str = 'mainnet’, provider: str = "http’,
token: Optional[str] = None)
Ethereum Fund signature.

Parameters
e network (str) — Ethereum network, defaults to mainnet.
» provider (str) — Ethereum network provider, defaults to http.

e token (str) - Infura API endpoint token, defaults to
4414fea5£f7454211956b1627621450b4.

Returns FundSignature — Ethereum fund signature instance.

Note: Ethereum has only five networks, mainnet, ropsten, kovan, rinkeby and testnet.

sign(transaction_raw: str, solver: swap.providers.ethereum.solver.FundSolver) —
swap.providers.ethereum.signature. FundSignature
Sign Ethereum unsigned fund transaction raw.

Parameters
e transaction_raw (str) — Ethereum unsigned fund transaction raw.
¢ solver (ethereum.solver.FundSolver) — Ethereum solver.

Returns FundSignature — Ethereum fund signature instance.

>>> from swap.providers.ethereum.signature import FundSignature

>>> from swap.providers.ethereum.solver import FundSolver

>>> fund_signature: FundSignature = FundSignature(network="mainnet'")
>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5fr jwihGWmV1£fQEDioiGZXWXUbHLy3kQf

n
—

>>> fund_signature.sign(transaction_raw=
—"eyImZWUi0iAxMzgONDgsICIOcmFuc2F jdGlvbiI6IHsiY2hhaW5JZCI6IDEZzMzcsICImcm9tIjogI jB4Nj11IMDRmZTE.
', solver=fund_solver)

<swap.providers.ethereum.signature.FundSignature object at Ox0409DAFO>

[
—

8.5.2 WithdrawSignature

class swap.providers.ethereum.signature.WithdrawSignature (network: str = 'mainnet’, provider: str =
'http', token: Optional[str] = None)
Ethereum Withdraw signature.

Parameters
e network (str) — Ethereum network, defaults to mainnet.
» provider (str) — Ethereum network provider, defaults to http.

e token (str) - Infura API endpoint token, defaults to
4414fea5£f7454211956b1627621450b4.

Returns WithdrawSignature — Ethereum withdraw signature instance.
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Note: Ethereum has only five networks, mainnet, ropsten, kovan, rinkeby and testnet.

sign(transaction_raw: str, solver: swap.providers.ethereum.solver. WithdrawSolver) —

swap.providers.ethereum.signature. WithdrawSignature
Sign Ethereum unsigned withdraw transaction raw.

Parameters
e transaction_raw (str) — Ethereum unsigned withdraw transaction raw.
¢ solver (ethereum.solver.WithdrawSolver) — Ethereum withdraw solver.

Returns WithdrawSignature — Ethereum withdraw signature instance.

>>> from swap.providers.ethereum.signature import WithdrawSignature

>>> from swap.providers.ethereum.solver import WithdrawSolver

>>> withdraw_signature: WithdrawSignature = WithdrawSignature(network="mainnet")
>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=

" xprv9s21ZrQH143K3Y3pdbkbjreZQI9RVmgTLhRgf86uZyCIlk20u36YdUJt5fr jwihGWmV1{fQEDioiG

"
—

>>> withdraw_signature.sign(transaction_raw=

—"eyImZWUi0iAxMzgONDgsICIOcmFuc2F jdGlvbiI6IHsiY2hhaW5JZCI6IDEZzMzcsICImem9tIjoglj
", solver=withdraw_solver)

<swap.providers.ethereum.signature.WithdrawSignature object at 0x0409DAFQ®>

ZXWXUbHLy3kQf

B4Nj11MDRmZTE!

8.5.3 RefundSignature

class swap.providers.ethereum.signature.RefundSignature (network: str = 'mainnet', provider: str =

'hittp’, token: Optional[str] = None)

Ethereum Refund signature.

Parameters
e network (str) — Ethereum network, defaults to mainnet.
* provider (str) — Ethereum network provider, defaults to http.

e token (str) - Infura API endpoint token, defaults to
4414fea5£7454211956b1627621450b4.

Returns RefundSignature — Ethereum refund signature instance.

Note: Ethereum has only five networks, mainnet, ropsten, kovan, rinkeby and testnet.

sign(transaction_raw: str, solver: swap.providers.ethereum.solver.RefundSolver) —

swap.providers.ethereum.signature. RefundSignature
Sign Ethereum unsigned refund transaction raw.

Parameters
e transaction_raw (str) — Ethereum unsigned refund transaction raw.
¢ solver (ethereum.solver.RefundSolver) — Ethereum refund solver.

Returns RefundSignature — Ethereum refund signature instance.
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>>> from swap.providers.ethereum.signature import RefundSignature
>>> from swap.providers.ethereum.solver import RefundSolver

>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=

-

>>> refund_signature.sign(transaction_raw=

, solver=refund_solver)
<swap.providers.ethereum.signature.RefundSignature object at 0x0409DAFO>

1
—

>>> refund_signature: RefundSignature = RefundSignature(network="mainnet")

" xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRg£f86uZyCIlk20u36YdUJt5fr jwihGWmV1£fQEDioiG

—"eyJmZWUi0iAxMzgONDgsICIOcmFuc2FjdGlvbiI6IHsiY2hhaW5JZCI6IDEZzMzcsICImcm9tIjoglj

ZXWXUbHLy3kQf

B4Nj11MDRmZTE!

8.6 Remote Procedure Call (RPC)

Ethereum remote procedure call.

swap.providers.ethereum.rpc.get_web3 (network: str = 'mainnet’, provider: str = 'http', token: Optional[str]

= None) — web3.main.Web3
Get Ethereum Web3 instance.

Parameters
e network (str) — Ethereum network, defaults to mainnet.
» provider (str) — Ethereum network provider, defaults to http.

e token (str) - Infura API endpoint token, defaults
4414fea5£7454211956b1627621450b4.

Returns Web3 — Ethereum Web3 instance.

to

>>> from swap.providers.ethereum.rpc import get_web3

<web3.main.Web3 object at 0xO00001DDECCDO640>

>>> get_web3(network="testnet", provider="http", token="infura endpoint token ..

!

swap.providers.ethereum.rpc.get_balance(address: str, network: str = 'mainnet’, provider: str = "http’,

token: Optional[str] = None) — Wei
Get Ethereum balance.

Parameters
e address (str) — Ethereum address.
e network (str) — Ethereum network, defaults to mainnet.
» provider (str) — Ethereum network provider, defaults to http.

e token (str) - Infura API endpoint token, defaults
4414fea5£7454211956b1627621450b4.

Returns Wei — Ethereum balance (Wei).

to

>>> from swap.providers.ethereum.rpc import get_balance
>>> get_balance("0x70c1eb09363603a3b6391deb2daa6d2561a62£52", "ropsten")
25800000

swap.providers.ethereum.rpc.get_transaction(transaction_hash: str, network: str = 'mainnet', provider:

str = 'http’, token: Optional[str] = None) — dict
Get Ethereum transaction detail.

8.6. Remote Procedure Call (RPC)
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Parameters
e transaction_hash (str) — Ethereum transaction hash/id.
e network (str) — Ethereum network, defaults to mainnet.
» provider (str) — Ethereum network provider, defaults to http.

e token (str) - Infura API endpoint token, defaults

to
4414fea5f7454211956b1627621450b4.

Returns dict — Ethereum transaction detail.

>>> from swap.providers.ethereum.rpc import get_transaction

>>> get_transaction(transaction_hash=
—"0xa4d57071427e3310b3e2fb16e7712f8d8aaaafb31ce5fcd6534£fc50848905948™)

{'hash': '0xa4d57071427e3310b3e2fbl6e7712f8d8aaaafb31ce5fcd6534fc50848905948",
—'nonce': 0, 'blockHash':

— '0xb33a804ae10713b£549db8ec749£7d650347613ac784db1a8d17e0cb03741bf0', 'blockNumber
—'": 1, "transactionIndex': 0, 'from': '0x96cA14396341480E3b6384D1d1397d1£f7£f5a0AB7",
— 'to': None, 'value': 0, 'gas': 367400, 'gasPrice': 250000000, 'input':

. '0x608060405234801561001057600080fd5b506040518060400160405280600581526020017£48656¢C
', 'v': 28, 'r':

— '0xa593dcfd7£f7b17£8b22907e9c4b03721312a4d00d£d99f8£f7267ccd5eb7d4613"', 's':
. '0x70cd172ae92de7a046dfe28del1db8657£8c3b3ed00c060392fb1d5080646927b'}

6c6£000000000(

swap.providers.ethereum.rpc.get_transaction_receipt (transaction_hash: str, network: str = 'mainnet’,

provider: str = "http', token: Optional[str] =
None) — Optional[dict]
Get Ethereum transaction receipt.
Parameters
e transaction_hash (str) — Ethereum transaction hash/id.
e network (str) — Ethereum network, defaults to mainnet.

» provider (str) — Ethereum network provider, defaults to http.

e token (str) - Infura API endpoint token, defaults to
4414fea5£7454211956b1627621450b4.
Returns dict — Ethereum transaction receipt.
>>> from swap.providers.ethereum.rpc import get_transaction_receipt
>>> get_transaction_receipt(transaction_hash=
"d26220f61££f4207837ee3cf5ab2a551b2476389%ae76cf1ccd2005d304bdc308d", network=
—"testnet")
{'transactionHash':
< '0xd26220f61£f4207837ee3cf5ab2a551b2476389ae76cf1ccd2005d304bdc308d’,
— "transactionIndex': 0, 'blockHash':
— '0xb325934bfb333b5ca77634081cfeaedfa53598771dcfcb482ed3ace789%ec5843"', 'blockNumber

't 1, "from': '0x69e04fel6c9A6A83076B3c2dc4b4Bc21b5d9A20C', 'to'

—': 1582730, 'cumulativeGasUsed': 1582730, 'contractAddress':
— '0xeaEaC81da5E386E8Ca4Dele64d40a10E468A5b40', 'logs': [], 'status': 1, 'logsBloom

: None, 'gasUsed

—

o'}
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swap.providers.ethereum.rpc.wait_for_transaction_receipt (transaction_hash: str, timeout: int = 60,

network: str = 'mainnet’, provider: str =
'hitp’, token: Optional[str] = None) —
dict

Wait for Ethereum transaction receipt.

Parameters
e transaction_hash (str) — Ethereum transaction hash/id.
* timeout (int) — Request timeout, default to 60.

e network (str) — Ethereum network, defaults to mainnet.

provider (str) — Ethereum network provider, defaults to http.

token (str) - Infura API endpoint token, defaults to
4414fea5£7454211956b1627621450b4.

Returns dict — Ethereum transaction receipt.

>>> from swap.providers.ethereum.rpc import wait_for_transaction_receipt

>>> wait_for_transaction_receipt(transaction_hash=
—"d26220f61ff4207837ee3cf5ab2a551b2476389ae76cf1ccd2005d304bdc308d", timeout=120,.
—network="testnet")

{'transactionHash':

— '0xd26220f61££f4207837ee3cf5ab2a551b2476389ae76cf1ccd2005d304bdc308d’,

— "transactionIndex': 0, 'blockHash':

— '0xb325934bfb333b5ca77634081cfeaedfa53598771dcfcb482ed3ace789%ec5843"', 'blockNumber
~'"': 1, "from': '0x69e04fel6c9A6A83076B3c2dc4b4Bc21b5d9A20C', 'to': None, 'gasUsed
—': 1582730, 'cumulativeGasUsed': 1582730, 'contractAddress':

- '0xeaEaC81da5E386E8Ca4Dele64d40al10E468A5b40', 'logs': [], 'status': 1, 'logsBloom

L
—

o'}

~ '0x000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000¢

swap.providers.ethereum.rpc.decode_raw(transaction_raw: str) — dict

Decode original Ethereum raw into blockchain.
Parameters transaction_raw (str) — Ethereum transaction raw.

Returns dict — Ethereum decoded transaction hash.

>>> from swap.providers.ethereum.rpc import decode_raw

>>> decode_raw(transaction_raw=
—"0xf86c02840ee6b280825208943e0a9b2ee8f8341alaead3e7531d75£1e395£24b8901236efchcbb34
="

{'hash': '0x04b3bfb804f2b3329555c6f3a17a794b3f099b6435a9cf58c78609ed93853907', 'from
't '0x3769F63e3b694cD2e973e28af59bdFd751303273", 'to':

- "'0x3e0a9B2Ee8F8341A1aEaD3E7531d75f1e395F24b', 'nonce': 2, 'gas': 21000, 'gas_price
"1 250000000, 'value': 21000000000000000000, 'data': 'Ox', 'chain_id': -4, 'r':

- '0x3084982e429dd897d3cc1b2c8cc2d1b106b9d302eb23f6fae7d0e57e53e043£8", 's':
—"'0x116£13f9ab385f6b53e7821b3335ced924alceb88303347cd®af4aa75e6bfb73"', 'v': 27}

P000801ba®308:

swap.providers.ethereum.rpc.submit_raw(transaction_raw: str, network: str = 'mainnet’, provider: str =

'http’, token: Optional[str] = None) — str
Submit original Ethereum raw into blockchain.

Parameters
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e transaction_raw (str) — Ethereum transaction raw.
e network (str) — Ethereum network, defaults to mainnet.
» provider (str) — Ethereum network provider, defaults to http.

e token (str) - Infura API endpoint token, defaults to
4414fea5£7454211956b1627621450b4.

Returns str — Ethereum submitted transaction hash/id.

>>> from swap.providers.ethereum.rpc import submit_raw
>>> submit_raw(transaction_raw=
—"0x£f86c02840ee6b280825208943e0a9b2ee8f8341alaead3e7531d75£1e395£24b8901236efcbchbb34p000801ba®308-
', network="testnet")
"0x04b3bfb804£2b3329555c6£3a17a794b3£099b6435a9¢c£58c78609ed93853907"

)
>

8.7 Utils

Ethereum Ultils.

swap.providers.ethereum.utils.is_network (network: str) — bool
Check Ethereum network.

Parameters network (str) — Ethereum network.

Returns bool — Ethereum valid/invalid network.

>>> from swap.providers.ethereum.utils import is_network
>>> is_network (network="kovan')
True

swap.providers.ethereum.utils.is_address(address: str) — bool
Check Ethereum address.

Parameters address (str) — Ethereum address.

Returns bool — Ethereum valid/invalid address.

>>> from swap.providers.ethereum.utils import is_address
>>> 1is_address(address="0xleell011lael12103a488a82dc33e03£f337bc93ba7")
True

swap.providers.ethereum.utils.is_checksum_address (address: str) — bool
Check Ethereum checksum address.

Parameters address (str) — Ethereum address.

Returns bool — Ethereum valid/invalid checksum address.

>>> from swap.providers.ethereum.utils import is_checksum_address

>>> is_checksum_address(address="0xleell1011ael2103a488a82dc33e03f337bc93ba7")
False

>>> is_checksum_address(address="0x1Eel1011ael12103a488A82DC33e03£337Bc93ba7")
True

swap.providers.ethereum.utils.to_checksum_address(address: str) — ChecksumAddress
Change Ethereum address to checksum address.
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Parameters address (ChecksumAddress) — Ethereum address.

Returns str — Ethereum checksum address.

>>> from swap.providers.ethereum.utils import to_checksum_address
>>> is_checksum_address(address="0xleell011lael2103a488a82dc33e03£f337bc93ba7")
"0x1Ee11011ae12103a488A82DC33e03£337Bc93ba7"

swap.

providers.ethereum.utils.is_transaction_raw(transaction_raw: str) — bool
Check Ethereum transaction raw.

Parameters transaction_raw (str)— Ethereum transaction raw.

Returns bool — Ethereum valid/invalid transaction raw.

>>> from swap.providers.ethereum.utils import is_transaction_raw
>>> transaction_raw: str =
—"eyJmZWUi0iAXMDAWMDAWMCwgImFkZHI1c3Mi01iAiYmOxcWUSMHFqdD]1 3NGO4cnQzdG51dTBwenAyNGRrZm

"
—

>>> 1s_transaction_raw(transaction_raw=transaction_raw)
True

71bH1zOHpjd31]

swap.

providers.ethereum.utils.decode_transaction_raw(transaction_raw: str) — dict
Decode Ethereum transaction raw.

Parameters transaction_raw (str)— Ethereum transaction raw.

Returns dict — Decoded ethereum transaction raw.

>>> from swap.providers.ethereum.utils import decode_transaction_raw
>>> transaction_raw: str =
" eyJmZWUi0iAXMDAWMDAWMCwgImFkZHI1c3Mi0iAiYmOxcWUSMHFqdD13NGO4cnQzdG5 1dTBwenAyNGRrZm

"
—

>>> decode_transaction_raw(transaction_raw=transaction_raw)

¥1bH1zOHpjd31]

{'fee': ..., '"type': '...', 'address': '...', 'transaction': {...}, 'unsigned_datas
~'": [...], 'signatures': [...], 'network': '...'}
swap.providers.ethereum.utils.submit_transaction_raw(transaction_raw: str, provider: str = 'hitp’,

token: Optional[str] = None) — dict
Submit Ethereum transaction raw.

Parameters
e transaction_raw (str) — Ethereum transaction raw.
» provider (str) — Ethereum network provider, defaults to http.

e token (str) - Infura API endpoint token, defaults to
4414fea5£f7454211956b1627621450b4

Returns dict — Ethereum submitted transaction id, fee, type and date.

>>> from swap.providers.ethereum.utils import submit_transaction_raw
>>> transaction_raw: str =
" eyJmZWUi0iAXMDAWMDAWMCwgImFkZHI1c3Mi0iAiYmOxcWUSMHFqdD13NGO4cnQzdG51dTBwenAyNGRrZm

"
—

>>> submit_transaction_raw(transaction_raw=transaction_raw)
{'fee': ..., '"type': 'transaction_id': '...', 'metwork': '...', 'date': '...
o'

¥1bH1zOHpjd31]
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swap.providers.ethereum.utils.amount_unit_converter (amount: Union[int, float], unit: str =
'Wei2Ether") — Union[int, float]
XinFin amount unit converter.

Parameters
e amount (int, float) - XinFIn amount.
e unit (str) — XinFIn unit, default to Wei2Ether

Returns int, float — XinFin amount.

>>> from swap.providers.ethereum.utils import amount_unit_converter
>>> amount_unit_converter (amount=100_000_000, unit="Wei2Ether")
0.1
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VAPOR

Vapor is a layer 2 scalability solution that uses cross-chain technology to interact with the Bytom mainchain. Compared
to Ethereum, the Vapor sidechain boasts faster transactions, lower costs, and less risk of congestion.

For more https://bytom.io/en/sidechain/

9.1 Wallet

The implementation of Hierarchical Deterministic (HD) wallets generator for Vapor blockchain.

class swap.providers.vapor.wallet.Wallet(network: str = 'mainnet")
Vapor Wallet class.

Parameters network (str)— Vapor network, defaults to mainnet.

Returns Wallet — Vapor wallet instance.

Note: Vapor has only two networks, mainnet, solonet and testnet.

from_entropy (entropy: str, language: str = 'english', passphrase: Optional[str] = None) —
swap.providers.vapor.wallet. Wallet
Initiate Vapor wallet from entropy.

Parameters
e entropy (str) — Vapor entropy hex string.
¢ language (str) — Vapor wallet language, default to english.
» passphrase (str)— Vapor wallet passphrase, default to None.

Returns Wallet — Vapor wallet instance.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
<swap.providers.vapor.wallet.Wallet object at 0x040DA268>

from_mnemonic (mnemonic: str, language: Optional[str] = None, passphrase: Optional(str] = None) —
swap.providers.vapor.wallet. Wallet
Initialize Vapor wallet from mnemonic.

Parameters

e mnemonic (str) — Vapor mnemonic words.
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* language (str) — Vapor wallet language, default to english.
» passphrase (str) — Vapor wallet passphrase, default to None.

Returns Wallet — Vapor wallet instance.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet.from_mnemonic(mnemonic="unfair divorce remind addict add roof park.
—clown build renew illness fault")

<swap.providers.vapor.wallet.Wallet object at 0x040DA268>

from_seed(seed: str) — swap.providers.vapor.wallet. Wallet

Initialize Vapor wallet from seed.
Parameters seed (str)— Vapor Seed hex string.

Returns Wallet — Vapor wallet instance.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_seed(seed=
—"1cfd5df8a523d53a36cee369a93fac4e9efab5e4e138d479da2fb6df730697574409d572fe8325
(_‘ll)

<swap.providers.vapor.wallet.Wallet object at 0x040DA268>

ec22e8ed25dea

from_xprivate_key (xprivate_key: str) — swap.providers.vapor.wallet. Wallet

Initiate Vapor wallet from xprivate key.
Parameters xprivate_key (str)— Vapor XPrivate key.

Returns Wallet — Vapor wallet instance.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet™)

>>> wallet.from_xprivate_key(xprivate_key=
—"58775359b7b3588dcdclbcf373489fal272cacc®3909£78469657b0208e66e46daedfdd®fd8£8d]
D

<swap.providers.vapor.wallet.Wallet object at 0x040DA268>

if14e2084c7e8d.

from_private_key (private_key: str) — swap.providers.vapor.wallet. Wallet

Initialize Vapor wallet from private key.
Parameters private_key (str)— Vapor Private key.

Returns Wallet — Vapor wallet instance.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_private_key(private_key=
—"b0f9552e4fedac7f2e750ae984e36a97cf2b24609f7ec43£f35606ed65eec6e46db35£71c405£fd5

n
—

<swap.providers.vapor.wallet.Wallet object at 0x040DA268>

P48ecffa2c512.

from_path (path: str) — swap.providers.vapor.wallet. Wallet

Drive Vapor wallet from path.
Parameters path (str)— Vapor derivation path.

Returns Wallet — Vapor wallet instance.
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>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44/153/1/0/1")
<swap.providers.vapor.wallet.Wallet object at 0x040DA268>

from_indexes (indexes: List[str]) — swap.providers.vapor.wallet.Wallet
Drive Vapor wallet from indexes.

Parameters indexes (1ist)— Vapor derivation indexes.

Returns Wallet — Vapor wallet instance.

>>> from swap.providers.vapor.wallet import Wallet
>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_xprivate_key(xprivate_key=
—""58775359b7b3588dcdclbcf373489fa1272cacc03909f78469657b0208e66e46daedfdd0®fd8£8dif14e2084c7e8d.

n
—

>>> wallet. from_indexes(indexes=["2c000000", "99000000", "01000000", "00000000",
— "01000000"])
<swap.providers.vapor.wallet.Wallet object at 0x040DA268>

from_index (index: int, hardened: bool = False) — swap.providers.vapor.wallet. Wallet
Drive Vapor wallet from index.

Parameters
 index (int) — Vapor wallet index.
¢ hardened (bool) — Use hardened, default to False.

Returns Wallet — Vapor wallet instance.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet. from_index(index=44)

>>> wallet.from_index(index=153)

>>> wallet. from_index(index=1)

>>> wallet. from_index(index=0)

>>> wallet. from_index(index=1)

<swap.providers.vapor.wallet.Wallet object at 0x040DA268>

clean_derivation() — swap.providers.vapor.wallet. Wallet
Clean derivation Vapor wallet.

Returns Wallet — Vapor wallet instance.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44/153/1/0/1")

>>> wallet.indexes()

["2c000000", '"99000000", "01000000", "O0000000", "01000000"]

>>> wallet.path(Q)

"m/44/153/1/0/1"

>>> wallet.clean_derivation()

(continues on next page)
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(continued from previous page)

>>> wallet.indexes()

[]
>>> wallet.path(Q)
None

strength() — Optional[int]
Get Vapor wallet strength.

Returns int — Vapor wallet strength.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.strength()

128

entropy() — Optional[str]
Get Vapor wallet entropy.

Returns str — Vapor wallet entropy.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet™)

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.entropy()

"ed0802d701a033776811601dd6c5c4a9"

mnemonic () — Optional[str]
Get Vapor wallet mnemonic.

Returns str — Vapor wallet mnemonic.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet™)

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")

>>> wallet.mnemonic()

"unfair divorce remind addict add roof park clown build renew illness fault"

passphrase() — Optionallstr]
Get Vapor wallet passphrase.

Returns str — Vapor wallet passphrase.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet™)

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9", passphrase=
—"meherett")

>>> wallet.passphrase()

"meherett"

language () — Optionallstr]
Get Vapor wallet language.

Returns str — Vapor wallet language.
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>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.language()

"english"

seed () — Optional[str]
Get Vapor wallet seed.

Returns str — Vapor wallet seed.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.seed()

—"1cfd5df8a523d53a36cee369a93fac4e9efab5e4e138d479da2fb6d£f730697574409d572fe8325pc22e8ed25dea

n
—

path() — Optionalstr]
Get Vapor wallet derivation path.

Returns str — Vapor derivation path.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet = Wallet(network="mainnet", change=True, address=3)

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44/153/1/0/1")

>>> wallet.path(Q)

"m/44/153/1/0/1"

indexes() — list
Get Vapor wallet derivation indexes.

Returns list — Vapor derivation indexes.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44/153/1/0/1")

>>> wallet.indexes()

['2cO00000', '99000000', '01000000', '00000000', '01000000']

xprivate_key () — Optional[str]
Get Vapor wallet xprivate key.

Returns str — Vapor xprivate key.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.xprivate_key()

—"58775359b7b3588dcdc1bcf373489fal1272cacc03909£78469657b0208e66e46daedfdd0fd8£8df14e2084c7e8d.

n
—
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xpublic_key() — Optional[str]
Get Vapor wallet xpublic key.

Returns str — Vapor xpublic key.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet™)

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.xpublic_key()

—"f80a401807fdelee5727ae032eel144e4b757e69431e68e6cd732eda3c8cd3936daedfdd0fd8£8dif14e2084c7e8d.

n
—

expand_xprivate_key() — Optional[str]
Get Vapor wallet expand xprivate key.

Returns str — Vapor expand xprivate key.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.expand_xprivate_key()

—"58775359b7b3588dcdc1bcf373489fa1272cacc03909£78469657b0208e66e465c68d75d8a29ebBffd7e8213808

n
—

child_xprivate_key() — Optional[str]
Get Vapor child wallet xprivate key.

Returns str — Vapor child xprivate key.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet™)

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44/153/1/0/1")

>>> wallet.child_xprivate_key()

—"b0f9552e4fedac7f2e750ae984e36a97cf2b24609f7ec43£f35606ed65eec6e46db35£71c405fd5P48ecffa2c512.

n
—

child_xpublic_key() — Optional[str]
Get Vapor child wallet xpublic key.

Returns str — Vapor child xpublic key.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet. from_path(path="m/44/153/1/0/1")

>>> wallet.child_xpublic_key()

—"fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf®01a118226212db35£71c405£fd5P48ecffa2c512:

"
—

guid() — Optional[str]
Get Vapor wallet Blockcenter GUID.
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Returns str — Vapor Blockcenter GUID.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.guid(Q)

"9ed61a9b-e7b6-4cb7-94fb-932b738e4£66"

private_key() — str
Get Vapor wallet private key.

Returns str — Vapor private key.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9™)
>>> wallet. from_path(path="m/44/153/1/0/1")

>>> wallet.private_key()

n
—

—"b0f9552ed4fedac7f2e750ae984e36a97cf2b24609f7ec43£35606ed65eec6e46db35£f71c405£d5

P48ecffa2c512:

public_key() — str
Get Vapor wallet public key.

Returns str — Vapor public key.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet. from_path(path="m/44/153/1/0/1")

>>> wallet.public_key()
"feb6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212"

program() — str
Get Vapor wallet control program.

Returns str — Vapor control program.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44/153/1/0/1")

>>> wallet.program()

"0014b1592acbb917£13937166c2a9b6ce973296ebb60"

address (network: Optional[str] = None) — str
Get Vapor wallet address.

Parameters network (str) — Vapor network, defaults to mainnet.

Returns str — Vapor wallet address.

>>> from swap.providers.vapor.wallet import Wallet
>>> wallet: Wallet = Wallet(network="mainnet")
>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")

>>> wallet. from_indexes(indexes=["2c000000", "99000000", "01000000", "00000000",

= 01000000 1) (continues on next page)
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(continued from previous page)

>>> wallet.address(network="mainnet")
"bmlgk9vj4jaezlcnjdckds4 fkm8 fwv5Skawmg9qrufx"

balance (asset: Union[str, swap.providers.vapor.assets.AssetNamespace|] =

iy s unit: str = 'NEU") — Union[int, float]

Get Vapor wallet balance.
Parameters

* asset (str, vapor.assets.AssetNamespace) — Vapor asset id, defaults to BTM
asset.

e unit (str) — Vapor unit, default to NEU.

Returns int, float — Vapor wallet balance.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet(network="mainnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44/153/1/0/1")

>>> wallet.balance(unit="BTM")

2.0

utxos (asset: Union[str, swap.providers.vapor.assets.AssetNamespace ] =
s limit: int = 15) — list
Get Vapor wallet unspent transaction output (UTXO’s).

Parameters

* asset (str, vapor.assets.AssetNamespace) — Vapor asset id, defaults to BTM
asset.

e limit (int) — Limit of UTXO’s, default is 15.

Returns list — Vapor unspent transaction outputs.

>>> from swap.providers.vapor.wallet import Wallet

>>> wallet: Wallet = Wallet (network="mainnet")

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")

>>> wallet. from_path(path="m/44/153/1/0/1")

>>> wallet.utxos()

[{'hash': '9843c9b9130bd87a9683f2c4e66456326beeefb2522c3352326de870c5c1329%e’,
—'asset': "fEffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffeef’,
—"amount': 200000000} ]

9.2 Hash Time Lock Contract (HTLC)

Vapor Hash Time Lock Contract (HTLC).

class swap.providers.vapor.htlc.HTILC(network: str = 'mainnet', contract_address: Optionalstr] = None)
Vapor Hash Time Lock Contract (HTLC).

Parameters network (str) — Vapor network, defaults to mainnet.

Returns HTLC — Vapor HTLC instance.
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Note: Vapor has only three networks, mainnet, solonet and testnet.

build_htlc(secret_hash: str, recipient_public_key: str, sender_public_key: str, endblock: int, use_script:

bool = False) — swap.providers.vapor.htlc. HTLC
Build Vapor Hash Time Lock Contract (HTLC).

Parameters

¢ secret_hash (str) — secret sha-256 hash.

» recipient_public_key (str) — Vapor recipient public key.

¢ sender_public_key (str)— Vapor sender public key.

» endblock (int) — Vapor expiration block height.

e use_script (bool) — Initialize HTLC by using script, default to False.
Returns HTLC — Vapor Hash Time Lock Contract (HTLC) instance.

>>> from swap.providers.vapor.htlc import HTLC

>>> from swap.providers.vapor.rpc import get_current_block_height

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="mainnet')

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_public_key=
—"3e0a377ae4afa®31d4551599d9bb7d5b27£4736d77£78cac4d476f0ffbaSae3e"”, sender_
—public_key="fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212",
- endblock=get_current_block_height(plus=1000), use_script=False)
<swap.providers.vapor.htlc.HTLC object at 0x0409DAFO>

from_bytecode (bytecode: str) — swap.providers.vapor.htlc. HTLC

Initialize Vapor Hash Time Lock Contract (HTLC) from bytecode.
Parameters bytecode (str) — Vapor bytecode.

Returns HTLC — Vapor Hash Time Lock Contract (HTLC) instance.

>>> from swap.providers.vapor.htlc import HTLC

>>> htlc: HTLC = HTLC(network="testnet")

>>> bytecode: str =
—"042918320720fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a11822621220

n
—

>>> htlc. from_bytecode (bytecode=bytecode)
<swap.providers.vapor.htlc.HTLC object at 0x0409DAFO0>

BeO®a377aedafal

bytecode() — str

Get Vapor Hash Time Lock Contract (HTLC) bytecode.
Returns str — Vapor HTLC bytecode.

>>> from swap.providers.vapor.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_public_key=
—"3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffba5ae3e", sender_
—public_key="fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212",
< endblock=120723497)

(continues on next page)
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>>> htlc.bytecode()

—"042918320720£fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a11822621220

n
—

BeO®a377aedafal

opcode () — Optionallstr]

Get Vapor Hash Time Lock Contract (HTLC) OP_Code.
Returns str — Vapor HTLC opcode.

>>> from swap.providers.vapor.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=sha256("'Hello Meheret!"), recipient_public_key=
—"3e0a377ae4afa®031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffbaSae3e"”, sender_
—public_key="fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212",
— endblock=120723497)

>>> htlc.opcode()

"0x29183207 0xfe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212.,
—0x3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476£f0ffba5ae3e.,
-.0x3a26da82ead15a80533a02696656b14b5db£fd84eb14790f2elbe5e9e45820eeb DEPTH.
—.0x547a6416000000557aa888537a7cae7cac631f000000537acd9£f6972ae7cac FALSE.,
—CHECKPREDICATE"

hash() — str

Get Vapor Hash Time Lock Contract (HTLC) hash.
Returns str — Vapor HTLC hash.

>>> from swap.providers.vapor.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=sha256("'Hello Meheret!"), recipient_public_key=
—"3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffba5ae3e", sender_
—public_key="fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212",
— endblock=120723497)

>>> htlc.hash(Q)
"34a3db50301b941b8ed43dcfdbd3381df1b739fa64ab77e4264£f703a45e0be31"

contract_address() — str

Get Vapor Hash Time Lock Contract (HTLC) address.
Returns str — Vapor HTLC address.

>>> from swap.providers.vapor.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_public_key=
—"3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffba5ae3e"”, sender_
—public_key="fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212",
— endblock=120723497)

>>> htlc.contract_address()
"vplgxj3ak5psrw2phrk58h8ah5ecrhcmww®6vj4h®epxfacr530ghccs4pczgce”
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balance (asset: Union[str, swap.providers.vapor.assets.AssetNamespace ] =
iy s unit: str="NEU") — Unionlint, float]
Get Vapor HTLC balance.

Parameters

* asset (str, vapor.assets.AssetNamespace, vapor.assets.AssetNamespace)
— Vapor asset id, defaults to BTM.

e unit (str)— Vapor unit, default to NEU.

Returns int, float — Vapor HTLC balance.

>>> from swap.providers.vapor.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=sha256("'Hello Meheret!"), recipient_public_key=
—"3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffba5ae3e", sender_
—public_key="feb6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212",
— endblock=120723497)

>>> htlc.balance(asset=

B e e e 5 e e e e e e e e e e 5 e e e e e e e e e e e e e e e e e s s s AR U R = SR U
="M

0.1

utxos (asset: Union[str, swap.providers.vapor.assets.AssetNamespace | =

T . limit: int = 15) — list
Get Vapor HTLC unspent transaction output (UTXO’s).

Parameters
* asset (str, vapor.assets.AssetNamespace)— Vapor asset id, defaults to BTM.
e limit (int) — Limit of UTXQO’s, default is 15.

Returns list — Vapor unspent transaction outputs.

>>> from swap.providers.vapor.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=sha256("'Hello Meheret!"), recipient_public_key=
—"3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffba5ae3e", sender_
—public_key="fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf®01a118226212",
— endblock=120723497)

>>> htlc.utxos(asset=

BN e e e 5 e e e e e e e e e e s 0 0 e e o e e e e e e e e e e e e e e e s S |

[{'hash': '144dd8355cae0®d9aeabca3fblff685fb7b455b1£9ch0c5992¢c9035844c664adl’,
~'asset': "fEffffffffffffffffffffffffffffffffffrffffffffffffffffffffffffffff’,
—"amount': 100000003}]
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9.3 Transaction

Bitcoin transaction in blockchain network.

class swap.providers.vapor.transaction.Transaction(nerwork: str = 'mainnet")
Vapor Transaction.

Parameters network (str) — Vapor network, defaults to mainnet.

Returns Transaction — Vapor transaction instance.

Note: Vapor has only three networks, mainnet. solonet and mainnet.

fee(unit: str = 'NEU'") — Union[int, float]
Get Vapor transaction fee.

Parameters unit (str)— Vapor unit, default to NEU.

Returns int, float — Vapor transaction fee.

>>> from swap.providers.vapor.transaction import WithdrawTransaction

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—'"mainnet")

>>> withdraw_transaction.build_transaction(address=

< "vplg3plwvmvydghjmp5zffzmk50aagpujt6finf63h™, transaction_hash=
—"37b36d7be5dfdal®cc5dc3c918705464£f901dc5eadb6£4£049db03a679e02bfe", asset=
B e e e s 5 e e e e e e e e e e s e e e e e e e e e e e e e e e e e s S |

>>> withdraw_transaction. fee(unit="NEU")
509000

hash() — str

Get Vapor transaction hash.

returns str — Vapor transaction id/hash.

>>> from swap.providers.vapor.htlc import HTLC

>>> from swap.providers.vapor.transaction import FundTransaction

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=
-"3a26da82ead15a80533a02696656b14b5dbfd84eb14790f2elbe5e9e45820eeb"”, recipient_
—public_key="3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffba5ae3e",

< sender_public_key=
—"fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212", ..

—endblock=120723497)

>>> fund_transaction: FundTransaction = FundTransaction(network="mainnet")

>>> fund_transaction.build_transaction(address=
—"vplgk9vjdjaezlcnjdckds4fkm8fwvSkawmqwpnpvs", htlc=htlc, amount=0.1, asset=
SRR, 5 5 e e s 5 0 e e o e e e e 5 5 e e e o o e e e e e e o o o o e e s s s s AR UV T R R S

n
—

>>> fund_transaction.hash()
"a09f3093aaff6c8c8fla372eac68571ceead928ccc8b9b54954863758447decl”

json() — dict
Get Vapor transaction json format.
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Returns dict — Vapor transaction json format.

>>> from swap.providers.vapor.transaction import RefundTransaction

>>> refund_transaction: RefundTransaction = RefundTransaction(network="mainnet")
>>> refund_transaction.build_transaction(address=

—"vplgk9vjdjaezlcnjdckdsd fkm8fwvSskawmgwpnpvs", transaction_hash=
—"37b36d7be5dfda®cc5dc3c918705464£f901dc5eadb6£f4f049db03a679e02bfe", asset=

SRS, 5 5 e e e e e s e 5 0 e e e e e e e 0 0 e e o e e e e e e e e e o e e e e e s o |

>>> refund_transaction. json()

{'tx_id': '6d9642222bafb9d6968ee2eed988c837blda56fcec6£fd96329fff8c0Od5518£92",

—'version': 1, 'size': 181, 'time_range': 0, 'inputs': [{'type': 'spend',
'asset_id': "fffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffef
—"', 'asset_definition': {}, 'amount': 10000000, 'control_program':

—'002034a3db50301b941b8ed43dcfdbd3381df1b739fab64ab77e4264£f703a45e0be31",

- 'address': 'vplgxj3akS5psrw2phrk58h8ah5ecrhcmww®6vj4h®epxfacr530ghccs4peczge’,
- 'spent_output_id':

< '144dd8355cae®d9aeabcal3fb1f£f685fb7b455b1£9ch0c5992c9035844c664adl’', 'input_id
—"': '576edbd5cf8682fb82eb8fb61ba3d6£25a9490777be607d2e75b2dbcbbceb89e’,

< 'witness_arguments': None}], 'outputs': [{'type': 'control', 'id':

- 'b6a843£8257fc06ad922a69fa2cfad413277703£fb04512a35799d3c8a2c5d7a2', 'position
~': 0, '"asset_id':

SN, 5 5 5 e e s 5 0 0 e e e e e e e 0 0 e e o e e e e e e o o e e o e e e s s s s s AR =3 =Y ol
—definition': {}, 'amount': 9491000, 'control_program':
—'0014b1592acbb917£13937166c2a9b6ce973296ebb60', 'address':
—'vplgk9vj4jaezlcnjdckds4fkm8fwvSkawmgwpnpvs'}], 'fee': 509000}

raw() — str
Get Vapor transaction raw.

Returns str — Vapor transaction raw.

>>> from swap.providers.vapor.transaction import WithdrawTransaction

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—'"mainnet")

>>> withdraw_transaction.build_transaction(address=
<"vplg3plwvmvydghjmp5zffzmk50aagpujt6finf63h™, transaction_hash=
—"37b36d7be5dfda®cc5dc3c918705464£f901dc5eadb6f4f049db03a679e02bfe", asset=
BRI e s 5 5 e e e e e e e s s e e o e e e e e e 5 e e e e e e e e e e s S |

>>> withdraw_transaction.raw()

~"07010001016b0169df82c£7c7927786a6956937744ee82354c481b0f211ac52a5c1d744c4e3e78p6fffffffffff

"
—

type() — str
Get Vapor signature transaction type.

Returns str — Vapor signature transaction type.

>>> from swap.providers.vapor.transaction import WithdrawTransaction

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—'"mainnet")

>>> withdraw_transaction.build_transaction(address=
—"vplg3plwvmvy4ghjmp5zffzmk50aagpujt6flnf63h", transaction_hash=
—"37b36d7be5dfda®cc5dc3c918705464£f901dc5eadb6f4£f049db03a679e02bfe", asset=
SSERAS,  5 oe e oe o o e ee e oe oe oe oe e e  s o |

(continues on next page)
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(continued from previous page)

>>> withdraw_transaction.type()
"vapor_withdraw_unsigned"

unsigned_datas (detail: bool = False) — List[dict]
Get Vapor transaction unsigned datas(messages) with instruction.

Parameters detail (bool) — Vapor unsigned datas to see detail, defaults to False.

Returns list — Vapor transaction unsigned datas.

>>> from swap.providers.vapor.htlc import HTLC

>>> from swap.providers.vapor.transaction import FundTransaction

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=
—'"3a26da82ead15a80533a02696656b14b5dbfd84eb14790f2elbe5e9e45820eeb", recipient_
—public_key="3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476£f0ffba5ae3e",
-, sender_public_key=

" fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf®1al18226212", .,
—endblock=120723497)

>>> fund_transaction: FundTransaction = FundTransaction(network="mainnet")

>>> fund_transaction.build_transaction(address=

~"vplgk9vj4jaezlcnjdckds4 fkm8fwvSkawmgwpnpvs", htlc=htlc, amount=0.1, asset=
SRR, 5 5 e e e e s e e e e e e e e e e e 0 e e e e o e e e e e e e e e e e o e e e e e s s APOR U) ¢  o
-

>>> fund_transaction.unsigned_datas()

[{'datas': ['d7107257ef5fbfb04£fc4747d6887£230a30676ecd6703a58015878b54f1f7b4f"'],
< 'public_key':

— "'fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf®1al118226212', 'network
—"': 'mainnet', 'path': 'm/44/153/1/0/1'}]

signatures () — List[List[str]]
Get Vapor transaction signatures(signed datas).

Returns list — Vapor transaction signatures.

>>> from swap.providers.vapor.htlc import HTLC

>>> from swap.providers.vapor.transaction import FundTransaction

>>> from swap.providers.vapor.solver import FundSolver

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=
—"3a26da82ead15a80533a02696656b14b5dbfd84eb14790f2elbe5e9e45820eeb", recipient_
—public_key="3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffba5ae3e",
< sender_public_key=
—"fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212", ..
—endblock=120723497)

>>> fund_transaction: FundTransaction = FundTransaction(network="mainnet')

>>> fund_transaction.build_transaction(address=

<~ "vplgk9vjdjaezlcnjdckds4fkm8fwvSkawmgwpnpvs", htlc=htlc, amount=0.1, asset=
SRR, 5 5 e s 5 0 e o o e e o e e 5 0 e e e o o e e e 0 e e o o o o e e s s s s AR U G S
-

>>> fund_solver: FundSolver = FundSolver(xprivate_key=
-»""58775359b7b3588dcdc1bcf373489fa1272cacc03909f78469657b0208e66e46daedfdd®fd8£8dif14e2084c7e8d
", path="m/44/153/1/0/1™)

>>> fund_transaction.sign(solver=fund_solver)

(continues on next page)
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(continued from previous page)

>>> fund_transaction.signatures()

L[
—'0d2ede42fcee863e74195dceabldfccf368055b171196faa90c53eaa2ceab49bb43cc132354edad970b356aaes5d

—"'1]

9.3.1 FundTransaction

class swap.providers.vapor.transaction.FundTransaction(network: str = 'mainnet")
Vapor Fund transaction.

Parameters network (str) — Vapor network, defaults to mainnet.

Returns FundTransaction — Vapor fund transaction instance.

Warning: Do not forget to build transaction after initialize fund transaction.

build_transaction(address: str, htlc: swap.providers.vapor.htlc. HTLC, amount: int, asset: Union[str,
swap.providers.vapor.assets.AssetNamespace | =
iy s unit: str="NEU") —
swap.providers.vapor.transaction. FundTransaction
Build Vapor fund transaction.

Parameters
¢ address (str) — Vapor sender wallet address.
¢ htlc (str)— Vapor Hash Time Lock Contract (HTLC) instance.
e amount (int, float)— Vapor amount to fund.
e asset (str, vapor.assets.AssetNamespace)— Vapor asset id, defaults to BTM.
e unit (str)— Vapor unit, default to NEU.

Returns FundTransaction — Vapor fund transaction instance.

>>> from swap.providers.vapor.htlc import HTLC

>>> from swap.providers.vapor.transaction import FundTransaction

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=
—»"3a26da82ead15a80533a02696656b14b5dbfd84eb14790f2elbe5e9e45820eeb", recipient_
—public_key="3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffba5ae3e",
-, sender_public_key=

" feb6b3£d4458291b19605d928372e1060cc0237e68022b2eb9faf®1all18226212", .
—endblock=120723497)

>>> fund_transaction: FundTransaction = FundTransaction(network="mainnet'")

>>> fund_transaction.build_transaction(address=
—"vplgk9vjdjaezlcnjdckds4fkm8fwvSkawmgwpnpvs", htlc=htlc, amount=0.1, asset=
SRR, 5 e s e e e e e e e s 5 5 e e o o e e e e e o e o e e o e e e s s s s AR U G =R S

"
—

<swap.providers.vapor.transaction.FundTransaction object at 0x0409DAFO>

sign(solver: swap.providers.vapor.solver.FundSolver) — swap.providers.vapor.transaction. FundTransaction
Sign Vapor fund transaction.
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Parameters solver (vapor.solver.FundSolver) — Vapor fund solver.

Returns FundTransaction — Vapor fund transaction instance.

>>> from swap.providers.vapor.htlc import HTLC

>>> from swap.providers.vapor.transaction import FundTransaction

>>> from swap.providers.vapor.solver import FundSolver

>>> htlc: HTLC = HTLC(network="mainnet")

>>> htlc.build_htlc(secret_hash=
-""3a26da82ead15a80533a02696656b14b5dbfd84eb14790f2elbe5e9%9e45820eeb"”, recipient_
—public_key="3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476f0ffba5ae3e",
<, sender_public_key=
—"fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212", ..
—endblock=120723497)

>>> fund_transaction: FundTransaction = FundTransaction(network="mainnet')

>>> fund_transaction.build_transaction(address=
—"vplgk9vjdjaezlcnjdckds4fkm8fwvSkawmgwpnpvs", htlc=htlc, amount=0.1, asset=
S 5 5 5 e s e e o s 0 e e s e e e o 0 e e s 6 e e s e e e s 0 e e o 0 e e o s 0 e o s e o o s o o PO D o I i W M
)

>>> fund_solver: FundSolver = FundSolver(xprivate_key=
+""58775359b7b3588dcdc1bcf373489fal1272cacc03909f78469657b0208e66e46daedfdd®fd8£8d
", path="m/44/153/1/0/1™)

>>> fund_transaction.sign(solver=fund_solver)
<swap.providers.vapor.transaction.FundTransaction object at 0x0409DAFO>

if14e2084c7e8d

transaction_raw() — str

Get Vapor fund transaction raw.

Returns str — Vapor fund transaction raw.

>>> from swap.providers.vapor.htlc import HTLC

>>> from swap.providers.vapor.transaction import FundTransaction

>>> htlc: HTLC = HTLC(network="mainnet'")

>>> htlc.build_htlc(secret_hash=
—"3a26da82ead15a80533a02696656b14b5dbfd84eb14790f2elbe5e9%9e45820eeb", recipient_
—public_key="3e0a377ae4afa031d4551599d9bb7d5b27£4736d77£78cac4d476£f0ffba5ae3e",
- sender_public_key=

" fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf®1all18226212", .
—endblock=120723497)

>>> fund_transaction: FundTransaction = FundTransaction(network="mainnet')

>>> fund_transaction.build_transaction(address=
—"vplgk9vjdjaezlcnjdckds4fkm8fwvSkawmqwpnpvs", htlc=htlc, amount=0.1, asset=

BN e 5 e e e e e e e e e e 5 e e e e e e e e e o e e e e e e e e s s s AR U R R SR |

n
—

>>> fund_transaction.transaction_raw()

<" eyJmZWUiOiAONDKwWMDASICIhZGRyZXNzI jogInZwMXFrOXZgNGphZXpsY259ZGNrZHMOZmt t0GZ3dj

n
—

VrYXdtcXdwbnB
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9.3.2 WithdrawTransaction

class swap.providers.vapor.transaction.WithdrawTransaction(network: str = 'mainnet")
Vapor Withdraw transaction.

Parameters network (str) — Vapor network, defaults to mainnet.

Returns WithdrawTransaction — Vapor withdraw transaction instance.

Warning: Do not forget to build transaction after initialize withdraw transaction.

build_transaction(address: str, transaction_hash: str, asset: Union[str,

swap.providers.vapor.assets.AssetNamespace | =

T —

swap.providers.vapor.transaction. Withdraw Transaction
Build Vapor withdraw transaction.

Parameters
¢ address (str) — Vapor recipient wallet address.
e transaction_hash (str) — Vapor funded transaction hash/id.
* asset (str, vapor.assets.AssetNamespace)— Vapor asset id, defaults to BTM.

Returns WithdrawTransaction — Vapor withdraw transaction instance.

>>> from swap.providers.vapor.transaction import WithdrawTransaction

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—"mainnet")

>>> withdraw_transaction.build_transaction(address=
<"vplg3plwvmvydghjmp5zffzmk50aagpujt6flnf63h™, transaction_hash=
—"37b36d7be5dfda®cc5dc3c918705464£f901dc5eadb6f4f049db03a679e02bfe", asset=
SR, 5 5 5 e i e e o o 0 e e s 0 e e o 0 e e s 0 e e o 0 e e 0 0 e o 0 0 e o o 0 e e o s 0 e o o 0 o A
<swap.providers.vapor.transaction.WithdrawTransaction object at 0x0409DAF®>

sign(solver: swap.providers.vapor.solver.WithdrawSolver) —

swap.providers.vapor.transaction. WithdrawTransaction
Sign Vapor withdraw transaction.

Parameters solver (vapor.solver.WithdrawSolver) — Vapor withdraw solver.

Returns WithdrawTransaction — Vapor withdraw transaction instance.

>>> from swap.providers.vapor.transaction import WithdrawTransaction

>>> from swap.providers.vapor.solver import WithdrawSolver

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—'"mainnet")

>>> withdraw_transaction.build_transaction(address=

< "vplg3plwvmvydghjmp5zffzmk50aagpujt6finf63h™, transaction_hash=
—"37b36d7be5dfda®cc5dc3c918705464ff901dc5eadb6£4£049db03a679e02bfe", asset=

B e e 5 0 0 e e e e e e e e e 5 e e e e e e e e e e s e e e o e e e e e o ) |

>>> bytecode: str =
"042918320720fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a11822621220

"
—

>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=
"58dd4094155bbeb£2868189231c47e4e®edbd9£74545£843c9537259e1d7a656983aef283d0cce

BeO®a377aedafal

becc2d33577a9:

", secret_key="Hello Meheret!", bytecode=bytecode) (continues on next page)
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(continued from previous page)

>>> withdraw_transaction.sign(solver=withdraw_solver)
<swap.providers.vapor.transaction.WithdrawTransaction object at 0x0409DAF®>

transaction_raw() — str

Get Vapor withdraw transaction raw.

Returns str — Vapor withdraw transaction raw.

>>> from swap.providers.vapor.transaction import WithdrawTransaction

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—"mainnet")

>>> withdraw_transaction.build_transaction(address=
—"vplg3plwvmvydghjmp5zffzmk50aagpujt6flnf63h", transaction_hash=
—"37b36d7be5dfda®cc5dc3c918705464ff901dc5eadb6£4£049db03a679e02bfe", asset=
SRS, 5 5 5 e e s e e e e e e e e e s 0 0 e e e e e o e e e e e s e e e e e o o e e e e s A |

>>> withdraw_transaction.transaction_raw()

< "eyJmZWUi0iA1MDkwMDASICIhZGRyZXNzIjogInZwMXF4ajNhazVwc3]3MnBocms 10Gg4YWg1ZWNyaG

"
—

Ntd3cwNnZgNGgs

9.3.3 RefundTransaction

class swap.providers.vapor.transaction.RefundTransaction(network: str = 'mainnet’)

Vapor Refund transaction.

Parameters network (str) — Vapor network, defaults to mainnet.

Returns RefundTransaction — Vapor refund transaction instance.

Warning: Do not forget to build transaction after initialize refund transaction.

build_transaction(address: str, transaction_hash: str, asset: Union[str,

swap.providers.vapor.assets.AssetNamespace | =
swap.providers.vapor.transaction.RefundTransaction
Build Vapor refund transaction.
Parameters
¢ address (str) — Vapor sender wallet address.
* transaction_hash (str) — Vapor funded transaction hash/id

* asset (str, vapor.assets.AssetNamespace)— Vapor asset id, defaults to BTM.

Returns RefundTransaction — Vapor refund transaction instance.

>>> from swap.providers.vapor.transaction import RefundTransaction

>>> refund_transaction: RefundTransaction = RefundTransaction(network="mainnet")
>>> refund_transaction.build_transaction(address=
~"vplgk9vj4jaezlcnjdckdsdfkm8fwvSkawmgwpnpvs', transaction_hash=
—"37b36d7be5dfdal®cc5dc3c918705464£f901dc5eadb6£4£049db03a679e02bfe", asset=

SR 5 5 5 e i e e o e e o i 0 e e e e o e e o 0 e o 0 0 e 0 e o o e e o o o s 6 o D
<swap.providers.vapor.transaction.RefundTransaction object at 0x0409DAFO>

152

Chapter 9. Vapor



Swap, Release 0.4.0

sign(solver: swap.providers.vapor.solver.RefundSolver) —
swap.providers.vapor.transaction.RefundTransaction
Sign Vapor refund transaction.

Parameters solver (vapor.solver.RefundSolver) — Vapor refund solver.

Returns RefundTransaction — Vapor refund transaction instance.

>>> from swap.providers.vapor.transaction import RefundTransaction

>>> from swap.providers.vapor.solver import RefundSolver

>>> refund_transaction: RefundTransaction = RefundTransaction(network="mainnet")
>>> refund_transaction.build_transaction(address=

—"vplgk9vjdjaezlcnjdckds4 fkm8fwvSkawmgwpnpvs", transaction_hash=
—"37b36d7be5dfda®cc5dc3c918705464£f901dc5eadb6£f4f049db03a679e02bfe", asset=

S 5 5 5 e 5 e e 5 e e e 5 5 e e 5 e e e o 0 e e e 5 e e 5 0 e e o 5 5 e e o 5 e e o e e o e D |

>>> bytecode: str =
—"'042918320720fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a11822621220Be0a377aedafa

n
—

>>> refund_solver: RefundSolver = RefundSolver (xprivate_key=
«"58775359b7b3588dcdclbcf373489fal1272cacc03909£78469657b0208e66e46daedfdd0fd8£8dif14e2084c7e8d.
", bytecode=bytecode)

>>> refund_transaction.sign(solver=refund_solver)

<swap.providers.vapor.transaction.RefundTransaction object at 0x0409DAFO>

transaction_raw() — str
Get Vapor refund transaction raw.

Returns str — Vapor refund transaction raw.

>>> from swap.providers.vapor.transaction import RefundTransaction

>>> refund_transaction: RefundTransaction = RefundTransaction(network="mainnet")
>>> refund_transaction.build_transaction(address=

—"vplgk9vjdjaezlcnjdckdsd fkm8fwvSskawmqwpnpvs", transaction_hash=
—"37b36d7be5dfda®cc5dc3c918705464£f901dc5eadb6f4f049db03a679e02bfe", asset=

SRS, 5 5 e e e e s s 5 0 e e e e e e s s o o e e e e e e e e e e e e e s e e e s o |

>>> refund_transaction.transaction_raw()

—"eyJmZWUiOiA1MDKkwMDASICIhZGRyZXNzIjogInZwlMXF4ajNhazVwc3]3MnBocms 10Gg4YWg1lZWNyaGNtd3cwNnZgNGg

n
—
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9.4 Solver

Vapor solver.

9.4.1 FundSolver

class swap.providers.vapor.solver.FundSolver (xprivate_key: str, account: int = 1, change: bool = False,

address: int = 1, path: Optional[str] = None, indexes:
Optional[List[str]] = None)
Vapor Fund solver.

Parameters
» xprivate_key (str)— Vapor sender xprivate key.
* account (int) — Vapor derivation account, defaults to 1.
» change (bool) — Vapor derivation change, defaults to False.
* address (int) — Vapor derivation address, defaults to 1.
* path (str) — Vapor derivation path, defaults to None.
* indexes (1ist) — Vapor derivation indexes, defaults to None.

Returns FundSolver — Vapor fund solver instance.

>>> from swap.providers.vapor.solver import FundSolver
>>> sender_xprivate_key: str =
"58775359b7b3588dcdc1bcf373489fal1272cacc03909£78469657b0208e66e46daedfdd0fd8£f8dflde

"
—

>>> fund_solver = FundSolver(xprivate_key=sender_xprivate_key)
<swap.providers.vapor.solver.FundSolver object at 0x03FCCA60>

P084c7e8df470:

9.4.2 WithdrawSolver

class swap.providers.vapor.solver.WithdrawSolver (xprivate_key: str, secret_key: str, bytecode: str,

account: int = 1, change: bool = False, address: int
= I, path: Optional[str] = None, indexes:
Optional[List[str]] = None)

Vapor Withdraw solver.

Parameters
» xprivate_key (str)— Vapor sender xprivate key.
* secret_key (str) — Secret password/passphrase.
* bytecode (str) — Vapor witness HTLC bytecode.
* account (int) — Vapor derivation account, defaults to 1.
» change (bool) — Vapor derivation change, defaults to False.
* address (int) — Vapor derivation address, defaults to 1.
» path (str) — Vapor derivation path, defaults to None.

» indexes (1ist) — Vapor derivation indexes, defaults to None.
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Returns WithdrawSolver — Vapor withdraw solver instance.

>>> from swap.providers.vapor.solver import WithdrawSolver
>>> recipient_xprivate_key: str =
—"'58dd4094155bbebf2868189231c47e4e0edbd9£74545£843c9537259e1d7a656983aef283d0ccebecc

"
—

>>> bytecode: str =
"042918320720£fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01al118226212203e0a

"
—

>>> withdraw_solver = WithdrawSolver(xprivate_key=recipient_xprivate_key, secret_
—key="Hello Meheret!", bytecode=bytecode)
<swap.providers.vapor.solver.WithdrawSolver object at 0xO®3FCCA60>

2d33577a9£650!

B77aed4afa®31d

9.4.3 RefundSolver

class swap.providers.vapor.solver.RefundSolver (xprivate_key: str, bytecode: str, account: int = 1,

change: bool = False, address: int = 1, path:
Optional[str] = None, indexes: Optional[List[str]] =
None)

Vapor Refund solver.

Parameters
» xprivate_key (str)— Vapor sender xprivate key.
* bytecode (str) — Vapor witness HTLC bytecode.
* account (int) — Vapor derivation account, defaults to 1.
» change (bool) — Vapor derivation change, defaults to False.
* address (int) — Vapor derivation address, defaults to 1.
» path (str) — Vapor derivation path, defaults to None.
* indexes (1ist) — Vapor derivation indexes, defaults to None.

Returns RefundSolver — Vapor refund solver instance.

>>> from swap.providers.vapor.solver import RefundSolver
>>> sender_xprivate_key: str =
«"58775359b7b3588dcdc1bcf373489fal272cacc®3909£78469657b0208e66e46daedfdd0fd8£8df14e

"
—

>>> bytecode: str =
""042918320720fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a118226212203e0a

"
—

>>> refund_solver = RefundSolver(xprivate_key=sender_xprivate_key,..
—bytecode=bytecode)
<swap.providers.vapor.solver.RefundSolver object at 0xO3FCCA60>

P084c7e8df470:

B77aed4afa®31d
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9.5 Signature

Vapor signature.

class swap.providers.vapor.signature.Signature(network: str = 'mainnet")
Vapor Signature.

Parameters network (str) — Vapor network, defaults to mainnet.

Returns Signature — Vapor signature instance.

Note: Vapor has only three networks, mainnet, solonet and testnet.

fee(unit: str = 'NEU'") — Union[int, float]
Get Vapor transaction fee.

Parameters unit (str)— Vapor unit, default to NEU.

Returns int, float — Vapor transaction fee.

>>> from swap.providers.vapor.signature import Signature
>>> from swap.providers.vapor.solver import FundSolver
>>> unsigned_fund_transaction_raw: str =

" eyJmZWUiOiAONDKwMDASICIhZGRyZXNzI jogInZwMXFrOXZgNGphZXpsY25qZGNrZHMOZmt t0GZ3djVrYXdtcXdwbnB.
>>> signature: Signature = Signature(network="mainnet")
>>> fund_solver: FundSolver = FundSolver(xprivate_key=

—"58775359b7b3588dcdc1bcf373489fal1272cacc03909£78469657b0208e66e46daedfdd0fd8£8dif14e2084c7e8d.

-

>>> signature.sign(transaction_raw=unsigned_fund_transaction_raw, solver=fund_
—.solver)

>>> signature.fee(unit="NEU")

449000

hash() — str
Get Vapor signature transaction hash.

Returns str — Vapor signature transaction hash or transaction id.

>>> from swap.providers.vapor.signature import Signature
>>> from swap.providers.vapor.solver import WithdrawSolver
>>> unsigned_withdraw_transaction_raw: str =
«"eyJmZWUi0iA1MDkwMDASICJIhZGRyZXNzIjogIm] tMXF 1bDYybnEybDhnbXZ20Ws5dmUOZTA3bWxtdHhud2d4cHpsZzg.

n
—

>>> bytecode: str =
"042918320720£fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf®1a11822621220Be0a377aedafa

"
—

>>> signature: Signature = Signature(network="mainnet")

>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=
—"58dd4094155bbebf2868189231c47e4e0edbd9£74545£843¢c9537259e1d7a656983aef283d0ccepecc2d33577a9
", secret_key="Hello Meheret!", bytecode=bytecode)

>>> signature.sign(transaction_raw=unsigned_withdraw_transaction_raw,.
—solver=withdraw_solver)

>>> signature.hash()

"904aedal99f05cbb7671e0d9ec95b3091f3c131cef8d634ael7216b9c2fead8c"
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json() — dict
Get Vapor signature transaction json format.

Returns dict — Vapor signature transaction json format.

>>> from swap.providers.vapor.signature import Signature
>>> from swap.providers.vapor.solver import FundSolver
>>> unsigned_fund_transaction_raw: str =

" eyJmZWUiOiAONDKwMDASICIhZGRyZXNzI jogInZwMXFrOXZgNGphZXpsY259ZGNrZHMOZmt t0GZ3djVrYXdtcXdwbnB

n
—

>>> signature: Signature = Signature(network="mainnet")
>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"58775359b7b3588dcdclbcf373489fal272cacc0®3909£78469657b0208e66e46daedfdd®fd8£8df14e2084c7e8d
-

>>> signature.sign(transaction_raw=unsigned_fund_transaction_raw, solver=fund_
—solver)

>>> signature. json()

{"tx_id': 'a09f3093aaff6c8c8fla372eac68571ceead928ccc8b9b54954863758447decl’,

—'version': 1, 'size': 279, 'time_range': 0, 'inputs': [{'type': 'spend',
'asset_id': "fffffff A ffffffffffffffffffffffffffffffffffffffffffffffffffff
"', 'asset_definition': {}, 'amount': 88653000, 'control_program':

—'0014b1592acbb917£13937166c2a9b6ce973296ebb60', 'address':
—'vplgk9vjdjaezlcnjdckds4fkm8fwvSkawmqwpnpvs', 'spent_output_id':

- 'baalfa7702447b83ceeal®d075534638b4acd93074bb420d3a5399e35c35c8e9', 'input_id
"1 '294506b8df5389141854£f6826b625cd7eac43£f30fccf6118ael63e34bb6b7fclb’,

— 'witness_arguments': [

— 'fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf®1al118226212']}],
~'outputs': [{'type': 'control', 'id':

- "'3e7369a5063743ca88961fe5745860c42e3b949c6baa99df08696063e8066996', 'position
~': 0, 'asset_id':

SN, 5 e e s s e e e e e e e e e 5 e e e e e e e 5 o e e e e e e e s s s s s AR 3= =Y ol
—definition': {}, 'amount': 10000000, 'control_program':
—'002034a3db50301b941b8ed43dcfdbd3381df1b739fab4ab77e4264£f703a45e0be31",
—'address': 'vplgxj3akS5psrw2phrk58h8ah5ecrhcmww®6vj4h®epxfacr530ghccsdpczge'},
—~{'type': 'control', 'id':

- '0a96063f04da56945b3ffa57a195527e25e40d53b42c3c7a4251896e82946aa3', 'position
~"': 1, 'asset_id':

SSENRS, 5 5 e o e e e o o e e o o o e s s s AR -1-Y =} ol
—definition': {}, 'amount': 78204000, 'control_program':
—"'0014b1592achbb917£13937166c2a9b6ce973296ebb60', 'address':

- 'vplgk9vjdjaezlcnjdckds4fkm8fwvSkawmqwpnpvs'}], 'fee': 4490003

raw() — str
Get Vapor signature transaction raw.

Returns str — Vapor signature transaction raw.

>>> from swap.providers.vapor.signature import Signature
>>> from swap.providers.vapor.solver import FundSolver
>>> unsigned_fund_transaction_raw: str =
—"eyJmZWUi0iAQNDkwMDASICIhZGRyZXNzI jogInZwMXFrOXZgNGphZXpsY25q9ZGNrZHMOZmt t0GZ3djVrYXdtcXdwbnB

n
—

>>> signature: Signature = Signature(network="mainnet")
>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"58775359b7b3588dcdclbcf373489fal272cacc0®3909£78469657b0208e66e46daedfdd®fd8£8df14e2084c7e8d

) (continues on next page)
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(continued from previous page)

>>> signature.sign(transaction_raw=unsigned_fund_transaction_raw, solver=fund_
—solver)
>>> signature.raw()

~"07010001015£015ddf82c£7c7927786a6956937744ee82354c481b0f211ac52a5cld744c4e3e78

n
—

6fffffffffff

type() — str

Get Vapor signature transaction type.

Returns str — Vapor signature transaction type.

>>> from swap.providers.vapor.signature import Signature

>>> from swap.providers.vapor.solver import RefundSolver

>>> unsigned_refund_transaction_raw: str =

<" eyImZWUi0iA1MDkwMDASICJhZGRyZXNzI jogInZwMXF4ajNhazVwc33MnBocms 10Gg4YWg1ZWNyaG

"
—

>>> bytecode: str =
—"042918320720fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a11822621220

n
—

>>> signature: Signature = Signature(network="mainnet")

>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=
—"58775359b7b3588dcdclbcf373489fal272cacc®3909£78469657b0208e66e46daedfdd®fd8£8d]
", bytecode=bytecode)

>>> signature.sign(transaction_raw=unsigned_refund_transaction_raw,..
—solver=refund_solver)

>>> signature.type()

"vapor_refund_signed"

Ntd3cwNnZqgNGg:

Be®a377aedafal

if14e2084c7e8d:

sign(transaction_raw: str, solver: Union[swap.providers.vapor.solver.FundSolver,

swap.providers.vapor.solver. WithdrawSolver, swap.providers.vapor.solver.RefundSolver]) —

Union[swap.providers.vapor.signature. FundSignature,

swap.providers.vapor.signature. WithdrawSignature, swap.providers.vapor.signature. RefundSignature]
Sign unsigned transaction raw.

Parameters
e transaction_raw (str) — Vapor unsigned transaction raw.

¢ solver (vapor.solver.NormalSolver, vapor.solver.FundSolver, vapor.
solver.WithdrawSolver, vapor.solver.RefundSolver)— Vapor solver

Returns FundSignature, WithdrawSignature, RefundSignature — Vapor signature instance.

>>> from swap.providers.vapor.signature import Signature

>>> from swap.providers.vapor.solver import FundSolver

>>> unsigned_fund_transaction_raw: str =

" eyJmZWUiOiAONDKwWMDASICIhZGRyZXNzI jogInZwMXFrOXZgNGphZXpsY259ZGNrZHMOZmt t0GZ3dj

n
—

>>> signature: Signature = Signature(network="mainnet")

>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"58775359b7b3588dcdclbcf373489fal272cacc®3909£78469657b0208e66e46daedfdd®fd8£8d]
D

>>> signature.sign(transaction_raw=unsigned_fund_transaction_raw, solver=fund_
—»solver)

VrYXdtcXdwbnB;

if14e2084c7e8d

(continues on next page)
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(continued from previous page)

<swap.providers.vapor.signature.FundSignature object at 0x0409DAFO>

unsigned_datas() — List[dict]
Get Vapor transaction unsigned datas with instruction.

Returns list — Vapor transaction unsigned datas.

>>> from swap.providers.vapor.signature import Signature
>>> from swap.providers.vapor.solver import WithdrawSolver
>>> unsigned_withdraw_transaction_raw: str =
—"eyJmZWUi0iA1MDkwMDASICJIhZGRyZXNzI jogInZwMXF4ajNhazVwc3]3MnBocms 10Gg4YWg1ZWNyaGNtd3cwNnZgNGg

n
—

>>> bytecode: str =
—"042918320720£fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a11822621220Be0a377aedafal

"
—

>>> signature: Signature = Signature(network="mainnet")

>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=
—"58dd4094155bbeb£2868189231c47e4e0edbd9£74545£843c9537259e1d7a656983aef283d0ccepecc2d33577a9
", secret_key="Hello Meheret!", bytecode=bytecode)

>>> signature.sign(transaction_raw=unsigned_withdraw_transaction_raw,..
—»solver=withdraw_solver)

>>> signature.unsigned_datas()

[{'datas': ['3a123fd809d3ad845a92ad3e5alf0ccl10®3de511adf95c£f30240d9164d6££1964'],
< 'network': 'mainnet', 'path': None}]

signatures () — List[List[str]]
Get Vapor transaction signatures(signed datas).

Returns list — Vapor transaction signatures.

>>> from swap.providers.vapor.signature import Signature
>>> from swap.providers.vapor.solver import FundSolver
>>> unsigned_fund_transaction_raw: str =

" eyJmZWUiOiAONDKwMDASICIhZGRyZXNzIjogInZwMXFrOXZgNGphZXpsY25q9ZGNrZHMOZmt t0GZ3djVrYXdtcXdwbnB.

"
—

>>> signature: Signature = Signature(network="mainnet")
>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"58775359b7b3588dcdclbcf373489fal272cacc®3909£78469657b0208e66e46daedfdd®fd8£8d|f14e2084c7e8d.
R

>>> signature.sign(transaction_raw=unsigned_fund_transaction_raw, solver=fund_
—.solver)

>>> signature.signatures()

L[

— '0d2eded2fcee863e74195dceabldfccf368055b171196faa90c53eaa2ceab49bb43ccl132354edad970b356aaes5d
~'1]

transaction_raw() — str
Get Vapor signed transaction raw.

Returns str — Vapor signed transaction raw.

>>> from swap.providers.vapor.signature import Signature
>>> from swap.providers.vapor.solver import FundSolver
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(continued from previous page)

>>> signature: Signature = Signature(network="mainnet")
>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"58775359b7b3588dcdc1bcf373489fal1272¢cacc®3909f78469657b0208e66e46daedfddO®fd8£8d

"
—

>>> signature.sign(transaction_raw=unsigned_fund_transaction_raw, solver=fund_
—solver)
>>> signature.transaction_raw()

" eyImZWUi0iAONDkwMDASICIhZGRyZXNzI jogInZwMXFrOXZqNGphZXpsY25qZGNrZHMOZmt t0GZ3d

n
—

if14e2084c7e8d.

VrYXdtcXdwbnB.

9.5.1 FundSignature

class swap.providers.vapor.signature.FundSignature (nerwork: str = 'mainnet")

Vapor Fund signature.

Parameters network (str)— Vapor network, defaults to mainnet.

Returns FundSignature — Vapor fund signature instance.

sign(transaction_raw: str, solver: swap.providers.vapor.solver.FundSolver) —

swap.providers.vapor.signature. FundSignature
Sign unsigned fund transaction raw.

Parameters
e transaction_raw (str) — Vapor unsigned fund transaction raw.
e solver (vapor.solver.FundSolver) — Vapor fund solver.

Returns FundSignature — Vapor fund signature instance.

>>> from swap.providers.vapor.signature import FundSignature

>>> from swap.providers.vapor.solver import FundSolver

>>> unsigned_fund_transaction_raw: str =

—"eyJmZWUi0iAONDKwMDASICIhZGRyZXNzI jogInZwMXFrOXZgNGphZXpsY25q9ZGNrZHMOZmt t0GZ3dj

n
—

>>> fund_signature: FundSignature = FundSignature(network="mainnet")

>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"58775359b7b3588dcdclbcf373489fal272cacc®3909£78469657b0208e66e46daedfdd®fd8£8d]
-

>>> fund_signature.sign(transaction_raw=unsigned_fund_transaction_raw,..
—solver=fund_solver)

<swap.providers.vapor.signature.FundSignature object at 0x0409DAF0O>

VrYXdtcXdwbnB.

if14e2084c7e8d:
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9.5.2 WithdrawSignature

class swap.providers.vapor.signature.WithdrawSignature (network: str = 'mainnet")
Vapor Withdraw signature.

Parameters network (str) — Vapor network, defaults to mainnet.
Returns WithdrawSignature — Vapor withdraw signature instance.

sign(transaction_raw: str, solver: swap.providers.vapor.solver.WithdrawSolver) —
swap.providers.vapor.signature. WithdrawSignature
Sign unsigned withdraw transaction raw.

Parameters
e transaction_raw (str) — Vapor unsigned withdraw transaction raw.
* solver (vapor.solver.WithdrawSolver) — Vapor withdraw solver.

Returns WithdrawSignature — Vapor withdraw signature instance.

>>> from swap.providers.vapor.signature import WithdrawSignature
>>> from swap.providers.vapor.solver import WithdrawSolver

>>> unsigned_withdraw_transaction_raw: str =

" eyJmZWUiOiA1MDKkwMDASICIhZGRyZXNzIjogInZwlMXF4ajNhazVwc3]3MnBocms 10Gg4YWg1ZWNyaGNtd3cwNnZgNGg

"
—

>>> bytecode: str =
—"042918320720fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a11822621220Be0a377aedafa

n
—

>>> withdraw_signature: WithdrawSignature = WithdrawSignature(network="mainnet")
>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=
-"'58dd4094155bbebf2868189231c47e4e0edbd9£74545f843c9537259e1d7a656983aef283d0ccebecc2d33577a9
", secret_key="Hello Meheret!", bytecode=bytecode)

>>> withdraw_signature.sign(transaction_raw=unsigned_withdraw_transaction_raw,.
—solver=withdraw_solver)

<swap.providers.vapor.signature.WithdrawSignature object at 0x0409DAFO>

9.5.3 RefundSignature

class swap.providers.vapor.signature.RefundSignature (network: str = 'mainnet")
Vapor Refund signature.

Parameters network (str) — Vapor network, defaults to mainnet.
Returns RefundSignature — Vapor withdraw signature instance.

sign(transaction_raw: str, solver: swap.providers.vapor.solver.RefundSolver) —
swap.providers.vapor.signature. RefundSignature
Sign unsigned refund transaction raw.

Parameters
e transaction_raw (str) — Vapor unsigned refund transaction raw.
¢ solver (vapor.solver.RefundSolver) — Vapor refund solver.

Returns RefundSignature — Vapor refund signature instance.
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>>> from swap.providers.vapor.signature import RefundSignature
>>> from swap.providers.vapor.solver import RefundSolver

>>> unsigned_refund_transaction_raw: str =

" eyJmZWUiOiA1MDKkwMDASICIhZGRyZXNzIjogInZwlMXF4ajNhazVwc3]3MnBocms 10Gg4YWg1ZWNyaGNtd3cwNnZgNGg

"
—

>>> bytecode: str =
—"042918320720fe6b3£d4458291b19605d92837ae1060cc0237e68022b2eb9faf01a11822621220Be0a377aedafa

>>> refund_signature: RefundSignature = RefundSignature(network="mainnet")
>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=
—"58775359b7b3588dcdclbcf373489fal272cacc®3909£78469657b0208e66e46daedfdd®fd8£8df14e2084c7e8d
—", bytecode=bytecode)

>>> refund_signature.sign(transaction_raw=unsigned_refund_transaction_raw,..
—solver=refund_solver)

<swap.providers.vapor.signature.RefundSignature object at 0x0409DAFO>

9.6 Remote Procedure Call (RPC)

Vapor remote procedure call.

swap.providers.vapor.rpc.get_balance(address: str, asset: Union[str,
swap.providers.vapor.assets.AssetNamespace | =
T s network: str =
'mainnet', headers: dict = {'accept': 'application/json’,
‘content-type': 'application/json; charset=utf-8', 'user-agent': 'Swap
User-Agent 0.4.0'}, timeout: int = 60) — int

Get Vapor balance.
Parameters
* address (str) — Vapor address.
* asset (str, vapor.assets.AssetNamespace)— Vapor asset, default to BTM.
* network (str) — Vapor network, defaults to mainnet.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns int — Vapor asset balance (NEU amount).

>>> from swap.providers.vapor.rpc import get_balance

>>> from swap.providers.vapor.assets import BTM as ASSET

>>> get_balance(address="vplgindylx02syfwd7npehfxz4lddhzgsve2za23ag", asset=ASSET,.
—network="mainnet")

97000000
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swap.providers.vapor.rpc.get_utxos(program: str, asset: Union[str,

swap.providers.vapor.assets.AssetNamespace | =
T, network: str = ‘'mainnet’,
limit: int = 15, by: str = 'amount’, order: str = 'desc’, headers: dict =
{'accept': 'application/json', 'content-type': 'application/json;
charset=utf-8', 'user-agent': 'Swap User-Agent 0.4.0'}, timeout: int =
60) — list

Get Vapor unspent transaction outputs (UTXO’s).

Parameters
* program (str) — Vapor control program.
* asset (str, vapor.assets.AssetNamespace)— Vapor asset id, defaults to BTM.
* network (str) — Vapor network, defaults to mainnet.
e limit (int) — Vapor utxo’s limit, defaults to 15.
* by (str) — Sort by, defaults to amount.
» order (str) — Sort order, defaults to desc.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns list — Vapor unspent transaction outputs (UTXO’s).

>>> from swap.providers.vapor.rpc import get_utxos

>>> from swap.providers.vapor.assets import BTM as ASSET

>>> get_utxos(program="00142cda4f99ea8112e6fablcdd26157ed6dc408332a", asset=ASSET,.
—network="mainnet")

[{'hash': "e152f88d33c6659ad823d15c5¢c65b2ed946d207c42430022cba%9bb9b9d70a7a4', 'asset
B 5 e e e s s s e e e e e e e e e e 0 e e e e e e e e e 0 e e e e e e e e e e s s s s s A V(1101 01 ¢ IO
-.587639800}, {'hash':

-, '88289fa4c7633574931be7ced4102aeb24def0de20e38e7d69a5ddd6efc116b95', 'asset':

BRI 5 5 5 e e e e e e 0 0 0 e o o e e 5 5 0 e e e o o e 0 e o e e e o e e s s Y ({01 U1 ¢ -
8160000}, {'hash':

— "£f71c68£921b434cc2bcd469d26e7927aa6db7500e4cdeef814884f11c10f5de2', 'asset':

B 5 5 5 e e e e e e e 0 e e e e e e e e e 0 0 e e e e e e e e e e e e e e e e e e e s V({0101 ¢
10000}, {'hash': 'e46cfecclfla26413172ce81c78affb19408e613915642fa5fb04d3b0adffa6s

", 'asset': "fffffffffffffffffffffffffffffffffffffffffffffffffffffefffffffffst",
— 'amount': 100}]

swap.providers.vapor.rpc.estimate_transaction_fee(address: str, amount: int, asset: Union/str,
swap.providers.vapor.assets.AssetNamespace | =
s
confirmations: int = 1, network: str = 'mainnet’,
headers: dict = {'accept': 'application/json’,
‘content-type': ‘application/json; charset=utf-8',
'user-agent': 'Swap User-Agent 0.4.0'}, timeout: int
=60) — int

Estimate Vapor transaction fee.
Parameters
* address (str) — Vapor address.

e amount (int)— Vapor amount (NEU amount).
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* asset (str, vapor.assets.AssetNamespace)— Vapor asset id, default to BTM.

e confirmations (int) — Vapor confirmations, default to 1.

network (str) — Vapor network, defaults to mainnet.

headers (dict) — Request headers, default to common headers.
e timeout (int) — request timeout, default to 60.

Returns str — Estimated transaction fee (NEU amount).

>>> from swap.providers.vapor.rpc import estimate_transaction_fee

>>> from swap.providers.vapor.assets import BTM as ASSET

>>> estimate_transaction_fee(address="vplgIndylx02syfwd7npehfxz4lddhzqsve2za23ag",.
—,asset=ASSET, amount=100_000, confirmations=100, network="mainnet")

449000

swap.

providers.vapor.rpc.account_create (xpublic_key: str, label: str = 'lst address’, account_index: int =
1, network: str = 'mainnet’, headers: dict = {'accept':
‘application/json', 'content-type': 'application/json;
charset=utf-8', 'user-agent': 'Swap User-Agent 0.4.0'}, timeout:
int = 60) — dict

Create account in blockcenter.

Parameters
» xpublic_key (str) — Bytom xpublic key.
* label (str) — Bytom limit, defaults to 1st address.
e account_index (str) — Account index, defaults to 1.

* network (str)— Bytom network, defaults to mainnet.

headers (dict) — Request headers, default to common headers.
* timeout (int) - request timeout, default to 60.

Returns dict — Bytom blockcenter guid, address and label.

>>> from swap.providers.bytom.rpc import account_create

>>> account_create(xpublic_key=
—"£80a401807fdelee5727ae032eel144e4b757e69431e68e6cd732eda3c8cd3936daedfdd0fd8£8dfl4de
~", network="mainnet")

{"guid": "9ed61a9b-e7b6-4cb7-94fb-932b738e4£66", "address":

—"bmlgk9vj4jaezlcnjdckds4fkm8fwv5Skawmg9qrufx", "label": "1st address"}

P084c7e8df470:

swap.

providers.vapor.rpc.build_transaction(address: str, transaction: dict, network: str = 'mainnet’,
headers: dict = {'accept’: 'application/json’, ‘content-type':
‘application/json; charset=utf-8', 'user-agent': 'Swap
User-Agent 0.4.0'}, timeout: int = 60) — dict

Build Vapor transaction.

Parameters
* address (str) — Vapor address.

* transaction (dict) — Vapor transaction (inputs, outputs, fee, confirmations & for-
bid_chain_tx).

» network (str) — Vapor network, defaults to mainnet.
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* headers (dict) — Request headers, default to common headers.
e timeout (int) — Request timeout, default to 60.

Returns dict — Vapor builted transaction.

>>> from swap.providers.vapor.rpc import build_transaction
>>> build_transaction(address="vplgIndylx02syfwd7npehfxz4lddhzqsve2za23ag",.

—transaction={"fee": "0.1", "confirmations": 1, "inputs": [{"type": "spend_wallet",
< "amount": "0.1", "asset":

P e e e e s e e o e e e s e e e e e e e e o o e e s e e e e e o o o o e e s s s s A O A oY D o 01D A f =R
—~{"type": "control_address", "amount": "0.1", "asset":

BN 5 5 5 e e e e e e e s s s 0 0 e e o e e e 0 0 e e e o e o e e o o o e o e e s s s AU [0 o YT Rl
—"vplqf78sazxs539nmzztq7md63fk2x8lewbed2guSrnt9um?7 jerrh®7qcyvk37"}1}, network=

<~ '"mainnet")

{'tx': {'hash': 'f6b35e2f37862bc9a2cfbc9£f21440102599fc5860ed73ba5c3f44e17408e2c8c"',
—'status': True, 'size': 279, 'submission_timestamp': 0, 'memo': '', 'inputs': [{
—'script': '00142cda4f99ea8l12e6fab6lcdd26157ed6dc408332a', 'address':
—'vplg9ndylx02syfwd7npehfxz41ddhzgsve2za23ag', 'asset': {'asset_id':

BRI 5 5 5 e e e e e e e 0 0 e 5 0 e e e e e 0 0 e e e e e e e e e s e e e e e e e o e e AR o (=Y o B (7= W RS \ 8
<« 'unit': 'BTM'}, 'amount': '0.9', 'type': 'spend'}], 'outputs': [{'utxo_id':
<»'793540933493c531efdc®0dfd89d95041badc4elefaf938d9916cdc7834984c74', 'script':

. '00204f8f0e88d0a44b3d884b07b6dd4536518ffcbb596a91ca®ebb2£37e96463bbfc', 'address
"1 'vplqf78sazxs539nmzztq7md63fk2x8lewbed2guSrnt9um? jerrh®7qcyvk37', 'asset': {
~'asset_id': "fffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffsf’,
—'decimals': O, 'unit': 'BTM'}, 'amount': '0®.1', 'type': 'control'}, {'utxo_id':
—.'62c391358a7bccac6al3alb9efd5339eb7207660372290ceb8718af2284467ba®', 'script':
—'00142cda4f99ea8112e6fab6lcdd26157ed6dc408332a', 'address':

— 'vplg9ndylx02syfwd7npehfxz41ddhzgsve2za23ag', 'asset': {'asset_id':

BRI 5 5 5 e e e e e e e 0 0 5 0 e e o e e e 5 e o o e e e e s e e e e e o o e s AR o (=Y o B (7= 0 RS \ 8
< 'unit': 'BTM'}, 'amount': '0.7', 'type': 'control'}], 'fee': '0.1', 'balances': [
~{'asset': {'asset_id':

BN 5 5 5 5 e e e e e e e s 0 0 0 e e e e e e e 5 0 e e e e e e e e e s s s e e e e e e e AR o (=Y ol B (1= W =S \ 8
< 'unit': 'BTM'}, 'amount': '-0.1'}], 'types': ['ordinary'], 'min_veto_height': 0},
< 'raw_transaction':
—'07010001015£f015d0c8382b6aadd32748d0a9490259bf9ba5b55£6ac283535£8752c£5d51621801cfffffffffffffff:
"', 'signing_instructions': [{'derivation_path': ['2c000000', '99000000', '01000000
~"', '00000000', '01000000'], 'sign_data': [
<,"'4491d22111d3b75faa8f65ab23cd4b221£d14c99b1260239e3398ab3c347a769'], 'pubkey':
—"'91££f7£525££f40874c4f47f0cab42ed46e3bf53adad59adef9558ad1b6448£22e2'}]}

swap.providers.vapor.rpc.get_transaction(transaction_hash: str, network: str = 'mainnet’, headers: dict
= {'accept'’: ‘application/json’, 'content-type':
‘application/json; charset=utf-8', 'user-agent': 'Swap
User-Agent 0.4.0'}, timeout: int = 60) — dict
Get Vapor transaction detail.

Parameters
* transaction_hash (str) — Vapor transaction hash/id.
* network (str) — Vapor network, defaults to mainnet.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns dict — Vapor transaction detail.
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>>> from swap.providers.vapor.rpc import get_transaction

>>> get_transaction(transaction_hash=
—"4e91bca76db112d3a356c17366d£93e364a4922993414225£65390220730d0c1", network=
—'"mainnet")

{'tx_id': '961d984b04214dc202fb40f4c48466d10a2813a138a31eld2877ad3bbafleflc’,
—"timestamp': 1606993457000, 'block_hash':

. '440e791390f61c615b974c9292ac1d43bad67368076ef6d86a77cab22£f1c2119', 'block_height
—': 85098064, 'trx_amount': 0, 'trx_fee': 10000000, 'status_fail': False, 'is_vote
—': False, 'is_cross_chain': False, 'coinbase': 0, 'size': 646, 'chain_status':

— 'mainnet', 'index_id': 18811685, 'mux_id':

. '97fdbel7d62ae8f8f2024ebc6a231183e8ce7c4e8fde5645b9a3c973£8d0d3ad’', 'inputs': [{
—'"type': 'spend', 'asset_id':

BRI 5 5 5 5 e e e e e e 5 0 0 o o e e e e e e e 5 0 0 e e e o o e e o e e e e e e e s s R ({01 U1 ¢ W
10000, 'control_program':
—'00204£8f0e88d0a44b3d884b07b6dd4536518ffcbb596a91calebb2£37e96463bbfc', 'address
~": 'vplqf78sazxs539nmzztq7md63fk2x8lewb6ed2guSrnt9um7 jerrh®7qcyvk37', 'spent_
—output_id': 'c30e26caef4ad3436542700c5b32a91cdf0622c60a6c8abellcblcOb250bco5f",
—'input_id': 'c470139ab9f9%e81829e51096c57365392195ea2e90d7fb19e9eb2b309df22425",

< 'witness_arguments': [

< "'db718488496e0823b1lcfd9ceb64f226ffc4e9debd30eacO®b751aabbd28£694908ae0cO®0f5d39dd6ed697
A

. '02e8032091ff7£525£f40874c4£f47f0cab42e46e3bf53adad59adef9558ad1b6448f22e2203e0a377a
—"'], 'decode_program': ['DUP ', 'SHA3 ', 'DATA_32.
—4f8f0e88d0a44b3d884b07b6dd4536518ffcbb596a91calebb2f37e96463bbfc', 'EQUALVERIFY ',
<, '"DATA_8 ffffffffffffffff', 'SWAP ', 'FALSE ', 'CHECKPREDICATE '], 'decimals': 8,

~'unit': 'BTM'}, {'type': 'spend', 'asset_id':

B 5 5 5 e e e e e e 0 0 e e e e e e e e e 0 0 0 e e e e e e e e e e e e e e e e e e s O ([0 1 U1 ¢
16990000, 'control_program': '00142cda4f99ea8112e6fa6lcdd26157ed6dc408332a’,

- 'address': 'vplg9ndylx02syfwd7npehfxz41lddhzqsve2za23ag', 'spent_output_id':

. "1a7£2357f2ec272ea2d96413aee511d2077447731a799110cef97del177739181"', 'input_id':

. "4£50c438b5006eafc547cc48128ch94d2e39430ef30f117aa85e6£30ac92cel®9', 'witness_
—arguments': [
—'e31abbf90£8b20cb41f4daedc2£558dedcbc258fcfb9a36ael1f8cOb4b80f448a78d1d835adb®2cc918
', "91ff7£525£f40874c4f47£f0cab42e46e3bf53adad59adef9558ad1b6448£f22e2'], 'decode_

—program': ['DUP ', 'HASH160 ', 'DATA_20 2cda4f99ea8112e6fablcdd26157ed6dc408332a’,
<. "EQUALVERIFY ', 'TXSIGHASH ', 'SWAP ', 'CHECKSIG '], 'decimals': 8, 'unit': 'BTM
—"'}], 'outputs': [{'type': 'control', 'id':

< "'20c00b6f9f4fcaf22cceeb6c5£8b471a72b1£514£821b1c9c3d1£3243£f011cfl', 'position': O,
« 'asset_id': "fffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffst’,
—'amount': 10000, 'control_program': '00142cda4f99ea8l12e6fablcdd26157ed6dc408332a
"', 'address': 'vplg9ndylx02syfwd7npehfxz4lddhzgsve2za23ag', 'decimals': 8,

- "'decode_program': ['DUP ', 'HASH160 ', 'DATA_20.
—.2cda4f99ea8112e6fablcdd26157ed6dc408332a', 'EQUALVERIFY ', 'TXSIGHASH ', 'SWAP ',
— "CHECKSIG '], 'unit': 'BTM'}, {'type': 'control', 'id':

- "'f7a36ebce7001e83510eb16c13ff0e5e£311179c25e8cf7bcb599f£f8d17e23b2"', 'position': 1,
 'asset_id': "fffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffe’,

— "amount': 6990000, 'control_program':
—'00142cdad4f99ea8112e6fablcdd26157ed6dc408332a', 'address':

< 'vplg9ndylx02syfwd7npehfxz41ddhzgsve2za23ag', 'decimals': 8, 'decode_program': [

—'DUP ', 'HASH160 ', 'DATA_20 2cda4f99ea8ll2e6fab6lcdd26157ed6dc408332a’,
- '"EQUALVERIFY ', 'TXSIGHASH ', 'SWAP ', 'CHECKSIG '], 'unit': 'BTM'}], 'mov_type':
<~>”}

rae9b08578321:

p4afa031d4551!

B74c71d£8c02c!
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swap.providers.vapor.rpc.get_current_block_height (plus: int = 0, network: str = 'mainnet’, headers:
dict = {'accept’: 'application/json’, ‘content-type':
‘application/json; charset=utf-8', 'user-agent':
'Swap User-Agent 0.4.0'}, timeout: int = 60) — int
Get Vapor transaction detail.

Parameters
* plus (int) — Add block number on current block height, default to 0.
* network (str) — Vapor network, defaults to mainnet.
* headers (dict) — Request headers, default to common headers.
e timeout (int) — Request timeout, default to 60.

Returns int — Vapor current block height.

>>> from swap.providers.vapor.rpc import get_current_block_height
>>> get_current_block_height (plus=0)
678722

swap.providers.vapor.rpc.find_p2wsh_utxo (transaction: dict) — Optional[dict]
Find Vapor pay to witness script hash UTXO info’s.

Parameters transaction (dict)— Vapor transaction detail.

Returns dict — Pay to Witness Secript Hash (P2WSH) UTXO info’s.

>>> from swap.providers.vapor.rpc import find_p2wsh_utxo, get_transaction

>>> find_p2wsh_utxo(transaction=get_transaction(
"28168825b2eaded®2973313b1c4152a6362157590ec8cd3£530306259eb390ce"”, "mainnet'))
{'type': 'control', 'id':

-, 'e99f811£25837d0472321e4e237631£f40912bf4ca40766a46c8064ccff77d03a’', 'position': O,
 'asset_id': "ffffffffffffffffffffffffffffffffffffffffffffffffffffrffffffffffe’,
—'"amount': 10499000, 'control_program':
—'00204£8f0e88d0a44b3d884b07b6dd4536518ffcbb596a91calebb2£37e96463bbfc', 'address

"1 'vplqf78sazxs539nmzztq7md63fk2x8lewbed2guSrnt9um7 jerrh®7qcyvk37', 'decimals':.

.8, 'decode_program': ['DUP ', 'SHA3 ', 'DATA_32.
—4£8£f0e88d0a44b3d884b07b6dd4536518ffcbb596a91ca®ebb2£37e96463bbfc', 'EQUALVERIFY ',
— 'DATA_8 ffffffffffffffff', 'SWAP ', 'FALSE ', 'CHECKPREDICATE '], 'unit': 'BTM'}

swap.providers.vapor.rpc.decode_raw(raw: str, network: str = 'mainnet’, headers: dict = {'accept':
‘application/json', 'content-type': 'application/json; charset=utf-8',
'user-agent': 'Swap User-Agent 0.4.0'}, timeout: int = 60) — dict
Decode original Vapor raw.

Parameters
* raw (str) — Vapor transaction raw.
» network (str) — Vapor network, defaults to mainnet.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns dict — Vapor decoded transaction raw.
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>>> from swap.providers.vapor.rpc import decode_raw

>>> decode_raw(raw=
—"07010001015f015d0c8382b6aadd32748d0a9490259bf9ba5b55f6ac283535£8752cf5d51621801cff
', network="testnet")

{'"tx_id': '"f6b35e2f37862bc9a2cfbc9£21440102599fc5860ed73ba5c3f44e17408e2c8c"',
—'version': 1, 'size': 279, 'time_range': 0, 'inputs': [{'type': 'spend', 'asset_id
B 5 e s e e e s 0 e e e e e e e e e e e e e 0 e e e 0 e e e e e e e e e e e e e e e e e e e s s s s A VY- <Y ol
—definition': {}, 'amount': 90000000, 'control_program':
—'00142cdadf99ea8112e6fablcdd26157ed6dc408332a', 'address':
—'vplg9ndylx02syfwd7npehfxz41ddhzqsve2za23ag', 'spent_output_id':

- "'f337£ffe5333849636e7f6ca®1b8a3aalef8cc50fadf875730cd40786bb504£80', 'input_id':

. "'437cebc2dbdff6£5c821fbf6895455192685411bca64£f796f£389554e0c23f44"', 'witness_
—arguments': ['91ff7£525£f40874c4f47f0cab42e46e3bf53adad59adef9558ad1b6448£f22e2']}
], 'outputs': [{'type': 'control', 'id':
<+"'793540933493¢c531efdc0dfd89d95041badcd4elefaf938d9916cdc7834984c74', 'position': O,
— 'asset_id': "fffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffsf’,

- 'asset_definition': {}, 'amount': 10000000, 'control_program':

. '00204£f8f0e88d0a44b3d884b07b6dd4536518ffcbb596a91ca®ebb2£37e96463bbfc', 'address
—"': 'vplqf78sazxs539nmzztq7md63fk2x8lewbed2guSrnt9um7 jerrh®7qcyvk37'}, {'type':
—'control', 'id': '62c391358a7bccac6a3alb9efd5339eb7207660372290ceb8718af2284467bad
"', 'position': 1, 'asset_id':

B 5 5 5 e e e e e e e s 0 e 5 5 e e e e e e e 0 e e e e e e e e e e e e e e e e e e e e e s A= =11 <% il
—definition': {}, 'amount': 70000000, 'control_program':
—'00142cda4f99ea8112e6fablcdd26157ed6dc408332a', 'address':

< 'vplg9ndylx02syfwd7npehfxz41ddhzgsve2za23ag'}], 'fee': 10000000}

)
>

ffffffffffffef:

swap.providers.vapor.rpc.submit_raw(address: str, raw: str, signatures: list, network: str = 'mainnet’,

headers: dict = {'accept’: 'application/json’, ‘content-type":
‘application/json; charset=utf-8', 'user-agent': 'Swap User-Agent
0.4.0'}, timeout: int = 60) — str

Submit original Vapor raw into blockchain.

Parameters
* address (str) — Vapor address.
* raw (str) — Vapor transaction raw.
» signatures (1ist)— Vapor signed massage datas.
» network (str) — Vapor network, defaults to mainnet.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns str — Vapor submitted transaction id/hash.

>>> from swap.providers.vapor.rpc import submit_raw

>>> submit_raw(address="vplqindylx02syfwd7npehfxz4lddhzqsve2za23ag", raw=
—"07010001015£f015d0c8382b6aadd32748d0a9490259bf9ba5b55£6ac283535£8752c£5d51621801cff
", signatures=[[
—""31818788bd6cfd255643242212e£c1239db8£9dcd91b0e07ef1ddd38d8edf98c420da5578ecl195ff7a
—"]1], network="mainnet")
"2993414225£65390220730d0c1a356c14e91bca76db112d37366df93e364a492"

ffffffffffffs:

bddd72605a197:
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9.7 Utils

Vapor Utils.

swap.providers.vapor.utils.get_address_type (address: str) — Optional[str]
Get Vapor address type.

Parameters address (str) — Vapor address.

Returns str — Vapor address type (P2ZWPKH, P2WSH).

>>> from swap.providers.vapor.utils import get_address_type
>>> get_address_type(address="vplgk9vjdjaezlcnjdckds4 fkm8fwvSkawmqwpnpvs")
|lp2wpkhll

swap.providers.vapor.utils.is_network (network: str) — bool
Check Vapor network.

Parameters network (str) — Vapor network.

Returns bool — Vapor valid/invalid network.

>>> from swap.providers.vapor.utils import is_network
>>> is_network(network="solonet")
True

swap.providers.vapor.utils.is_address(address: str, network: Optional[str] = None, address_type:
Optional[str] = None) — bool
Check Vapor address.

Parameters
* address (str) — Vapor address.
» network (str) — Vapor network, defaults to None.
* address_type (str) — Vapor address type, defaults to None.

Returns bool — Vapor valid/invalid address.

>>> from swap.providers.vapor.utils import is_address

>>> is_address(address="vplgk9vj4jaezlcnjdckds4 fkm8fwv5Skawmqwpnpvs'", network=
—"mainnet")

True

swap.providers.vapor.utils.is_transaction_raw(transaction_raw: str) — bool
Check Vapor transaction raw.

Parameters transaction_raw (str)— Vapor transaction raw.

Returns bool — Vapor valid/invalid transaction raw.

>>> from swap.providers.vapor.utils import is_transaction_raw
>>> transaction_raw =

o

>>> is_transaction_raw(transaction_raw=transaction_raw)

True

—"eyImZWUiOi AXMDAWMDAWMCwgImFkZHI1c3Mi0iAiYmOxcWU5SMHFqdD1 3NGO4cnQzdG51dTBwenAyNGRrZm

¥1bH1zOHpjd31]
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swap.

providers.vapor.utils.amount_unit_converter (amount: Union[int, float], unit_from: str =
'NEU2BTM") — Union[int, float]
Vapor amount unit converter

Parameters
* amount (int, float)— Vapor any amount.
e unit_£from (str) — Vapor unit convert from symbol, default to NEU2BTM.

Returns int, float — BTM asset amount.

>>> from swap.providers.vapor.utils import amount_unit_converter
>>> amount_unit_converter (amount=10_000_000, unit_from="NEU2BTM")
0.1

swap.

providers.vapor.utils.estimate_endblock (endtime: int, network: str = 'mainnet’, headers: dict =
{'accept': 'application/json’, 'content-type':
‘application/json; charset=utf-8', 'user-agent': 'Swap
User-Agent 0.4.0'}, timeout: int = 60) — int

Estimate Vapor expiration block height.

Parameters
* endtime (int) — Expiration block timestamp.
* network (str) — Vapor network, defaults to mainnet.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns str — Estimated Vapor endblock.

>>> from swap.providers.vapor.utils import estimate_endblock
>>> from swap.utils import get_current_timestamp

>>> estimate_endblock(endtime=get_current_timestamp(plus=3600))
680854

swap.

providers.vapor.utils.decode_transaction_raw(transaction_raw: str, headers: dict = {'accept’:
‘application/json', 'content-type': 'application/json;
charset=utf-8', 'user-agent': 'Swap User-Agent
0.4.0'}, timeout: int = 60) — dict

Decode Vapor transaction raw.

Parameters
* transaction_raw (str) — Vapor transaction raw.
* headers (dict) — Request headers, default to common headers.
e timeout (int) — Request timeout, default to 60.

Returns dict — Decoded Vapor transaction raw.

>>> from swap.providers.vapor.utils import decode_transaction_raw
>>> transaction_raw =
" eyJmZWUi0iAXMDAWMDAWMCwgImFkZHI1c3Mi0iAiYmOxcWUSMHFqdD13NGO4cnQzdG51dTBwenAyNGRrZm

"
—

>>> decode_transaction_raw(transaction_raw=transaction_raw)
{'fee': ..., '"type': '...', 'address': "transaction': {...}, 'unsigned_datas

~'": [...], 'signatures': [...], 'network': '...'}

¥1bH1zOHpjd31]
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swap.providers.vapor.utils.submit_transaction_raw(transaction_raw: str, headers: dict = {'accept’:
‘application/json', 'content-type': 'application/json;
charset=utf-8', 'user-agent': 'Swap User-Agent
0.4.0'}, timeout: int = 60) — dict
Submit Vapor transaction raw.

Parameters
* transaction_raw (str) — Vapor transaction raw.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — Request timeout, default to 60.

Returns dict — Vapor submitted transaction id, fee, type and date.

>>> from swap.providers.vapor.utils import submit_transaction_raw
>>> transaction_raw =
—"eyJmZWUi0iAXMDAWMDAWMCwgImFkZHI1c3Mi0iAiYmOxcWUSMHFqdD13NGO4cnQzdG51dTBwenAyNGRrZmZ1bH1zOHpjd31]

"
—

>>> submit_transaction_raw(transaction_raw=transaction_raw)

v v v v v v

{'fee': ..., '"type': '...', "transaction_hash': '...', 'network': '...', 'date':

!
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CHAPTER
TEN

XINFIN

eXchange inFinite (XinFin), is a Delegated Proof of Stake Consensus network (XDPoS), enabling Hybrid Relay
Bridges, Instant Block Finality and Interoperability with ISO20022 messaging standards, making XinFin’s Hybrid
Architecture Developer friendly.

For more https://xinfin.org

10.1 Wallet

The implementation of Hierarchical Deterministic (HD) wallets generator for XinFin blockchain.

class swap.providers.xinfin.wallet.Wallet(network: str = 'mainnet', provider: str = 'http")
XinFin Wallet class.

Parameters
e network (str) — XinFin network, defaults to mainnet.
» provider (str) — XinFin network provider, defaults to http.

Returns Wallet — XinFin wallet instance.

Note: XinFin has only two networks, mainnet and testnet.

from_entropy (entropy: str, language: str = 'english', passphrase: Optional[str] = None) —
swap.providers.xinfin.wallet. Wallet
Initialize wallet from entropy.

Parameters
* entropy (str)— XinFin wallet entropy.
¢ language (str) — XinFin wallet language, default to english.
¢ passphrase (str) — XinFin wallet passphrase, default to None.

Returns Wallet — XinFin wallet instance.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
<swap.providers.xinfin.wallet.Wallet object at 0x040DA268>
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from_mnemonic (mnemonic: str, language: Optional[str] = None, passphrase: Optional[str] = None) —
swap.providers.xinfin.wallet. Wallet
Initialize wallet from mnemonic.

Parameters
e mnemonic (str) — XinFin wallet mnemonic.
¢ language (str) — XinFin wallet language, default to english.
» passphrase (str) — XinFin wallet passphrase, default to None.

Returns Wallet — XinFin wallet instance.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_mnemonic(mnemonic="unfair divorce remind addict add roof park.
—»clown build renew illness fault")

<swap.providers.xinfin.wallet.Wallet object at 0x040DA268>

from_seed(seed: str) — swap.providers.xinfin.wallet. Wallet
Initialize wallet from seed.

Parameters seed (str)— XinFin wallet seed.

Returns Wallet — XinFin wallet instance.

>>> from swap.providers.xinfin.wallet import Wallet
>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_seed(seed=
—"1cfd5df8a523d53a36cee369a93fac4e9efab5e4e138d479da2fb6df730697574409d572fe8325pc22e8ed25dea’
;}ll)

<swap.providers.xinfin.wallet.Wallet object at 0x040DA268>

from_root_xprivate_key (xprivate_key: str, strict: bool = True) — swap.providers.xinfin.wallet. Wallet
Initialize wallet from root xprivate key.

Parameters
» xprivate_key (str) — XinFin wallet root xprivate key.
e strict (bool) — Strict for must be root xprivate key, default to True.

Returns Wallet — XinFin wallet instance.

>>> from swap.providers.xinfin.wallet import Wallet
>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_root_xprivate_key(xprivate_key=
—"xprv9s21ZrQH143K3Y3pdbkb jreZQIRVmgTLhRgf86uZyCIlk20u36YdUJt5fr jwihGWmV1£QEDioiGZXWXUbHLy3kQf
R

<swap.providers.xinfin.wallet.Wallet object at 0x040DA268>

from_xprivate_key (xprivate_key: str) — swap.providers.xinfin.wallet. Wallet
Initialize wallet from xprivate key.

Parameters xprivate_key (str) — XinFin wallet xprivate key.

Returns Wallet — XinFin wallet instance.
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>>> from swap.providers.xinfin.wallet import Wallet
>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_xprivate_key(xprivate_key=
"xprvA3QFrUVTkKpfRhqjgPq897uDFAYtt9VhMdDuZVbPboVf9uPMcMmr7W8sTsrd8nFCsVGSBCpGC3[jreRpu8Zs1xsG
R

<swap.providers.xinfin.wallet.Wallet object at 0x040DA268>

from_wif (wif: str) — swap.providers.xinfin.wallet.Wallet
Initialize wallet from wallet important format (WIF).

Parameters wif (str)— XinFin wallet important format.

Returns Wallet — XinFin wallet instance.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_wif(wif="L1rYHjuxQtgTeU4gMUP6gnGqWInstFt5drQktRuFGFSuGcCpZolq")
<swap.providers.xinfin.wallet.Wallet object at 0x040DA268>

from_private_key (private_key) — swap.providers.xinfin.wallet. Wallet
Initialize wallet from private key.

Parameters private_key (str) — XinFin wallet private key.

Returns Wallet — XinFin wallet instance.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_private_key(private_key=
—"8a4bc8131e99a5d1064cdbcab949aa2ec16152967b19f2cee3096daefd5ca857")
<swap.providers.xinfin.wallet.Wallet object at 0x040DA268>

from_path(path: str) — swap.providers.xinfin.wallet. Wallet
Drive XinFin wallet from path.

Parameters path (str)— XinFin wallet path.

Returns Wallet — XinFin wallet instance.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet. from_path(path="m/44"'/550'/0'/0/0")
<swap.providers.xinfin.wallet.Wallet object at 0x040DA268>

from_index (index: int, hardened: bool = False) — swap.providers.xinfin.wallet. Wallet
Drive XinFin wallet from index.

Parameters
e index (int) — XinFin wallet index.
¢ hardened (bool) — Use hardened index, default to False.

Returns Wallet — XinFin wallet instance.

>>> from swap.providers.xinfin.wallet import Wallet
>>> wallet: Wallet = Wallet(network="testnet")

(continues on next page)

10.1. Wallet 175



Swap, Release 0.4.0

(continued from previous page)

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_index(44, harden=True)

>>> wallet.from_index (550, harden=True)

>>> wallet.from_index(0, harden=True)

>>> wallet. from_index(0)

>>> wallet. from_index(0)

<swap.providers.xinfin.wallet.Wallet object at 0x040DA268>

clean_derivation() — swap.providers.xinfin.wallet. Wallet
Clean derivation XinFin wallet.

Returns Wallet — XinFin wallet instance.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path("m/44'/550'/0'/0/0™")

>>> wallet.path(Q)

"m/44"'/550'/0"'/0/0"

>>> wallet.clean_derivation()

<swap.providers.xinfin.wallet.Wallet object at 0x040DA268>

>>> wallet.path()

None

strength() — Optional[int]
Get XinFin wallet strength.

Returns int — XinFin wallet strength.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.strength()

128

entropy() — Optional[str]
Get XinFin wallet entropy.

Returns str — XinFin wallet entropy.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.entropy()

"ed0802d701a033776811601dd6c5c4a9"

mnemonic() — Optional[str]
Get XinFin wallet mnemonic.

Returns str — XinFin wallet mnemonic.

>>> from swap.providers.xinfin.wallet import Wallet
>>> wallet: Wallet = Wallet(network="testnet")
>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")

(continues on next page)
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>>> wallet.mnemonic()
"unfair divorce remind addict add roof park clown build renew illness fault"

passphrase() — Optionallstr]
Get XinFin wallet passphrase.

Returns str — XinFin wallet passphrase.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9", passphrase=
—"meherett")

>>> wallet.passphrase()

"meherett"

language () — Optionallstr]
Get XinFin wallet language.

Returns str — XinFin wallet language.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.language()

"english"

seed () — Optional[str]
Get XinFin wallet seed.

Returns str — XinFin wallet seed.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.seed()

—"1cfd5df8a523d53a36cee369a93fac4e9efab5e4e138d479da2fb6d£f730697574409d572fe8325pc22e8ed25dea

n
—

root_xprivate_key(encoded: bool = True) — Optional[str]
Get XinFin wallet root xprivate key.

Parameters encoded (bool) — Encoded root xprivate key, default to True.

Returns str — XinFin wallet root xprivate key.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.root_xprivate_key()

< "xprv9s21ZrQH143K3Y3pdbkbjreZQIRVmgTLhRgf86uZyCIlk20u36YdUJt5fr jwihGWmV1£fQEDioiGZXWXUbHLy3kQf

"
—

root_xpublic_key(encoded: bool = True) — Optional[str]
Get XinFin wallet root xpublic key.
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Parameters encoded (bool) — Encoded root xprivate key, default to True.

Returns str — XinFin wallet root xpublic key.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.root_xpublic_key()

<" xpub66 1MyMwAqRbcG28HjdHc6zbHxBFzBIBC4ecFvVKBXXqiucEBe5wirgQ9hzY2WQMjnurVjIbT jMiRskHi7 jnSRkJ

"
—

xprivate_key(encoded=True) — Optional[str]
Get XinFin wallet xprivate key.

Parameters encoded (bool) — Encoded xprivate key, default to True.

Returns str — XinFin wallet xprivate key.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44"'/550'/0'/0/0")

>>> wallet.xprivate_key()

—"xprvA3QFrUVTkKpfRhqjgPq897uDFAYtt9VhMdDuZVbPboV{f9uPMcMmr7W8sTsrd8nFCsVGSBCpGC3jreRpu8Zs1xsG

"
—

xpublic_key (encoded: bool = True) — Optional[str]
Get XinFin wallet xpublic key.

Parameters encoded (bool) — Encoded xprivate key, default to True.

Returns str — XinFin wallet xpublic key.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44'/550'/0'/0/0")

>>> wallet.xpublic_key()

< "xpub6GPcFz2MahNxeBvCnRNS8WFqwoCPPHcDYir9WMt11A92e2hiW9u66£ITMKAB8 Ins7kpAT3vsKi4QHWVSNt7V6crG:

n
—

uncompressed() — str
Get XinFin wallet uncompressed public key.

Returns str — XinFin wallet uncompressed public key.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet. from_path(path="m/44'/550'/0"'/0/0™")

>>> wallet.uncompressed()

—"33fbc2£f498d145a1827ee894a2ed5£14928523712047ad9fffc59cdda7d314e6707£731cc5b9a5018878£dfd503:

"
—
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compressed() — str
Get XinFin wallet compressed public key.

Returns str — XinFin wallet compressed public key.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet. from_path(path="m/44'/550"'/0"'/0/0™")

>>> wallet.compressed()
"0333fbc2f498d145a1827ee894a2ed5£14928523712047ad9fffc59cdda7d314e6"

chain_code() — str
Get XinFin wallet chain code.

Returns str — XinFin wallet chain code.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44'/550'/0'/0/0")

>>> wallet.chain_code()
"ba85721f00241c17616903b07fed8ddcc1442677fa54ccd38e85049eee2310246"

private_key() — str
Get XinFin wallet private key.

Returns str — XinFin wallet private key.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44"'/550'/0'/0/0")

>>> wallet.private_key()
"8a4bc8131e99a5d1064cdbca6949aa2ecl16152967b19f2cee3096daefd5ca857"

public_key() — str
Get XinFin wallet public key.

Returns str — XinFin wallet public key.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet. from_path("m/44'/550'/0'/0/0")

>>> wallet.public_key()
"0333fbc2f498d145a1827ee894a2ed5£14928523712047ad9fffc59cdda7d314e6"

path() — Optionalstr]
Get XinFin wallet path.

Returns str — XinFin wallet path.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44"'/550'/0'/0/0")

(continues on next page)
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>>> wallet.path()
"m/44'/550'/0'/0/0"

address() — str
Get XinFin wallet address.

Returns str — XinFin wallet address.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44"'/550'/0'/0/0")

>>> wallet.address()

"xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232"

wif() — str
Get XinFin wallet important format (WIF).

Returns str — XinFin wallet important format.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44'/550'/0'/0/0")

>>> wallet.wif()
"L1rYHjuxQtgTeU4qMUP6gnGqiW9nstFt5drQktRuFGFSuGcCpZolq"

hash(private_key: Optional[str] = None) — str
Get XinFin wallet public key/address hash.

Returns str — XinFin wallet public key/address hash.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet.from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet. from_path(path="m/44'/550"'/0'/0/0™")

>>> wallet.hash(Q)

"dc8£505fccd7cb6£f6ba93£fd3795174£f97efb43ae”

balance (unit: str = 'Wei') — Union[Wei, int, float]
Get XinFin wallet balance.

Parameters unit (str) — XinFin unit, default to Wei.

Returns Wei, int, float — XinFin wallet balance.

>>> from swap.providers.xinfin.wallet import Wallet

>>> wallet: Wallet = Wallet(network="testnet")

>>> wallet. from_entropy(entropy="ed0802d701a033776811601dd6c5c4a9")
>>> wallet.from_path(path="m/44"'/550'/0'/0/0")

>>> wallet.balance(unit="XDC")

96.96263982

180 Chapter 10

. XinFin




Swap, Release 0.4.0

10.2 Hash Time Lock Contract (HTLC)

XinFin Hash Time Lock Contract (HTLC).

class swap.providers.xinfin.htlc.HTLC(contract_address: Optional[str] = None, network: str = 'mainnet’,
provider: str = "http', use_script: bool = False)
XinFin Hash Time Lock Contract (HTLC).

Parameters
e contract_address (str)— XinFin HTLC contract address, defaults to None.
e network (str) — XinFin network, defaults to mainnet.
» provider (str) — XinFin network provider, defaults to http.
» use_script (bool) — Initialize HTLC by using script, default to False.

Returns HTLC — XinFin HTLC instance.

Note: XinFin has only two networks, mainnet and testnet.

build_transaction(address: str) — swap.providers.xinfin.htlc. HTLC
Build XinFin HTLC transaction.

Parameters address (str) — XinFin address.

Returns HTLC - XinFin HTLC instance.

>>> from swap.providers.xinfin.htlc import HTLC

>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_transaction(address="xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232
R

<swap.providers.xinfin.htlc.HTLC object at 0x0409DAFO>

sign_transaction(private_key: str) — swap.providers.xinfin.htlc. HTLC
Sign XinFin HTLC transaction.

Parameters private_key (str) — XinFin private key.

Returns HTLC - XinFin HTLC instance.

>>> from swap.providers.xinfin.htlc import HTLC

>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_transaction(address="xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232
="

>>> htlc.sign_transaction(private_key=
—"8a4bc8131e99a5d1064cdbcab6949aa2ecl16152967b19f2cee3096daefd5ca857")
<swap.providers.xinfin.htlc.HTLC object at 0x0409DAFO>

fee (unit: str = 'Wei') — Union[WEeli, int, float]
Get XinFin HTLC transaction fee.

Parameters unit (str) — XinFin unit, default to Wie.

Returns Wei, int, float — XinFin transaction fee.
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>>> from swap.providers.xinfin.htlc import HTLC
>>> htlc: HTLC = HTLC(network="testnet")
>>> htlc.build_transaction(address="xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232

n
—

>>> htlc.fee(unit="Wei")
1532786

hash() — Optionalstr]

Get XinFin HTLC transaction hash.

Returns str — XinFin transaction hash.

>>> from swap.providers.xinfin.htlc import HTLC

>>> htlc: HTLC = HTLC(network="testnet")

>>> htlc.build_transaction(address="xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232
-

>>> htlc.sign_transaction(private_key=
—""8a4bc8131e99a5d1064cdbca6949aa2ec16152967b19f2cee3096daefd5ca857")

>>> htlc.hash(Q
"Ox2f5a724c9edadf5ae8£de2d02417£17d9b9c8£5319bb8b79bbb9e5728£3896¢cc"

json() — dict

Get XinFin HTLC transaction json.

Returns dict — XinFin transaction json.

>>> from swap.providers.xinfin.htlc import HTLC
>>> htlc: HTLC = HTLC(network="testnet")
>>> htlc.build_transaction(address="xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232

n
—

>>> htlc. json()
{'chainId': 1337, 'from': '0®x2224caA2235DF8Da3D2016d2AB1137D2d548A232"', 'value
—~': 0, 'nonce': 0, 'gas': 1532786, 'gasPrice': 20000000000, 'data':

—'0x608060405234801561001057600080£d5b506112e9806100206000396000£3fe60806040526004361061003£5'

<4>', ltol: bll}

raw() — Optional[str]

Get XinFin HTLC transaction raw.

Returns str — XinFin transaction raw.

>>> from swap.providers.xinfin.htlc import HTLC
>>> htlc: HTLC = HTLC(network="testnet")
>>> htlc.build_transaction(address="xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232

n
—

>>> htlc.sign_transaction(private_key=
—"8a4bc8131e99a5d1064cdbca6949aa2ecl16152967b19f2cee3096daefd5ca857")
>>> htlc.raw()

—"0xf91b5e808504a817c800831763728080b91b09608060405234801561001057600080£d5b5061

n
—

129806100206

contract_address (prefix: str = xdc') — str

Get XinFin HTLC contract address.

Parameters prefix (str) — XinFin address prefix, default to xdc.
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Returns ChecksumAddress — XinFin HTLC contract address.

>>> from swap.providers.xinfin.htlc import HTLC

>>> htlc: HTLC = HTLC(contract_address=
—"xdcdEO6b10c67765c8COLIF64EQeF423b45Eb86b8e7", network="testnet")
>>> htlc.contract_address()
"xdcdE®6b10c67765c8CObIF64EQeF423b45Eb86b8e7"

build_htlc(secret_hash: str, recipient_address: str, sender_address: str, endtime: int) —
swap.providers.xinfin.htlc. HTLC
Build XinFin Hash Time Lock Contract (HTLC).

Parameters
e secret_hash (str) — Secret sha-256 hash.
e recipient_address (str) — XinFin recipient address.
¢ sender_address (str) — XinFin sender address.
* endtime (int) — Expiration block time (Seconds).

Returns HTLC - XinFin HTLC instance.

>>> from swap.providers.xinfin.htlc import HTLC

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(contract_address=
—"xdcdEO6b10c67765c8COLIF64EQeF423b45Eb86b8e7", network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
< "xdcf8D43806260CFc6cC79fB408BA1897054667F81C", sender_address=

< ""xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", endtime=get_current_
~timestamp (plus=3600))

<swap.providers.xinfin.htlc.HTLC object at 0x0409DAFO>

abi() — list
Get XinFin HTLC ABI.

Returns list — XinFin HTLC ABI.

>>> from swap.providers.xinfin.htlc import HTLC

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(contract_address=
—"xdcdE®6b10c67765c8CObIF64ENeF423b45Eb86b8e7", network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
—"xdcf8D43806260CFc6cC79fB408BA1897054667F81C", sender_address=
«""xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", endtime=get_current_
—timestamp (plus=3600))

>>> htlc.abi(Q)

[{'anonymous': False, 'inputs': [{'indexed': True, 'internalType': 'bytes32',

< 'name': 'locked_contract_id', 'type': 'bytes32'}, {'indexed': False,
—'internalType': 'bytes32', 'name': 'secret_hash', 'type': 'bytes32'}, {

< 'indexed': True, 'internalType': 'address', 'name': 'recipient', 'type':
—'address'}, {'indexed': True, 'internalType': 'address', 'name': 'sender',
~'type': 'address'}, {'indexed': False, 'internalType': 'uint256', 'name':
—'endtime', 'type': 'uint256'}, {'indexed': False, 'internalType': 'uint256',

<~ 'name': 'amount', 'type': 'uint256'}], 'name': 'log_fund', 'type': 'event'}, {
< "anonymous': False, 'inputs': [{'indexed': True, 'internalType': 'bytes32',
—'name': 'locked contract id', 'type': 'bytes32'}], 'mame': 'log refund', 'type
—"': 'event'}, {'anonymous': False, 'inputs': [{'indexed': True, K?ﬂ%@%ﬁgif?%gga
—"': 'bytes32', 'nmame': 'locked_contract_id', 'type': 'bytes32'}], 'name': 'log_

10.2. HasWﬁﬁb‘t@Eka’Pﬁ%t’(H“@t'}y {'"inputs': [{'internalType': 'bytes32', 'name':ng83
< '_secret_hash', 'type': 'bytes32'}, {'internalType': 'address payable', 'name

—'": '"_recipient', 'type': 'address'}, {'internalType': 'address payable', 'name
—': '"_sender', 'type': 'address'}, {'internalType': 'uint256', 'name': '
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bytecode() — str

Get XinFin HTLC bytecode.
Returns str — XinFin HTLC bytecode.

>>> from swap.providers.xinfin.htlc import HTLC

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(contract_address=
—"xdcdEO6b10c67765c8COLIF64EQeF423b45Eb86b8e7", network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
. "xdcf8D43806260CFc6cC79fB408BA1897054667F81C", sender_address=
—"xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", endtime=get_current_
—timestamp (plus=3600))

>>> htlc.bytecode()

—"608060405234801561001057600080£d5b50611ae9806100206000396000£3fe60806040526004

n
—

361061003£576!

bytecode_runtime() — str

Get XinFin HTLC bytecode runtime.
Returns str — XinFin HTLC bytecode runtime.

>>> from swap.providers.xinfin.htlc import HTLC

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(contract_address=
—"xdcdE®6b10c67765c8CObIF64ENeF423b45Eb86b8e7", network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
—"xdc£f8D43806260CFc6cC79fB408BA1897054667F81C", sender_address=
—'"xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", endtime=get_current_
—timestamp (plus=3600))

>>> htlc.bytecode_runtime()

—"60806040526004361061003£5760003560e01c806306a53665146100445780637249fbb6146100

n
—

81578063 cfd4b!

opcode() — str

Get XinFin HTLC opcode.
Returns str — XinFin HTLC opcode.

>>> from swap.providers.xinfin.htlc import HTLC

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(contract_address=
—"xdcdEO6b10c67765c8COLIF64EQeF423b45Eb86b8e7", network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=

< "xdcf8D43806260CFc6cC79fB408BA1897054667F81C", sender_address=

< ""xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", endtime=get_current_
~timestamp (plus=3600))

>>> htlc.bytecode_runtime()

"PUSH1 0x80 PUSH1 0x40 MSTORE CALLVALUE DUP1 ISZERO PUSH2 0x10 JUMPI PUSH1 0x0.
—.DUP1 REVERT JUMPDEST POP PUSH2 0x1AE9 DUP1 PUSH2 0x20 PUSH1 0x0 CODECOPY.
—PUSH1 0x0® RETURN INVALID PUSH1 0x80 PUSH1 0x40 MSTORE PUSH1 0x4 CALLDATASIZE.

LT PUSH2 Ox3F JUMPI PUSH1 0x® CALLDATALOAD PUSH1 OxEQ® SHR DUP1 HESHiues on next page)
—0x6A53665 EQ PUSH2 0x44 JUMPI DUP1 PUSH4 0x7249FBB6 EQ PUSH2 0x81 JUMPI DUP1.
—PUSH4 0xCFD4B66E EQ PUSH2 OxBE JUMPI DUP1 PUSH4 0xF4FD3062 EQcﬁy |pf693XinFin
—JUMPI JUMPDEST PUSH1 0x0 DUP1 REVERT JUMPDEST CALLVALUE DUP1 ISZERO PUSH2.
—0x50 JUMPI PUSH1 0x0 DUP1 REVERT JUMPDEST POP PUSH2 0x6B PUSH1 0x4 DUPL.
—CALLDATASIZE SUB DUP2 ADD SWAP1 PUSH2 0x66 SWAP2 SWAP1 PUSH2 0xF29 JUMP.
CCJUIMPDEST PIISH? Ax 122 OT1UIMP TTIMPDEST PIISH1T Qw40 MTI OAD PIISH? QOxw7R SWAP? SWAP1
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[ |

balance (unit: str = 'Wei') — Union[Weli, int, float]
Get XinFin HTLC balance.

Parameters unit (str) — XinFin unit, default to XDC.

Returns int, float — XinFin HTLC balance.

>>> from swap.providers.bitcoin.htlc import HTLC

>>> from swap.utils import sha256

>>> htlc: HTLC = HTLC(contract_address=
—"xdcdEO6b10c67765c8COLIF64EQeF423b45Eb86b8e7", network="testnet")
>>> htlc.balance(unit="XDC")

1.56

10.3 Transaction

XinFin transaction in blockchain network.

class swap.providers.xinfin.transaction.Transaction(network: str = 'mainnet’, provider: str = 'http’,
token: Optional[str] = None)
XinFin Transaction.

Parameters
e network (str) — XinFin network, defaults to mainnet.
* provider (str) — XinFin network provider, defaults to http.

Returns Transaction — XinFin transaction instance.

Note: XinFin has only three networks, mainnet and testnet.

fee (unit: str = 'Wei') — Union[WEei, int, float]
Get XinFin transaction fee.

Parameters unit (str) — XinFin unit, default to Wei.

Returns Wei, int, float — XinFin transaction fee.

>>> from swap.providers.xinfin.htlc import HTLC

>>> from swap.providers.xinfin.transaction import FundTransaction

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(contract_address=
—"xdcdEO6b10c67765c8COLIF64EQeF423b45Eb86b8e7", network="testnet'")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
—"xdcf8D43806260CFc6cC79fB408BA1897054667F81C", sender_address=
—"xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", endtime=get_current_
~timestamp (plus=3600))

>>> fund_transaction: FundTransaction = FundTransaction(network="testnet")
>>> fund_transaction.build_transaction(address=

< "xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", htlc=htlc, amount=3, unit="XDC
-

(continues on next page)
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>>> fund_transaction.fee(unit="Wei")
138436

hash() — Optionalstr]

Get XinFin transaction hash.

Returns str — XinFin transaction hash.

>>> from swap.providers.xinfin.transaction import WithdrawTransaction

>>> from swap.providers.xinfin.solver import WithdrawSolver

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—"testnet")

>>> withdraw_transaction.build_transaction(transaction_hash=
—"0x0d4c93546aa3e5e476455931a63f1a97a2624e3b516e3fd8e3a582cbh20aaeef9", secret_
—key="Hello Meheret!", address="xdcf8D43806260CFc6cC79fB408BA1897054667F81C",.
—contract_address="xdcdE06b10c67765c8CObIF64EOeF423b45Eb86b8e7™)

>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=

< "xprv9s21ZrQH143K4Kpce43z5guPyxLrFoc2i8aQAq835Zzp4Rt7i6nZaMCnVSDyHT6Mnm] JGKHMrC
", path="m/44"'/550'/0'/0/0")

>>> withdraw_transaction.sign(solver=withdraw_solver)

>>> withdraw_transaction.hash()
"0xe8e8738c791385738661573ad4de63dd81b77d240b6138ca476ea8cdcbb29a21"

UgaYpGojruglZl

json() — dict

Get XinFin transaction fee.

Returns Wei, int, float — XinFin transaction fee.

>>> from swap.providers.xinfin.htlc import HTLC

>>> from swap.providers.xinfin.transaction import FundTransaction

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(contract_address=
—"xdcdEO6b10c67765c8COLIF64EQeF423b45Eb86b8e7", network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
< "xdcf8D43806260CFc6cC79fB408BA1897054667F81C", sender_address=
—"xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", endtime=get_current_
—timestamp(plus=3600))

>>> fund_transaction: FundTransaction = FundTransaction(network="testnet')
>>> fund_transaction.build_transaction(address=
—"xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", htlc=htlc, amount=3, unit="XDC

n
—

>>> fund_transaction. json()

{'chainId': 1337, 'from': '0x2224caA2235DF8Da3D2016d2AB1137D2d548A232", 'value
—"': 3000000000000000000, 'nonce': 2, 'gas': 138436, 'gasPrice': 20000000000,
—'to': '0xdEO6b10c67765c8COLIF64EQeF423b45Eb86b8e7', 'data':

— '0xf4£d30623a26da82ead15a80533a02696656b14b5dbfd84eb14790f2e1be5e9e45820eeb00OONOOOOO0000000!

~"}

raw() — Optional[str]

Get XinFin transaction hash.

Returns str — XinFin transaction hash.
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>>> from swap.providers.xinfin.transaction import RefundTransaction

>>> from swap.providers.xinfin.solver import RefundSolver

>>> refund_transaction: RefundTransaction = RefundTransaction(network="testnet")
>>> refund_transaction.build_transaction(transaction_hash=
—"0x0d4c93546aa3e5e476455931a63f1a97a2624e3b516e3fd8e3a582cb20aaeef9", address=
—"xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", contract_address=
—"xdcdEO6b10c67765c8CObIF64EQeF423b45Eb86b8e7")

>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=

<" xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5fr jwihGWmV1{fQEDioi GZXWXUbHLy 3kQf
", path="m/44'/550'/0'/0/0")

>>> refund_transaction.sign(solver=refund_solver)
>>> refund_transaction.hash()

—"0xf88a028504a817c80082e76094de06b10c67765c8cOb9f64e0ef423b45eb86b8e780a47249fbp61909575c436.

n
—

type() — str
Get XinFin transaction hash.

Returns str — XinFin transaction hash.

>>> from swap.providers.xinfin.transaction import WithdrawTransaction

>>> from swap.providers.xinfin.solver import WithdrawSolver

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
~"testnet")

>>> withdraw_transaction.build_transaction(transaction_hash=
—"0x0d4c93546aa3e5e476455931a63f1a97a2624e3b516e3fd8e3a582ch20aaeef9", secret_
—key="Hello Meheret!", address="xdcf8D43806260CFc6cC79fB408BA1897054667F81C", .
—,contract_address="xdcdE06b10c67765c8CObIF64E0eF423b45Eb86b8e7™)

>>> withdraw_transaction.type()

"xinfin_withdraw_unsigned"

signature() — dict
Get XinFin transaction hash.

Returns str — XinFin transaction hash.

>>> from swap.providers.xinfin.transaction import RefundTransaction

>>> from swap.providers.xinfin.solver import RefundSolver

>>> refund_transaction: RefundTransaction = RefundTransaction(network="testnet")
>>> refund_transaction.build_transaction(transaction_hash=
~"0x0d4c93546aa3e5e476455931a63f1a97a2624e3b516e3fd8e3a582cbh20aaecef9", address=
. "xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", contract_address=
—"xdcdEO6b10c67765c8CObIF64EQeF423b45Eb86b8e7")

>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=
—"xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5frjwihGWmV1{fQEDioi GZXWXUbHLy3kQf
", path="m/44'/550'/0'/0/0")

>>> refund_transaction.sign(solver=refund_solver)

>>> refund_transaction.signature()

{'hash': '0x90449ab8e3736feae4980554bb129b408£88d0003e569022cf8e0®0817cc2a7d9’,
— 'rawTransaction':

— '0x£88a028504a817c80082e76094de®6b10c67765c8cOb9f64e0ef423b45eb86b8e780a47249fbb61909575¢c436.

‘4}" 'r':l_.

—42895942847608608192932856733711858695420995837709512084644654454168196927042,
S (continues on next page)

—»23849944468865388317715121201379699989753020274517556595896033163737398323890,
'vy'- 2 7@0}
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l

|

transaction_raw() — str

Get XinFin fund transaction raw.

Returns str — XinFin fund transaction raw.

>>> from swap.providers.xinfin.htlc import HTLC

>>> from swap.providers.xinfin.transaction import FundTransaction

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(contract_address=
—"xdcdE®6b10c67765c8CObIF64EQ0eF423b45Eb86b8e7", network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
—"xdcf8D43806260CFc6cC79fB408BA1897054667F81C", sender_address=
—"xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", endtime=get_current_
—timestamp (plus=3600))

>>> fund_transaction: FundTransaction = FundTransaction(network="testnet")
>>> fund_transaction.build_transaction(address=

. "xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", htlc=htlc, amount=3, unit="XDC
-

>>> fund_transaction.transaction_raw()

—"eyJmZWUi0iAxMzgOMzYsICI0eXB1IjogInhpbmZpblImdW5kX3Vuc2lnbmVkIiwgInRyYW5zYWNOalW|

n
—

Puljogey]jaGF]

10.3.1 FundTransaction

class swap.providers.xinfin.transaction.FundTransaction(network: str = 'mainnet’, provider: str =

'http")

XinFin Fund transaction.

Parameters
e network (str) — XinFin network, defaults to mainnet.
» provider (str) — XinFin network provider, defaults to http.

Returns FundTransaction — XinFin fund transaction instance.

Warning: Do not forget to build transaction after initialize fund transaction.

build_transaction(address: str, htlc: swap.providers.xinfin.htlc. HTLC, amount: Union[Wei, int, float],

unit: str = "Wei') — swap.providers.xinfin.transaction. FundTransaction
Build XinFin fund transaction.

Parameters
e htlc (xinfin.htlc.HTLC) — XinFin HTLC instance.
¢ address (str) — XinFin sender address.
e amount (Wei, int, float)- XinFin amount.
e unit (str) — XinFin unit, default to Wei.

Returns FundTransaction — XinFin fund transaction instance.
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>>> from swap.providers.xinfin.htlc import HTLC

>>> from swap.providers.xinfin.transaction import FundTransaction

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(contract_address=
—"xdcdE®6b10c67765c8CObIF64ENeF423b45Eb86b8e7", network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
—"xdcf8D43806260CFc6cC79fB408BA1897054667F81C", sender_address=

< ""xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", endtime=get_current_
~timestamp (plus=3600))

>>> fund_transaction: FundTransaction = FundTransaction(network="testnet")
>>> fund_transaction.build_transaction(address=
<»"xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", htlc=htlc, amount=3, unit="XDC
-

<swap.providers.xinfin.transaction.FundTransaction object at 0x0409DAFQ>

sign(solver: swap.providers.xinfin.solver.FundSolver) — swap.providers.xinfin.transaction. FundTransaction
Sign XinFin fund transaction.

Parameters solver (xinfin.solver.FundSolver) — XinFin fund solver.

Returns FundTransaction — XinFin fund transaction instance.

>>> from swap.providers.xinfin.htlc import HTLC

>>> from swap.providers.xinfin.transaction import FundTransaction

>>> from swap.providers.xinfin.solver import FundSolver

>>> from swap.utils import sha256, get_current_timestamp

>>> htlc: HTLC = HTLC(contract_address=
«"xdcdEO6b10c67765c8CObIF64EQeF423b45Eb86b8e7", network="testnet")

>>> htlc.build_htlc(secret_hash=sha256("Hello Meheret!"), recipient_address=
~"xdcf8D43806260CFc6cC79fB408BA1897054667F81C", sender_address=
—"xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", endtime=get_current_
—timestamp (plus=3600))

>>> fund_transaction: FundTransaction = FundTransaction(network="testnet')
>>> fund_transaction.build_transaction(address=
«"xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", htlc=htlc, amount=3, unit="XDC

n
—

>>> fund_solver: FundSolver = FundSolver(xprivate_key=
" xprv9s21ZrQH143K3Y3pdbkbjreZQIRVmgTLhRgf86uzZyCIlk20u36YdUJt5fr jwihGWmV1£fQEDioiGZXWXUbHLy3kQf
", path="m/44'/550'/0'/0/0")

>>> fund_transaction.sign(solver=fund_solver)
<swap.providers.xinfin.transaction.FundTransaction object at 0x0409DAFQ>

10.3.2 WithdrawTransaction

class swap.providers.xinfin.transaction.WithdrawTransaction(network: str = 'mainnet’, provider: str
= http")
XinFin Withdraw transaction.

Parameters
e network (str) — XinFin network, defaults to mainnet.
» provider (str) — XinFin network provider, defaults to http.

Returns WithdrawTransaction — XinFin withdraw transaction instance.
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Warning: Do not forget to build transaction after initialize withdraw transaction.

build_transaction(transaction_hash: str, address: str, secret_key: str, contract_address: Optionalstr] =

None) — swap.providers.xinfin.transaction. WithdrawTransaction
Build XinFin withdraw transaction.

Parameters
¢ transaction_hash (str) - XinFin HTLC funded transaction hash.
¢ address (str) — XinFin recipient address.
» secret_key (str)— Secret password/passphrase.
¢ contract_address (str) — XinFin HTLC contract address, defaults to None.

Returns WithdrawTransaction — XinFin withdraw transaction instance.

>>> from swap.providers.xinfin.transaction import WithdrawTransaction

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—"testnet")

>>> withdraw_transaction.build_transaction(transaction_hash=
—"0x0d4c93546aa3e5e476455931a63f1a97a2624e3b516e3fd8e3a582cbh20aaeef9", secret_
—key="Hello Meheret!", address="xdcf8D43806260CFc6cC79fB408BA1897054667F81C",.
—~contract_address="xdcdE06b10c67765c8CObIF64EOeF423b45Eb86b8e7™)
<swap.providers.xinfin.transaction.WithdrawTransaction object at 0x0409DAF®>

sign(solver: swap.providers.xinfin.solver. WithdrawSolver) —

swap.providers.xinfin.transaction. WithdrawTransaction
Sign XinFin withdraw transaction.

Parameters solver (xinfin.solver.WithdrawSolver) — XinFin withdraw solver.

Returns WithdrawTransaction — XinFin withdraw transaction instance.

>>> from swap.providers.xinfin.transaction import WithdrawTransaction

>>> from swap.providers.xinfin.solver import WithdrawSolver

>>> withdraw_transaction: WithdrawTransaction = WithdrawTransaction(network=
—"testnet")

>>> withdraw_transaction.build_transaction(transaction_hash=
—"0x0d4c93546aa3e5e476455931a63f1a97a2624e3b516e3fd8e3a582ch20aaeef9", secret_
—key="Hello Meheret!", address="xdcf8D43806260CFc6cC79fB408BA1897054667F81C",
—contract_address="xdcdE06b10c67765c8CObIF64ENeF423b45Eb86b8e7™)

>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=

" xprv9s21ZrQH143K4Kpce43z5guPyxLrFoc21i8aQAq835Zzp4Rt7i6nZaMCnVSDyHT6MnmJ JGKHMrC
<", path="m/44"'/550'/0'/0/0™")

>>> withdraw_transaction.sign(solver=withdraw_solver)
<swap.providers.xinfin.transaction.WithdrawTransaction object at 0x0409DAF®>

UgaYpGojruglZ
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10.3.3 RefundTransaction

class swap.providers.xinfin.transaction.RefundTransaction(network: str = 'mainnet', provider: str =

http")

XinFin Refund transaction.

Parameters
e network (str) — XinFin network, defaults to mainnet.
» provider (str) — XinFin network provider, defaults to http.

Returns RefundTransaction — XinFin refund transaction instance.

Warning: Do not forget to build transaction after initialize refund transaction.

build_transaction(transaction_hash: str, address: str, contract_address: Optional[str] = None) —

swap.providers.xinfin.transaction. RefundTransaction
Build XinFin refund transaction.

Parameters
¢ transaction_hash (str) - XinFin HTLC funded transaction hash.
¢ address (str) — XinFin sender address.
e contract_address (str) — XinFin HTLC contract address, defaults to None.

Returns RefundTransaction — XinFin refund transaction instance.

>>> from swap.providers.xinfin.transaction import RefundTransaction

>>> refund_transaction: RefundTransaction = RefundTransaction(network="testnet")
>>> refund_transaction.build_transaction(transaction_hash=
—"0x0d4c93546aa3e5e476455931a63f1a97a2624e3b516e3fd8e3a582cbh20aaecef9", address=
. "xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", contract_address=
—"xdcdEO6b10c67765c8CObIF64EQeF423b45Eb86b8e7")
<swap.providers.xinfin.transaction.RefundTransaction object at 0x0409DAF®>

sign(solver: swap.providers.xinfin.solver.RefundSolver) —

swap.providers.xinfin.transaction.RefundTransaction
Sign XinFin refund transaction.

Parameters solver (xinfin.solver.RefundSolver) — XinFin refund solver.

Returns RefundTransaction — XinFin refund transaction instance.

>>> from swap.providers.xinfin.transaction import RefundTransaction

>>> from swap.providers.xinfin.solver import RefundSolver

>>> refund_transaction: RefundTransaction = RefundTransaction(network="testnet")
>>> refund_transaction.build_transaction(transaction_hash=
—"0x0d4c93546aa3e5e476455931a63f1a97a2624e3b516e3fd8e3a582cbh20aaeef9", address=
—"xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232", contract_address=
—"xdcdEO6b10c67765c8CObIF64EQeF423b45Eb86b8e7")

>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=
—"xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5fr jwihGWmV1{fQEDioiG
", path="m/44'/550'/0'/0/0")

>>> refund_transaction.sign(solver=refund_solver)
<swap.providers.xinfin.transaction.RefundTransaction object at 0x0409DAF®>

ZXWXUbHLy3kQf
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10.4 Solver

XinFin solver.

10.4.1 FundSolver

class swap.providers.xinfin.solver.FundSolver (xprivate_key: str, account: int = 0, change: bool =

False, address: int = 0, path: Optional[str] = None)
XinFin Fund solver.

Parameters
» xprivate_key (str)— XinFin sender xprivate key.
e account (int) — XinFin derivation account, defaults to 0.
» change (bool) — XinFin derivation change, defaults to False.
e address (int) — XinFin derivation address, defaults to 0.
* path (str) — XinFin derivation path, defaults to None.

Returns FundSolver — XinFin fund solver instance.

>>> from swap.providers.xinfin.solver import FundSolver
>>> sender_root_xprivate_key: str =
< "xprv9s21ZrQH143K3XihXQBN8Uar2WBtr jSzK20RDEGQ25pA2kKAAD0QXaiiVXht 163ZTrdt TXfM4GgNRE

"
—

>>> fund_solver: FundSolver = FundSolver(xprivate_key=sender_root_xprivate_key,.
—path="m/44"'/550'/0'/0/0™)
<swap.providers.xinfin.solver.FundSolver object at 0x03FCCA60>

DgWQHky 2 5BpvB(

10.4.2 WithdrawSolver

class swap.providers.xinfin.solver.WithdrawSolver (xprivate_key: str, account: int = 0, change: bool =

False, address: int = 0, path: Optional[str] =
None)
XinFin Withdraw solver.

Parameters
» xprivate_key (str) — XinFin sender xprivate key.
e account (int) — XinFin derivation account, defaults to 0.
» change (bool) — XinFin derivation change, defaults to False.
e address (int) — XinFin derivation address, defaults to 0.
» path (str) — XinFin derivation path, defaults to None.

Returns WithdrawSolver — XinFin withdraw solver instance.

>>> from swap.providers.xinfin.solver import WithdrawSolver
>>> recipient_root_xprivate_key: str =
—"xprv9s21ZrQH143K4Kpce43z5guPyxLrFoc2i8aQAq835Zzp4Rt7i6nZaMCnVSDyHT6Mnm] JGKHMrCUgaY]

"
—

pGojruglZN5qQl
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>>> withdraw_solver: WithdrawSolver = WithdrawSolver (xprivate_key=recipient_root_
—Xxprivate_key, path="m/44'/550'/0'/0/0")
<swap.providers.xinfin.solver.WithdrawSolver object at 0xO3FCCA60>

10.4.3 RefundSolver

class swap.providers.xinfin.solver.RefundSolver (xprivate_key: str, account: int = 0, change: bool =
False, address: int = 0, path: Optional[str] = None)

XinFin Refund solver.
Parameters
» xprivate_key (str) — XinFin sender xprivate key.
e account (int) — XinFin derivation account, defaults to 0.
» change (bool) — XinFin derivation change, defaults to False.
e address (int) — XinFin derivation address, defaults to 0.
» path (str) — XinFin derivation path, defaults to None.

Returns RefundSolver — XinFin refund solver instance.

>>> from swap.providers.xinfin.solver import RefundSolver

>>> sender_root_xprivate_key: str =

>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=sender_root_xprivate_
—key, path="m/44'/550'/0'/0/0™)

<swap.providers.xinfin.solver.RefundSolver object at 0x0®3FCCA60>

< "xprv9s21ZrQH143K3XihXQBN8Uar2WBtr jSzK20RDEGQ25pA2kKAAD0QXaiiVXht 163ZTrdt TXfM4GgNRE

DgWQHky 2 5BpvB(

10.5 Signature

XinFin signature.

class swap.providers.xinfin.signature.Signature (network: str = 'mainnet’, provider: str = "http")
XinFin Signature.

Parameters
e network (str) — XinFin network, defaults to mainnet.
» provider (str) — XinFin network provider, defaults to http.

Returns Signature — XinFin signature instance.

Note: XinFin has only two networks, mainnet and testnet.

fee (unit: str = 'Wei') — Union[Wei, int, float]
Get XinFin signature fee.

Parameters unit (str) — XinFin unit, default to Wie.

Returns Wei, int, float — XinFin signature fee.

10.5. Signature
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>>> from swap.providers.xinfin.signature import Signature

>>> from swap.providers.xinfin.solver import WithdrawSolver

>>> signature: Signature = Signature(network="testnet")

>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=
" xprv9s21ZrQH143K4Kpce43z5guPyxLrFoc218aQAq835Zzp4Rt7i6nZaMCnVSDyHT6Mnm] JGKHMrClUqaYpGojruglZ!
—", account=0, change=False, address=0)
>>> signature.sign(transaction_raw=
—"eyImZWUi0iA4MjY40SwgInR5cGUi0iAieGluZmluX3dpdGhkemF3X3Vuc21nbmVkIiwgInRyYW5zYWNOaWoul jogey].
', solver=withdraw_solver)
>>> signature.fee(unit="Wei")
82689

1
—

hash() — Optional[str]
Get XinFin signature has.

Returns str — XinFin signature hash.

>>> from swap.providers.xinfin.signature import Signature
>>> from swap.providers.xinfin.solver import RefundSolver
>>> signature: Signature = Signature(network="testnet")

>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=
—"xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5frjwihGWmV1£fQEDioi GZXWXUbHLy3kQf
—", account=0, change=False, address=0)
>>> signature.sign(transaction_raw=
—"eyJmZWUi0iA10TIzMiwgInR5cGUi0iAieGluZmluX311ZnVuZF91bnNpZ251ZCIsICIOcmFuc2FjdGlLvbiI6IHsiY2h!
", solver=refund_solver)

>>> signature.hash()
"0x90449ab8e3736feae4980554bb129b408£88d0003e569022c£8e00817cc2a7d9"

json() — dict
Get XinFin signature json.

Returns dict — XinFin signature json.

>>> from swap.providers.xinfin.signature import Signature
>>> from swap.providers.xinfin.solver import FundSolver
>>> signature: Signature = Signature(network="testnet")
>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5frjwihGWmV1£fQEDioi GZXWXUbHLy3kQf
—", account=0, change=False, address=0)
>>> signature.sign(transaction_raw=

" eyJmZWUi0iAxMzgONDgsICIOcmFuc2F jdGlvbiI6IHsiY2hhaW5JZCI6IDEzMzcsICImem9tIjogI jB4Nj11MDRMZTE
', solver=fund_solver)

>>> signature.json()

{'chainId': 1337, 'from': '0x2224caA2235DF8Da3D2016d2AB1137D2d548A232"', 'value
—': 1000000000000000000, 'nonce': 2, 'gas': 138448, 'gasPrice': 20000000000,
~'to': '"OxdEO6b10c67765c8COLIF64E0eF423b45Eb86b8e7 "', 'data':

< '0xf4£d30623a26da82ead15a80533a02696656b14b5dbfd84eb14790f2el1be5e9e45820eeb00OONOOOOOO00OOO0
'}

[
—

raw() — Optional[str]
Get XinFin signature raw.

Returns str — XinFin signature raw.
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>>> from swap.providers.xinfin.signature import Signature

>>> from swap.providers.xinfin.solver import WithdrawSolver

>>> signature: Signature = Signature(network="testnet")

>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=
" xprv9s21ZrQH143K4Kpce43z5guPyxLrFoc218aQAq835Zzp4Rt7i6nZaMCnVSDyHT6Mnm] JGKHMrClUqaYpGojruglZ!
—", account=0, change=False, address=0)
>>> signature.sign(transaction_raw=
—"eyJmZWUi0iA4MjY40SwgInR5cGUi0iAieGluZmluX3dpdGhkcemF3X3Vuc21nbmVkIiwgInRyYW5zYWNO®aW9uljogey]
', solver=withdraw_solver)
>>> signature.raw()

1
—

—"0xf8ec808504a817c8008301430194de06b10c67765c8cOb9f64e0ef423b45eb86b8e780b88406R536651909575¢

n
—

type() — str
Get XinFin signature type.

Returns str — XinFin signature type.

>>> from swap.providers.xinfin.signature import Signature
>>> from swap.providers.xinfin.solver import FundSolver
>>> signature: Signature = Signature(network="testnet")
>>> fund_solver: FundSolver = FundSolver(xprivate_key=
" xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5fr jwihGWmV1{fQEDioi GZXWXUbHLy3kQf
—", account=0, change=False, address=0)
>>> signature.sign(transaction_raw=

" eyJmZWUi0iAxMzgONDgsICI0eXB1IjogInhpbmZpblImdW5kX3Vuc21lnbmVkIiwgInRyYW5zYWNOaWPuljogeyJjaGF
', solver=fund_solver)
>>> signature.type()
"xinfin_fund_signed"

[
—

sign(transaction_raw: str, solver: Union[swap.providers.xinfin.solver.FundSolver,
swap.providers.xinfin.solver. WithdrawSolver, swap.providers.xinfin.solver.RefundSolver]) —
Union[swap.providers.xinfin.signature. FundSignature,
swap.providers.xinfin.signature. WithdrawSignature, swap.providers.xinfin.signature. RefundSignature]
Sign XinFin unsigned transaction raw.

Parameters
e transaction_raw (str)— XinFin unsigned transaction raw.

e solver (xinfin.solver.FundSolver, xinfin.solver.WithdrawSolver,
xinfin.solver.RefundSolver) — XinFin solver.

Returns FundSignature, WithdrawSignature, RefundSignature — XinFin signature instance.

>>> from swap.providers.xinfin.signature import Signature
>>> from swap.providers.xinfin.solver import FundSolver
>>> signature: Signature = Signature(network="testnet")
>>> fund_solver: FundSolver = FundSolver(xprivate_key=
—"xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5frjwihGWmV1£fQEDioiGZXWXUbHLy3kQf
—", account=0, change=False, address=0)
>>> signature.sign(transaction_raw=

" eyJmZWUi0iAxMzgONDgsICI0eXB1IjogInhpbmZpblImdW5kX3Vuc21lnbmVkIiwgInRyYW5zYWNOaWPuljogeyJjaGF
~", solver=fund_solver)

<swap.providers.xinfin.signature.FundSignature object at 0x0409DAFO>
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signature() — dict
Get XinFin signature.

Returns dict — XinFin signature.

>>> from swap.providers.xinfin.signature import Signature

>>> from swap.providers.xinfin.solver import WithdrawSolver

>>> signature: Signature = Signature(network="testnet")

>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=
" xprv9s21ZrQH143K4Kpce43z5guPyxLrFoc21i8aQAq835Zzp4Rt7i6nZaMCnVSDyHT6MnmI JGKHMrCUqaYpGojruglZ!
—", account=0, change=False, address=0)
>>> signature.sign(transaction_raw=
—"eyJmZWUi0iA4MjY40SwgInR5cGUi0iAieGluZmluX3dpdGhkcemF3X3Vuc21nbmVkIiwgInRyYW5zYWNOaW9uljogey]
", solver=withdraw_solver)

>>> signature.signature()

{'hash': '0xe8e8738c791385738661573ad4de63dd81b77d240b6138cad76ea8cdcbb29a21’,
< 'rawTransaction':

—'0xf8ec808504a817c8008301430194de06b10c67765c8cOb9f64e0ef423b45eb86b8e780b88406p536651909575:¢

L

—115683075740172584287236173170973052486872064110718784013746063807450268107094,

< 's':ig

—10987326587522303302152973055763806493281157878637620947188858604750528344964,
- 'v': 2709}

transaction_raw() — str
Get XinFin signed transaction raw.

Returns str — XinFin signed transaction raw.

>>> from swap.providers.xinfin.signature import Signature
>>> from swap.providers.xinfin.solver import FundSolver
>>> signature: Signature = Signature(network="testnet")
>>> fund_solver: FundSolver = FundSolver(xprivate_key=

" xprv9s21ZrQH143K3Y3pdbkbjreZQ9RVmgTLhRgf86uZyCIk20u36YdUJt5fr jwihGWmV1{fQEDioiGZXWXUbHLy3kQf
", account=0, change=False, address=0)
>>> signature.sign(transaction_raw=

< "eyImZWUi0iAxMzgONDgsICI0eXB1IjogInhpbmZpbl9mdW5kX3Vuc21lnbmVkIiwgInRyYW5zYWNOaWPul jogeyjaGF

", solver=fund_solver)
>>> signature.transaction_raw()

" eyJmZWUi0iAxMzgONDgsICI0eXB1IjogInhpbmZpblImdW5kX3NpZ251ZCIsICIOcmFuc2FjdGlvbil6IHsiY2hhaW5.

"
—

10.5.1 FundSignature

class swap.providers.xinfin.signature.FundSignature (network: str = 'mainnet’, provider: str = "http’,
token: Optional[str] = None)
XinFin Fund signature.

Parameters
e network (str) — XinFin network, defaults to mainnet.
* provider (str) — XinFin network provider, defaults to http.

Returns FundSignature — XinFin fund signature instance.
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Note: XinFin has only two networks, mainnet and testnet.

sign(transaction_raw: str, solver: swap.providers.xinfin.solver.FundSolver) —
swap.providers.xinfin.signature. FundSignature
Sign XinFin unsigned fund transaction raw.

Parameters
e transaction_raw (str) — XinFin unsigned fund transaction raw.
¢ solver (xinfin.solver.FundSolver) — XinFin solver.

Returns FundSignature — XinFin fund signature instance.

>>> from swap.providers.xinfin.signature import FundSignature

>>> from swap.providers.xinfin.solver import FundSolver

>>> fund_signature: FundSignature = FundSignature(network="testnet")
>>> fund_solver: FundSolver = FundSolver(xprivate_key=

" xprv9s21ZrQH143K3Y3pdbkb jreZQIRVmgTLhRgf86uZyClk2ou36YdUJt5fr jwihGWmV1£QEDioiGZXWXUbHLY3kQf
—", account=0, change=False, address=0)
>>> fund_signature.sign(transaction_raw=
—"eyJmZWUi0iAxMzgONDgsICI0eXB1IjogInhpbmZpbl9mdW5kX3Vuc21lnbmVkIiwgInRyYW5zYWNOaWPuljogeyJjaGF
", solver=fund_solver)
<swap.providers.xinfin.signature.FundSignature object at 0x0409DAFO>

10.5.2 WithdrawSignature

class swap.providers.xinfin.signature.WithdrawSignature (network: str = 'mainnet', provider: str =
'http")
XinFin Withdraw signature.

Parameters
e network (str) — XinFin network, defaults to mainnet.
* provider (str) — XinFin network provider, defaults to http.

Returns WithdrawSignature — XinFin withdraw signature instance.

Note: XinFin has only two networks, mainnet and testnet.

sign(transaction_raw: str, solver: swap.providers.xinfin.solver. WithdrawSolver) —
swap.providers.xinfin.signature. WithdrawSignature
Sign XinFin unsigned withdraw transaction raw.

Parameters
e transaction_raw (str) — XinFin unsigned withdraw transaction raw.
e solver (xinfin.solver.WithdrawSolver) — XinFin withdraw solver.

Returns WithdrawSignature — XinFin withdraw signature instance.

>>> from swap.providers.xinfin.signature import WithdrawSignature

>>> from swap.providers.xinfin.solver import WithdrawSolver

>>> withdraw_signature: WithdrawSignature = WithdrawSignature(network="testnet™)
(continues on next page)
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>>> withdraw_solver: WithdrawSolver = WithdrawSolver(xprivate_key=
—"xprv9s21ZrQH143K4Kpce43z5guPyxLrFoc218aQAq835Zzp4Rt716nZaMCnVSDyHT6MnmJ JGKHMrC
", account=0, change=False, address=0)

>>> withdraw_signature.sign(transaction_raw=

" eyJmZWUi0iA4MjY40SwgInR5cGUiOiAieGluZmluX3dpdGhkcmF3X3Vuc2InbmVkIiwgInRyYW5zYW|

~", solver=withdraw_solver)
<swap.providers.xinfin.signature.WithdrawSignature object at 0x0409DAFO>

UgaYpGojruglZ]

NO®aW9uIljogey]

10.5.3 RefundSignature

class swap.providers.xinfin.signature.RefundSignature (network: str = 'mainnet’, provider: str =

'http")

XinFin Refund signature.

Parameters
e network (str) — XinFin network, defaults to mainnet.
» provider (str) — XinFin network provider, defaults to http.

Returns RefundSignature — XinFin refund signature instance.

Note: XinFin has only two networks, mainnet and testnet.

sign(transaction_raw: str, solver: swap.providers.xinfin.solver.RefundSolver) —

swap.providers.xinfin.signature. RefundSignature
Sign XinFin unsigned refund transaction raw.

Parameters
* transaction_raw (str)— XinFin unsigned refund transaction raw.
¢ solver (xinfin.solver.RefundSolver) — XinFin refund solver.

Returns RefundSignature — XinFin refund signature instance.

>>> from swap.providers.xinfin.signature import RefundSignature

>>> from swap.providers.xinfin.solver import RefundSolver

>>> refund_signature: RefundSignature = RefundSignature(network="testnet")

>>> refund_solver: RefundSolver = RefundSolver(xprivate_key=

" xprv9s21ZrQH143K3Y3pdbkbjreZQIRVmgTLhRgf86uZyCIlk20u36YdUJt5fr jwihGWmV1£fQEDioiG
—", account=0, change=False, address=0)

>>> refund_signature.sign(transaction_raw=
—"eyJmZWUi0iA10TIzMiwgInR5cGUiOiAieGluZmluX3J1ZnVuZF91bnNpZ251ZCIsICIOcmFuc2FjdG
", solver=refund_solver)

<swap.providers.xinfin.signature.RefundSignature object at 0x0409DAFO>

ZXWXUbHLy3kQf
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10.6 Remote Procedure Call (RPC)

XinFin remote procedure call.

swap.providers.xinfin.rpc.get_web3 (network: str = 'mainnet’, provider: str = 'http") — web3.main.Web3

Get XinFin Web3 instance.
Parameters
e network (str) — XinFin network, defaults to mainnet.
» provider (str) — XinFin network provider, defaults to http.

Returns Web3 — XinFin Web3 instance.

>>> from swap.providers.xinfin.rpc import get_web3
>>> get_web3(network="testnet", provider="http")
<web3.main.Web3 object at 0x000001DDECCDO640>

swap.providers.xinfin.rpc.get_balance(address: str, network: str = 'mainnet’, provider: str = 'http") —

Wei
Get XinFin balance.

Parameters
e address (str) — XinFin address.
e network (str) — XinFin network, defaults to mainnet.
* provider (str) — XinFin network provider, defaults to http.

Returns Wei — XinFin balance (Wei).

>>> from swap.providers.xinfin.rpc import get_balance

>>> get_balance("xdc70c1eb09363603a3b6391deb2daa6d2561a62£52", "mainnet")
71560900

swap.providers.xinfin.rpc.get_transaction(transaction_hash: str, network: str = 'mainnet’, provider: str

= 'http") — dict
Get XinFin transaction detail.

Parameters
e transaction_hash (str) — XinFin transaction hash/id.
e network (str) — XinFin network, defaults to mainnet.
* provider (str) — XinFin network provider, defaults to http.

Returns dict — XinFin transaction detail.

>>> from swap.providers.xinfin.rpc import get_transaction

>>> get_transaction(transaction_hash=
—"0xa4d57071427e3310b3e2fb16e7712f8d8aaaafb31ce5fcd6534£c50848905948")

{'hash': '0xa4d57071427e3310b3e2fbl6e7712f8d8aaaafb31ce5fcd6534fc50848905948",
—'nonce': 0, 'blockHash':

— '0xb33a804ae10713b£549db8ec749£7d650347613ac784db1a8d17e0cb03741bf0"', 'blockNumber
—"': 1, "transactionIndex': 0, 'from': '0x96cA14396341480E3b6384D1d1397d1£f7£5a0AB7",
— '"to': None, 'value': O, 'gas': 367400, 'gasPrice': 250000000, 'input':

— '0x608060405234801561001057600080fd5b506040518060400160405280600581526020017£48656¢C
', 'vr 28, 'r':

6c6£000000000¢

—"0xa593dctd7t7b17£8b22907e9c4b03721312a4d00d1d991817267ccd5eb7d4613 "(fontmies on next page)
—'0x70cd172ae92de7a046dfe28del1db8657£8c3b3ed00c060392fb1d5080646927b"}
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[ |

swap.providers.xinfin.rpc.get_transaction_receipt (transaction_hash: str, network: str = 'mainnet’,
provider: str = "http', headers: dict = {'accept':
‘application/json', 'content-type': 'application/json;
charset=utf-8', 'user-agent': 'Swap User-Agent
0.4.0'}, timeout: int = 60) — Optional[dict]
Get XinFin transaction receipt.

Parameters
e transaction_hash (str) — XinFin transaction hash/id.
e network (str) — XinFin network, defaults to mainnet.
» provider (str) — XinFin network provider, defaults to http.
* headers (dict) — Request headers, default to common headers.
* timeout (int) — request timeout, default to 60.

Returns dict — XinFin transaction receipt.

>>> from swap.providers.xinfin.rpc import get_transaction_receipt

>>> get_transaction_receipt(transaction_hash=
—"0x5f4b11c11553cf040131b273c2bbc8c93d217269dd9b28393d5d0a3d623clfcc”, network=

< "testnet")

{'blockHash': '0x08d711ba038b97d0622d2c08b74dd2d9d2d00492116ead11452c12688618dchc’,
— "blockNumber': '0®x1e93914', 'contractAddress': None, 'cumulativeGasUsed': '0x5208
~", "from': 'xdc95e80fc8ef98b92fe71514168c2e4b8f0ce38169', 'gasUsed': '0x5208',
—"'logs': [], 'logsBloom':

— '0x00000000000000000000000000000000000000000000000000000000000000000000000000000000p000000000000!
"', 'status': '0Ox1', '"to': 'xdc2224caa2235df8da3d2016d2ab1137d2d548a232",
< "transactionHash':
—"'0x5f4b11c11553cf040131b273c2bbc8c93d217269dd9b28393d5d0a3d623clfcc’,
—"transactionIndex': '0x0'}

swap.providers.xinfin.rpc.wait_for_transaction_receipt (transaction_hash: str, network: str =
'mainnet’, timeout: int = 60, provider: str =
'http', headers: dict = {'accept':
‘application/json', 'content-type':
‘application/json; charset=utf-8',
‘user-agent': 'Swap User-Agent 0.4.0'}) —
dict
Wait for XinFin transaction receipt.
Parameters

e transaction_hash (str) — XinFin transaction hash/id.

e network (str) — XinFin network, defaults to mainnet.

* timeout (int) — request timeout, default to 60.

» provider (str) — XinFin network provider, defaults to http.

headers (dict) — Request headers, default to common headers.

Returns dict — XinFin transaction receipt.
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>>> from swap.providers.xinfin.rpc import wait_for_transaction_receipt
>>> wait_for_transaction_receipt(transaction_hash=

{'blockHash': '0x08d711ba038b97d0622d2c08b74dd2d9d2d00492116ead11452c12688618dcbc’,

<"0x5£f4b11c11553cf040131b273c2bbc8c93d217269dd9b28393d5d0a3d623clfcc”, timeout=120,
< network="testnet")

— 'blockNumber': '0®x1e93914', 'contractAddress': None, 'cumulativeGasUsed': '0x5208
", "from': 'xdc95e80fc8ef98b92fe71514168c2e4b8f0ce38169', 'gasUsed': '0x5208',
—'logs': [], 'logsBloom':

—"'0x000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000!

~', "status': '0Ox1', 'to': 'xdc2224caa2235df8da3d2016d2ab1137d2d548a232"',

< '"transactionHash':
<~ "0x5f4b11c11553c£f040131b273c2bbc8c93d217269dd9b28393d5d0a3d623clfcc’,

< "transactionIndex': '0x0'}

swap.providers.xinfin.rpc.decode_raw(transaction_raw: str) — dict
Decode original XinFin raw into blockchain.

Parameters transaction_raw (str)— XinFin transaction raw.

Returns dict — XinFin decoded transaction hash.

>>> from swap.providers.xinfin.rpc import decode_raw
>>> decode_raw(transaction_raw=

—"0x£86c02840ee6b280825208943e0a9b2ee8f8341alaead3e7531d75£1e395£24b8901236efcbcbb34

"
—

{'hash': '0x04b3bfb804£2b3329555c6£3a17a794b3£099b6435a9c£58c78609ed93853907"', 'from
~": '"0x3769F63e3b694cD2e973e28af59bdFd751303273"', 'to':

- '0x3e0a9B2Ee8F8341A1aEaD3E7531d75f1e395F24b', 'nonce': 2, 'gas': 21000, 'gas_price
—': 250000000, 'value': 21000000000000000000, 'data': '®x', 'chain_id': -4, 'r':

< "'0x3084982e429dd897d3cc1b2c8cc2d1b106b9d302eb23f6fae7d0e57e53e043£8"', 's':
—'0x116£13£f9ab385f6b53e7821b3335ced924alceb88303347cd0af4aa75e6bfb73"', 'v': 27}

PO00801ba®308¢

swap.

providers.xinfin.rpc.submit_raw(transaction_raw: str, network: str = 'mainnet’, provider: str =
'http") — str
Submit original XinFin raw into blockchain.

Parameters
e transaction_raw (str) — XinFin transaction raw.
e network (str) — XinFin network, defaults to mainnet.
* provider (str) — XinFin network provider, defaults to http.

Returns str — XinFin submitted transaction hash/id.

>>> from swap.providers.xinfin.rpc import submit_raw
>>> submit_raw(transaction_raw=

—"0x£86c02840ee6b280825208943e0a9b2ee8f8341alaead3e7531d75£1e395£24b8901236efcbcbb34p000801bad®308-

—", network="testnet")
"0x04b3bfb804£2b3329555¢c6f3a17a794b3£099b6435a9¢c£58c78609ed93853907"
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10.7 Utils

XinFin Utils.

swap.providers.xinfin.utils.is_network (nerwork: str) — bool
Check XinFin network.

Parameters network (str) — XinFin network.

Returns bool — XinFin valid/invalid network.

>>> from swap.providers.xinfin.utils import is_network
>>> is_network(network="kovan")
True

swap.providers.xinfin.utils.is_address(address: str) — bool
Check XinFin address.

Parameters address (str)— XinFin address.

Returns bool — XinFin valid/invalid address.

>>> from swap.providers.xinfin.utils import is_address
>>> is_address(address="xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232")
True

swap.providers.xinfin.utils.is_checksum_address (address: str) — bool
Check XinFin checksum address.

Parameters address (str)— XinFin address.

Returns bool — XinFin valid/invalid checksum address.

>>> from swap.providers.xinfin.utils import is_checksum_address

>>> is_checksum_address(address="xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232")
False

>>> is_checksum_address(address="xdclEel1011ae12103a488A82DC33e03f337Bc93ba7")
True

swap.providers.xinfin.utils.to_checksum_address(address: str, prefix: str = 'xdc') — str
Change XinFin address to checksum address.

Parameters
e address (str) — XinFin address.
» prefix (str)— XinFin address prefix, default to xdc.

Returns str — XinFin checksum address.

>>> from swap.providers.xinfin.utils import to_checksum_address
>>> to_checksum_address(address="xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232")
"xdc2224caA2235DF8Da3D2016d2AB1137D2d548A232"

swap.providers.xinfin.utils.is_transaction_raw(transaction_raw: str) — bool
Check XinFin transaction raw.

Parameters transaction_raw (str)— XinFin transaction raw.

Returns bool — XinFin valid/invalid transaction raw.
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>>> from swap.providers.xinfin.utils import is_transaction_raw
>>> transaction_raw: str =
—"eyJmZWUi0iAXMDAWMDAWMCwgImFkZH]1c3Mi0iAiYmOxcWUSMHFqdD]1 3NGO4cnQzdG51dTBwenAyNGRrZm

"
—

>>> 1s_transaction_raw(transaction_raw=transaction_raw)
True

71bH1zOHpjd31]

swap.

providers.xinfin.utils.decode_transaction_raw(fransaction_raw: str) — dict
Decode XinFin transaction raw.

Parameters transaction_raw (str)— XinFin transaction raw.

Returns dict — Decoded xinfin transaction raw.

>>> from swap.providers.xinfin.utils import decode_transaction_raw
>>> transaction_raw: str =
" eyJmZWUiO0iAXMDAWMDAWMCwgImFkZHI1c3Mi0iAiYmOxcWUSMHFqdD13NGO4cnQzdG5 1dTBwenAyNGRrZm

"
—

>>> decode_transaction_raw(transaction_raw=transaction_raw)
{'fee': ..., "type': '...', 'address': "transaction': {...}, 'unsigned_datas
~'": [...], 'signatures': [...], 'network': '...'}

¥1bH1zOHpjd31]

swap.

providers.xinfin.utils.submit_transaction_raw(transaction_raw: str, provider: str = 'http') —
dict
Submit XinFin transaction raw.

Parameters
e transaction_raw (str) — XinFin transaction raw.
» provider (str) — XinFin network provider, defaults to http.

Returns dict — XinFin submitted transaction id, fee, type and date.

>>> from swap.providers.xinfin.utils import submit_transaction_raw
>>> transaction_raw: str =
" eyImZWUiOi AxMDAWMDAWMCwgImFkZHI1c3Mi0iAiYmOxcWU5SMHFgdD13NGO4cnQzdG51dTBwenAyNGRrZm

"
—

>>> submit_transaction_raw(transaction_raw=transaction_raw)

71bH1zOHpjd31]

{'fee': ..., 'type': '...', "transaction_id': '...', 'network': '...', 'date': '...
o'}
swap.providers.xinfin.utils.amount_unit_converter (amount: Union[int, float], unit_from: str =

'Wei2XDC") — Unionlint, float]
XinFin amount unit converter.

Parameters
e amount (int, float) - XinFIn amount.
e unit_£from (str) — XinFIn unit from, default to Wei2XDC

Returns int, float — XinFin amount.

>>> from swap.providers.xinfin.utils import amount_unit_converter
>>> amount_unit_converter (amount=100_000_000, unit_from="Wei2XDC")
0.1
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